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About This Document

This document provides instructions on how to test ESP32 to meet the certification
requirements. The document is structured as follows:

Chapter 1

Overview

Introduction to test procedures.

Chapter 2

Test Preparation

Presentation of test preparations.

Chapter 3

Connecting Device

Instruction on how to connect devices.

Chapter 4

Adaptivity Test

Presentation of adaptivity testing procedures.

Chapter 5

Wi-Fi/BT Operation Commands

Explanation of Wi-Fi/BT operation commands.

Release Notes

2016.12

V1.0 Initial release.




Table of Contents

I O 1 =Y T SO P 1
P2 == o (=T 0 T= U= LA Lo o T 2
2.1. Hardware Connection and Configuration.............c.cceiciiiieee e e 2

2.2, Hardware BoOOt MOGE ........ccoooeieieieeee e 2
2.2.1. DOWNIOAA MOGE.......cciiiiiiiiiiie e 2

D o = T T Y, o T L= TR 2

2.3. Antenna Impedance Matching ReqUIremMeNt.............uueeieiiiiiicciiieeee e 2

R T 0o o 1= o3 g Ve TN D 1= o 4
3.1.  Serial Port Configuration TOOI ...........eeiiiiiiii et e e e e e e eane 4
3110 TOO! INEFOAUCTION 1.ttt ettt e e e e et a e e e e e e e e 4

B2, PrOCEAUME ... 4

3.1.3. DOWNIOAA TOOL.... e e e aaa s e anseaasaaasassssssssssssnsssnsssnsssnsssnsssnssnnssnnssnnnsnnnnnnnns 6

G T S [oTo] [0 (0o [N o311 o HP OO UPRPPPPPPPPPPRP 6

G T I T o (0 To=To [ (= PSR PPPPPRRR 6

3.1.6.  Configuration INSTIUCTIONS. ........viiiiiii s 8

Vo F=T o 1 €1V Y/ = 9
4. TSt TOOIS e, 9

R [ ] (=T o 1= TSP PR PPPRPP 9
4.2.1. Downloading the BINAMES..........ooiuiiiiiii e 9

4.2.2. ConNECHNG ESP32 10 AP ...cooeiiii e 9

4.2.3. PING PACKELS ..ot 10

5. Wi-Fi/BT Operation COmMMAaNd........ceiiiiiiiiiiiiiiiiissssssssssssnmmnnensssssssssesssssssssssssssssssssssssssnsnnnnes 11
5.1, Wi-Fi Test COMMANGS ... s s aannnnsannsnnnssnnsnnnnnnnnnnns 11
5.1.1.  Selection of the Certification Test MOGE.........uuviiiiiiiiiiiiiiiie e 11

T B2 B O] 1010 7= o (o H OSSOSO P P PP PP PPPPPPPPPPPPPPPPPPP 11

5.1.3. TX STOP COMMEANG...eiiiiiiiiiiiiiie et e e e e e a e e e e e e e 12

5.1.4. Command for Selecting Tx 11n Mode 20 Mbps or 40 MBPS ........vvvvvvvvvvvvviiiiiiiirinnnn, 12

T IR T o 70 10 0= o FEE SO PSP P PP PP PPPPPPPPPPPPPPPPPPPN 13

5.1.6. RX StOP COMMEANG ...iiiiiiiiiiiiiii et e e e e e e e e e s 13

5. 1.7, SCW TX COMMENG ..eiiiiiiiiiiiiiiiie ettt e et e e e e e s aaeeeasaane 13

5.2. BT TeSt COMMEANGS......uuiiiiiiiiiieiiiiee et e st e s e e s e e s s ssb e e e s s assee e e e sasseeeessasseeessansseeesanns 14
5.2.1. BR/EDR TX COMMEANG. . .uuttttiiitiiitiiiiitiiiiitiatiaataaaaseasssraeasseesseeeesssaessee e 14

5.2.2. LETX COMMENG.....ciiiiiiiiiiiiieeee e 14

P2 TS (o] o J @o 1 10 = o [E PSR SPPPI 14

5.2.4. RxStart Command ... 14

5.2.5. RX STOP COMMEANG ... .iiiiiiiiiiiee sttt e ettt e e et e e e rbeeeas 15

B.2.6.  SCOW TX COMMANG ...t e 15



1. Overview

<

Overview

This document intends to give guidance on how to test ESP32 to meet certification
requirements. We provide the following two binary files for the tests, as shown in Table 1-1.

—k

Table 1-1. Test Procedure Binary Files

Name Test Iltem

ESP32_Adaptivity_20161129.bin Adaptivity (baud rate 115200)

Wi-Fi/BT performance (baud rate 115200) (for 40M crystal

ESP32_FCC_WIFI_BT_20161129.bin )
oscillator)

! Notice:

Please make sure you distinguish between these two testing procedures. You need to have two testing
boards with the relevant two binary files separately installed on them, in order to meet the certification
requirements. You can carry out the tests in separate labs simultaneously.
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2. Test Preparation

Test Preparation

2.2.

2.21.

2.2.2.

2.3.

Hardware Connection and Configuration

Please follow the instructions below:
Table 2-1. Pin Configuration Instruction
Pin Configuration Instruction

3V3/CH_EN Connects to 3.3V power.

Lead the three pins out to serial lines for the communication between the PC and

RXD/TXD/GND ESP32 and for the control of ESP32.
GPIO0 . .
GPIO2 These two pins can switch the boot mode of the ESP32.

Hardware Boot Mode

Download Mode

When GPIO0=0, GPI02=0, ESP32 is in the Download mode and you can download the
firmware to the external flash.

Flash Mode

When GPIO0=1, ESP32 is in the Flash mode. ESP32 will automatically read and run
programs from flash during power on.

! Notice:

Download mode is for downloading the firmware. Flash mode is the normal working mode.

Antenna Impedance Matching Requirement

For the EMC test, the 1t impedance matching circuit of the external antenna should meet
the following requirements.
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[l Note:

Antenna

|I_

e |

2.4pF
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NC
GND

2. Test Preparation

Figure 2-1. m Impedance Matching Circuit of External Antenna

C1 must be a 2.4-pF capacitor. L1, C2, along with C1 perform a 5052 impedance matching for the Antenna.
The value depends on the antenna impedance.

Espressif Systems
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@ 3. Connecting Device
3. Connecting Device

3.1. Serial Port Configuration Tool
3.1.1. Tool Introduction

| Note:

In this chapter a SecureCRT has been used as a serial port configuration tool. Users need to pre-download
and install the application.

SecureCRT can be used for configuring the serial COM port between ESP32 and PC.

3.1.2. Procedure

Please follow the steps below.

1. Double-click SecureCRT.exe to run the application. The system shows the main
interface as in Figure 3-1.

Transfer 3
2= B 40 280 erter host <ak4R> aanlem SR80 M

Figure 3-1. Main Interface of SecureCRT

2. Select “File >Quick Connect...” or click on the button . The system will then show
the “Quick Connect” dialog box.
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Figure 3-2. Quick Connect Dialog Box

3. Connecting Device

3. Select “Serial” in the “Protocol” drop-down menu to select the required configuration

options for connecting devices.

Quick Connect [ 5 |
Protocol: Serial v
Port: COM13 v Flow Control
: DTR/DSR
Baud rate: 74880 v [oTR/
[CJrTsiCTS
Data bits: 8 v CXON/YOFF
Parity: None v
Stop bits: 1 \
[]show quick connect on startup []save session
[Jopeninatab
Connect Cancel

Figure 3-3. Configuration Options

Espressif Systems 5/16
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@ 3. Connecting Device

Port Select a port in the “Port” dropdown menu, such as “COM6”.
Baud Rate | Type 115200 in the “Baud rate” dropdown menu.
Flow Control Deselect “RTS/CTS”.

4. Click the “Connect” button. A new session of Serial-COMB6 has been set up, as
Figure 3-4 shows.

Serial-COM6 - SecureCRT o |[@][=
File Edit View Options Transfer Script Tools Help
DHHERN Lnn B35 FKY 0 & n
| « Serial-coM6 | 4 b
Ready Serial: COM6, 74880 1, 1 24Rows, 80Cols VT100 CAP NUM

Figure 3-4. New Session of Serial-COM®6

3.1.3. Download Tool
3.1.4. Tool Introduction

| Note:

The ESP Flash Download Tool (hereinafter termed as Flash Download Tool) has been used in this chapter.
You need to download the tool from: http.//www.espressif.com/en/support/download/other-tools.

3.1.5. Procedure

Please follow the steps below:

Espressif Systems 6/16 2016.12
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3. Connecting Device

. Run the Flash Download Tool.

Make sure ESP32 works in the Download mode and that the port number of the
serial port is not used by other applications.

. Select the file path of the binary file in the “SPIDownload” menu box, and deselect

the other paths that you do not use.

If the path is valid, it appears against a green background; if the path is invalid, then it
appears against a red background.

. Enter the starting address in the OFFSET text box, such as “0X000” or “0x1000”.

The download addresses of the two binary files that we provide both start from
“OX000” or “0x1000”.

. Configure the respective options according to the specific ESP32 features.
. Click the “Start” button to download the files.

If the configuration is incorrect, the Flash Download Tool will show this in the status
bar under “Download Panel 1”, and a specific type of error in the command prompt
window beside the status bar.

. After the downloading is complete, the status bar displays “Finish”, as Figure 3-5

shows.

I ESP32 DOWNLOAD TOOL V3.4.2

V‘\ SPIDownload = HSPIDownload \ RFConfig | MuliDownload |
-~ Download Path Config
© [ A G o G000
= -3
L |
u |
L |
[ o |
DeviceMasterKey Folder Path
| o | |
- SpiFlashConfig
~FLASHSIZE — 7 -
CrystalFreq : CombineBin | SpidutoSet
| F oo I~ DohotChgBin
|40M Z Default £ 16Mbit G St Wt L
~SPI SPEED [SPIMODE | (& 32Mbit i_ LOCK SETTINGS
(& 40MHz " QIO " B4Mbit ~ DETECTED INFO
" 26.7MHz  Qout  128Mbit Flash vierdar:
" 20MHz & DIO Alh: FM
flash devID:
" 80MHz " DOUT 4016h
" FASTRD QUAD; 32Mbit
crystal:
= 40 Mhz
Download Panel 1
FlN'SH STA:18FE346A86CS AP:18FE346A86CY
BT :18FE346A36CA ETHERMET:18FE346A56CE
SERK
COM: COM6
START STOP ! E
BAUD:  [23n400 ~|
ANRNNEENNRNNNNNENRNNNNNEERNNNNNENRNNNNNENRNEEEN]

Figure 3-5. Flash Download Tool
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3.1.6. Configuration Instructions

3. Connecting Device

Table 3-1 shows the configuration instructions.

Option

CrystalFreq

CombineBin

SPI Speed

SPI Mode

Flash Size

COM

Baudrate

MAC Address

Espressif Systems

Table 3-1. Parameter Configuration

Description

The type of external crystals

Combine the binary files

SPI speed

SPI mode

The size of the flash

The port number of the device

Baud rate

MAC address

8/16

Configuration Instruction

Select the CrystalFreq according to the crystal type that
ESP32 is using. Select the option “40M”.

Combine several binary files into one.

Select the SPI speed of ESP32. The options are: 40 MHz,
26.7 MHz, 20 MHz and 80 MHz.

Select the SPI connecting mode of ESP32. The options
are: QIO, QOUT, DIO and DOUT.

Select the flash size that ESP32 uses.

Select the port number of ESP32.

Select the downloading speed of the binary file. The
default option is 115200.

After the downloading is complete, the system will show
the MAC address where the binary files are saved.

2016.12



4. Adaptivity Test

Adaptivity Test

-l )

4.1. Test Tools

e ESP32 module + backplane

e Binaries to download (ESP32_Adaptivity_20161129.bin)

e One UART

¢ A PC with a Windows operating system (and serial port tools installed)

* A network packet-sending tool
e One AP

4.2. Test Steps

4.2.1. Downloading the Binaries

Table 4-1 shows the download addresses.
Table 4-1. Download Addresses for the Binaries
Binaries Download Address
ESP32_Adaptivity_20161129.bin 0x000

! Notice:
Select DIO for flash_mode.

4.2.2. Connecting ESP32 to AP

Open the serial port tool (set the baud rate to 115200). Input ssc command and connect
ESP32 to the specified AP. The connection steps and the corresponding ssc commands
are shown below:

Table 4-2. AP Connection Steps

Step ssc Command
1. Set ESP32 to Station mode. op - S -0l
2. Connect ESP32 to the specified AP. sta -C -s <AP SSID> -p <AP password>

! Notice:

If the AP is open, you only need to input sta -C -s <AP SSID>.

Espressif Systems 9/16 2016.12



4. Adaptivity Test

4.2.3. Ping Packets

1.

Espressif Systems

Install a network debugging tool on the PC and connect the PC to the same AP to
which ESP32 is connected.

. Run the network debugging tool to set up the UDP server.

. Input the local IP address and port number on the network debugging tool to complete

the configuration.

. In the serial tool, input the ssc command to connect the socket with the PC or test

machine and ping packets.
e Configure parameter:
gpiotmp -C -e 1 -c <value>
value should be a number between 40 ~ 64; the default value is 50.
- Example:
gpiotmp -C -e 1 -c 50
¢ Configure UDP packets:
soc -B -t UDP

soc -S -s <socket id> -1 <pkt len> -i <server IP _addr> -p
<server port> -n <pkt num> -j <send pkt delay>

- Example:
soc -B -t UDP

soc -S -s O -1 5000 -i 255.255.255.255 -p 10004 -n 2000 -j
10

10/16 2016.12



5. Wi-Fi/BT Operation Command

Wi-Fi/BT Operation Command

When testing the EMC/RF item, please download ESP32_FCC_WIFI_BT_20161129.bin.

o

! Notice:

The case-sensitive commands should be input in the interactive window of SecureCRT. You need to select
“Chat Window” in the “View”.

5.1. Wi-Fi Test Commands

=] Note:

The baud rate is 115200.

5.1.1. Selection of the Certification Test Mode
e Command for the RF certification mode: fcc_mode_sel 2
Print: fcc_mode_sel=2, RF test start!!!
e Command for the EMC certification mode: fcc_mode_sel 1
Print: fcc_mode_sel=1,EMC Certification start!!!
e Command for the FCC certification mode: fcc_mode_sel 0

Print: fcc_mode_sel=0, FCC Certification start!!!

5.1.2. Tx Command
wifitxout <Parameter1> <Parameter2> <Parameter3>
<Parameter1>: Select the Tx channel from 1 ~ 14.
<Parameter2>: Select the Tx data rate according to Table 5-1.

<Parameter3>: Tx power attenuation. An 8-bit signed operand. The unit is 0.25 dB. For
example, 4 means an attenuation of 1 dB.
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@ 5. Wi-Fi/BT Operation Command

Table 5-1. Parameter2 and Tx Data Rate

11b 11g 11n
Parameter Data rate Parameter Data rate Parameter Data rate
0x0 1 Mbps Oxb 6 Mbps 0x10 6.5 Mbps / MCSO
Ox1 2 Mbps Oxf 9 Mbps Ox11 13 Mbps / MCS1
0x2 5.5 Mbps Oxa 12 Mbps 0x12 19.5 Mbps / MCS2
0x3 11 Mbps Oxe 18 Mbps 0x13 26 Mbps / MCS3
- - 0x9 24 Mbps Ox14 39 Mbps / MCS4
= - Oxd 36 Mbps 0x15 52 Mbps / MCS5
- - 0x8 48 Mbps Ox16 58.5 Mbps / MCS6
- - Oxc 54 Mbps ox17 65 Mbps / MCS7

! Notice:
After sending data packets, you need to input the Stop command to end the process.
e Example:
wifitxout 1 0x0 0
Print: Wifi tx out: channel=1, rate=0x0, BK=0
Send the packets through channel 1 (2412 MHz) with a data rate of 1 Mbps.

5.1.3. Tx Stop Command
cmdstop

Print: Tx Over

/! Notice:
After sending data packets, you need to input the Stop command to switch the channel or data rate.

5.1.4. Command for Selecting Tx 11n Mode 20 Mbps or 40 Mbps
tx_cbwd40Om _en <Parameterl>

e Command for selecting the 11n HT20 mode:
tx_cbwd4Om_en 0O
Print: tx_cbw4@m_en: 0

e Command for selecting the 11n HT40 mode:
tx_cbwdOm en 1
Print: tx_cbw40m_en: 1

Espressif Systems 12/16 2016.12



@ 5. Wi-Fi/BT Operation Command

5.1.5. Rx Command

esp_rx <Parameter1> <Parameter2>

<Parameter1>: Select the Rx channel from 1 ~ 14.

<Parameter2>: Select the Rx data rate according to Table 5-1.

! Notice:
After receiving data packets, you need to input Stop command to end the process.
e Example:
esp_rx 1 0x0

Print: wifi rx start: channel is 1, rate is 0x0

Receive the packets in channel 1 (2412 MHz) with a data rate of 1 Mbps.

5.1.6. Rx Stop Command
cmdstop
Print: Correct: 0 Desired: © RSSI: ©
Correct indicates the number of received packets.

Desired indicates the number of received packets with the corresponding data rate of
<Parameter2>.

RSSI indicates the average power of the Desired packets received.

5.1.7. SCW Tx Command
wifiscwout <Parameteri> <Parameter2> <Parameter3>
<Parameter1>: SCW Tx enable signal, 1 = send; O = stop.
<Parameter2>: Select the SCW Tx channel from 1 ~ 14.

<Parameter3>: SCW power attenuation. The unit is 0.25 dB. For example, 4 indicates an
attenuation of 1 dB.

Example:
e SCW Tx example:
wifiscwout 1 14 0
Print: wifi single carrier tx out
Transmit SCW in channel 14 (2484 MHz)
o SCW Tx stop example:
wifiscwout 0O 14 ©

Print: wifi single carrier tx stop

Stop SCW transmission.
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N 5. Wi-Fi/BT Operation Command
5.2. BT Test Commands

=] Note:

Baud rate is 115200.

5.2.1. BR/EDR Tx Command

fcc bt tx <Parameteri> <Parameter2> <Parameter3> <Parameterd> <Parameterb>

<Parameter1>: Tx power attenuation. The range is O ~ 9. The unit is 2 dB. Normally the
value is 4.

<Parameter2>: Frequency modulation enable. 1: enable; 0: disable.
<Parameter3>: Select the Tx channel. Input channel number O ~ 78.
<Parameter4>: Select the modulation mode. 1: 1M; 2: 2M; 3: 3M.
<Parameter4>: Select the DH type. 1: DH1; 3: DH3; 5: DH5.

5.2.2. LE Tx Command

fcc_le tx <Parameterl> <Parameter2> <Parameter3>

<Parameter1>: Tx power attenuation. The range is O ~ 9. The unit is 2 dB. Normally the
value is 4.

<Parameter2>: Select the Tx channel. Input channel number O ~ 39.

<Parameter3>: Select the payload length. The range is 0 ~ 255. The unit is byte. Normally
the value is 250.

5.2.3. Stop Command
cmdstop

5.2.4. Rx Start Command

rw_rx_per <Parameter1> <Parameter2>
<Parameteri1>: 0: BR; 1: EDR.

<Parameter2>: Select the Rx channel from O ~ 78. 0 to 39 represent even-numbered

channels, and 40 to 78 represent odd-numbered channels. For example, if Parameter?2 is
0, channel O is selected; if Parameter2 is 1, channel 2 is selected:; if Parameter?2 is 2,
channel 4 is selected, and so on. So if Parameter2 is 39, channel 78 is selected. In
contrast, if Parameter?2 is 40, channel 1 is selected; if Parameter?2 is 41, channel 3 is
selected; if Parameter2 is 42, channel 5 is selected, and so on. So if Parameter2 is 78,
channel 77 is selected.

Input cmdstop command to stop receiving packets and the serial port will print the
number of packets received.

The format of the printed number of received packetsisO00000000w00000000p
00o0.
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@ 5. Wi-Fi/BT Operation Command

The second digit represents the number of packets received in this process.

5.2.5. Rx Stop Command

cmdstop

5.2.6. SCW Tx Command
bt _tx_tone <Parameter1> <Parameter2> <Parameter3>

<Parameter1>: SCW Tx enable signal, 1 = send; O = stop.
<Parameter2>: Select the SCW Tx channel from O ~ 78.

<Parameter3>: SCW power attenuation. The unit is 0.25 dB. For example, 4 indicates an
attenuation of 1 dB.

e SCW Tx example:

bt tx tone 1 0 0

Print: BT TX TONE START!

Transmit SCW in channel 14 (2402 MHz)
o SCW Tx stop example:

bt tx tone 0 0 0

Print: BT TX TONE STOP!

Stop SCW transmission.
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