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1. System and Memory

1. System and Memory

1.1 Overview
The ESP32-S2 is a single-core system with one Harvard Architecture Xtensa® LX7 CPU. All internal memory,
external memory, and peripherals are located on the CPU buses.

1.2 Features
e Address Space

- 4 GB (32 bits wide) address space in total accessed from the data bus and instruction bus

- 464 KB internal memory address space accessed from the instruction bus

400 KB internal memory address space accessed from the data bus

1.77 MB peripheral address space

7.5 MB external memory virtual address space accessed from the instruction bus

14.5 MB external memory virtual address space accessed from the data bus

320 KB internal DMA address space

- 10.5 MB external DMA address space
¢ Internal Memory

- 128 KB Internal ROM

- 320 KB Internal SRAM

- 8 KB RTC FAST Memory

- 8 KB RTC SLOW Memory
e External Memory

— Supports up to 1 GB external SPI flash

— Supports up to 1 GB external SPI RAM
e DMA

- 9 DMA-supported modules / peripherals

Figure 1-1 illustrates the system structure and address mapping.

Espressif Systems 19 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

1. System and Memory

0x0000_0000
OX3EFF_FFFF

0x3F00_0000
OX3F3F_FFFF

0x3F40_0000
OX3F4F_FFFF

0x3F50_0000
OX3FF7_FFFF

O0x3FF8_0000
Ox3FF9_DFFF

Ox3FF9_E000
Cache OX3FFF_FFFF

0x4000_0000

0x4007_1FFF

0x4007_2000
0x4007_FFFF
0x4008_0000
Ox407F_FFFF
0x4080_0000
Ox4FFF_FFFF
0x5000_0000
0x5000_1FFF
0x5000_2000
OX5FFF_FFFF
0x6000_0000
DMA 0x600B_FFFF
0x600C_0000
0x617F_FFFF
0x6180_0000
0x6180_3FFF

0x6180_4000
OXFFFF_FFFF

Internal memory DMA

External memory MMU

Peripheral

Figure 1-1. System Structure and Address Mapping

Note:

e The memory space with gray background is not available to users.

e The range of addresses available in the address space may be larger or smaller than the actual available memory
of a particular type.

1.8 Functional Description

1.3.1 Address Mapping
The Harvard Architecture Xtensa® LX7 CPU can address 4 GB (32 bits wide) memory space.

Addresses below 0x4000_0000 are serviced using the data bus. Addresses in the range 0x4000_0000 ~
Ox4FFF_FFFF are serviced using the instruction bus. Addresses over and including 0x5000_0000 are shared by
both data and instruction bus.

Both data bus and instruction bus are little-endian. The CPU can access data via the data bus in a byte-,
half-word-, or word-aligned matter. The CPU can also access data via the instruction bus, but only in a
word-aligned manner; non-word-aligned access will cause a CPU exception.

The CPU can:
e directly access the internal memory via both data bus and instruction bus;

e access the external memory which is mapped into the address space via cache;
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1. System and Memory

e access modules / peripherals via data bus.

Table 1 lists the address ranges on the data bus and instruction bus and their corresponding target

memory.

Some internal and external memory can be accessed via both data bus and instruction bus. In such cases, the

same memory is available to the CPU at two address ranges.

Table 1: Address Mapping

Boundary Address :
Bus Type , Size Target
Low Address | High Address
0x0000_0000 | Ox3EFF_FFFF Reserved
Ox3F00_0000 | Ox3F3F_FFFF 4 MB | External memory
Data bus Ox3F40_0000 | Ox3F4F_FFFF 1MB Peripherals
Ox3F50_0000 | Ox3FF7_FFFF | 10.5 MB | External memory
Ox3FF8_0000 | Ox3FF9_DFFF Reserved
Data bus Ox3FF9_EO0O0 | Ox3FFF_FFFF | 392 KB | Internal memory
Instruction bus 0x4000_0000 | 0x4007_1FFF | 456 KB | Internal memory
0x4007_2000 | Ox4007_FFFF Reserved
Instruction bus 0x4008_0000 | Ox407F_FFFF 7.5 MB | External memory
0x4080_0000 | Ox4FFF_FFFF Reserved
Data / Instruction bus 0x5000_0000 | 0x5000_1FFF 8 KB | Internal memory
0x5000_2000 | Ox5FFF_FFFF Reserved
Data / Instruction bus 0x6000_0000 | Ox600B_FFFF | 768 KB Peripherals
0x600C_0000 | Ox617F_FFFF Reserved
Data / Instruction bus 0x6180_0000 | Ox6180_3FFF 16 KB Peripherals
Ox6180_4000 | OxFFFF_FFFF Reserved

1.3.2

Internal Memory

The internal memory consists of four segments: Internal ROM (128 KB), Internal SRAM (320 KB), RTC FAST
Memory (8 KB), and RTC SLOW Memory (8 KB).

The Internal ROM is broken down into two parts: Internal ROM 0 (64 KB) and Internal ROM 1 (64 KB).

The Internal SRAM is broken down into two parts: Internal SRAM 0 (32 KB) and Internal SRAM 1 (288 KB).

RTC FAST Memory and RTC SLOW Memory are both implemented as SRAM.

Table 2 lists all types of internal memory and their address ranges on the data bus and instruction bus.

Table 2: Internal Memory Address Mapping

Boundary Address : .
Bus Type : Size Target Permission Control
Low Address | High Address
Ox3FF9_E000 | Ox3FF9_FFFF 8 KB | RTC FAST Memory YES
Data b Ox3FFA_0000 | Ox3FFA_FFFF | 64 KB Internal ROM 1 NO
ata bus
Ox3FFB_0000 | Ox3FFB_7FFF | 32 KB Internal SRAM O YES
Ox3FFB_8000 | Ox3FFF_FFFF | 288 KB Internal SRAM 1 YES
Boundary Address
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1. System and Memory

Bus Type ; Size Target Permission Control
Low Address | High Address
0x4000_0000 | Ox4000_FFFF | 64 KB Internal ROM 0 NO
0x4001_0000 | Ox4001_FFFF | 64 KB Internal ROM 1 NO

Instruction bus 0x4002_0000 | Ox4002_7FFF | 32 KB Internal SRAM 0 YES
0x4002_8000 | Ox4006_FFFF | 288 KB Internal SRAM 1 YES
0x4007_0000 | 0x4007_1FFF 8 KB | RTC FAST Memory YES

Boundary Address : -

Bus Type - Size Target Permission Control
Low Address | High Address

Data / Instruction bus 0x5000_0000 | 0x5000_1FFF 8 KB | RTC SLOW Memory YES

Note:

"YES” in the "Permission Control” column indicates that a permission is required for memory access. Permission
Control registers can be used to limit Instruction or Data bus access to individual regions of these memory types.

1.3.2.1

Internal ROM 0

Internal ROM 0 is a 64-KB, read-only memory space, addressed by the CPU on the instruction bus via range(s)

described in Table 2.

1.3.2.2

Internal ROM 1

Internal ROM 1 is a 64-KB, read-only memory space, addressed by the CPU on the data or instruction bus via
range(s) described in Table 2.

The two address ranges access Internal ROM 1 in the same order, so, for example, addresses Ox3FFA_0000 and
0x4001_0000 access the same word, Ox3FFA_0004 and 0x4001_0004 access the same word, Ox3FFA_0008
and 0x4001_0008 access the same word, etc.

1.3.2.3

Internal SRAM 0

Internal SRAM 0 is a 32-KB, read-and-write memory space, addressed by the CPU on the data or instruction
bus, in the same order, via range(s) described in Table 2.

Hardware can be configured to use 8 KB, 16 KB, 24 KB, or the entire 32 KB space in this memory to cache
external memory. The space used as cache cannot be accessed by the CPU, while the remaining space can still

be accessed by the CPU.

1.3.24

Internal SRAM 1

Internal SRAM 1 is a 288-KB, read-and-write memory space, addressed by the CPU on the data or instruction
bus, in the same order, via range(s) described in Table 2.

Internal SRAM 1 comprises eighteen 16-KB (sub)memory blocks. One block can be used as Trace Memory, in

which case this block’s address range cannot be accessed by the CPU.
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1.3.2.5 RTC FAST Memory

RTC FAST Memory is an 8-KB, read-and-write SRAM, addressed by the CPU on the data or instruction bus, in
the same order, via range(s) described in Table 2.

1.3.2.6 RTC SLOW Memory

RTC SLOW Memory is an 8-KB, read-and-write SRAM, addressed by the CPU via range(s) shared by the data
bus and the instruction bus, as described in Table 2.

RTC SLOW Memory can also be used as a peripheral addressable to the CPU via either Ox3F42_1000 ~
Ox3F42_2FFF or 0x6002_1000 ~ 0x6002_2FFF on the data bus.

1.3.3 External Memory
ESP32-S2 supports multiple QSPI/OSPI flash and RAM chips. It also supports hardware encryption/decryption
based on XTS-AES to protect user programs and data in the flash and external RAM.

1.3.3.1 External Memory Address Mapping

The CPU accesses the external flash and RAM via the cache. According to the MMU settings, the cache maps
the CPU’s address to the external physical memory address. Due to this address mapping, the ESP32-S2 can
address up to 1 GB external flash and 1 GB external RAM.

Using the cache, ESP32-S2 can support the following address space mappings at the same time.

e Up to 7.5 MB instruction bus address space can be mapped into the external flash or RAM as individual 64
KB blocks, via the instruction cache (ICache). Byte (8-bit), half-word (16-bit) and word (32-bit) reads are
supported.

¢ Up to 4 MB read-only data bus address space can be mapped into the external flash or RAM as individual
64 KB blocks, via ICache. Byte (8-bit), half-word (16-bit) and word (32-bit) reads are supported.

e Up to 10.5 MB data bus address space can be mapped into the external RAM as individual 64 KB blocks,
via DCache. Byte (8-bit), half-word (16-bit) or word (32-bit) reads and writes are supported. Blocks from
this 10.5 MB space can also be mapped into the external flash or RAM, for read operations only.

Table 3 lists the mapping between the cache and the corresponding address ranges on the data bus and
instruction bus.

Table 3: External Memory Address Mapping

Boundary Address : _
Bus Type , Size | Target | Permission Control
Low Address | High Address
Data bus Ox3F00_0000 | Ox3F3F_FFFF 4 MB | ICache YES
Data bus Ox3F50_0000 | Ox3FF7_FFFF | 10.5 MB | DCache YES
Instruction bus 0x4008_0000 | Ox407F_FFFF | 7.5MB | ICache YES

Note:
"YES” in the "Permission Control” column indicates that a permission is required for memory access. Permission

Control registers can be used to limit Instruction or Data bus access to individual regions of these memory types.
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1.3.3.2 Cache

As shown in Figure 1-2, the caches on ESP32-52 are separated and allow prompt response upon simultaneous
requests from the data bus and instruction bus. Some internal memory space can be used as cache (see
Section 1.3.2.3). When a cache miss occurs, the cache controller will initiate a request to the external memory.
When ICache and DCache simultaneously initiate a request, the arbiter determines which gets the access to the
external memory first. The cache size of ICache and DCache can be configured to 8 KB and 16 KB, respectively,
while their block size can be configured to 16 bytes and 32 bytes, respectively.

CPU
Instruction/Data bus | [ Data bus

|
ICache —> DCache

Nawter

Internal Internal
Memory Memory

External
Memory

Figure 1-2. Cache Structure

1.3.3.3 Cache Operations

ESP32-S2 caches support the following operations:

1. Invalidate: The cache clears the valid bit of a tag. The CPU needs to access the external memory in order
to read/write the data. There are two types of invalidation operations: manual invalidation and automatic
invalidation. Manual invalidation performs only on data in the specified area in the cache, while automatic
invalidation performs on all data in the cache. Both ICache and DCache have this function.

2. Clean: The cache clears the dirty bit of the tag and retains the valid bit. The CPU can then read/write the
data directly from the cache. Only DCache has this function.

3. Write-back: The cache clears the dirty block flag of the tag and retains the valid bit. It also forces the data
in the corresponding address to be written back to the external memory. The CPU can then read/write the
data directly from the cache. Only DCache has this function.

4. Preload: To preload a cache is to load instructions and data into the cache in advance. The minimum unit
of a preloading is one block. There are two types of preloading: manual preloading and automatic
preloading. Manual preloading means that the hardware prefetches a piece of continuous data according
to the virtual address specified by the software. Automatic preloading means the hardware prefetches a
piece of continuous data according to the current hit / miss address (depending on configuration).

5. Lock / Unlock: There are two types of lock: prelock and manual lock. When prelock is enabled, the cache
locks the data in the specified area when filling the missing data to cache memory. When manual lock is
enabled, the cache checks the data that has been filled into the cache memory and locks the data that falls
in the specified area. The data in the locked area is always stored in the cache and will not be replaced.
But when all the ways within the cache are locked, the cache will replace data, as if the ways were not
locked. Unlocking is the reverse of locking. The manual invalidation, clean, and write-back operations are
only available after unlocking.
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1.3.4 DMA
With DMA, the ESP32-S2 can perform data transfers between:

e modules / peripherals and internal memory;
e different types of internal memory;

e modules / peripherals and external memory;
e internal and external memory.

DMA uses the same addressing as the data bus to read and write Internal SRAM 0 and Internal SRAM 1.
Specifically, DMA uses address range Ox3FFB_0000 ~ Ox3FFB_7FFF to access Internal SRAM O, and
Ox3FFB_8000 ~ Ox3FFF_FFFF to access Internal SRAM 1. Note that DMA cannot access the internal memory
occupied by the cache.

In addition, DMA addresses the external RAM from 0x3F50_0000 ~ Ox3FF7_FFFF, the same used by the CPU to
access DCache. When DCache and DMA access the external memory simultaneously, data consistency is
required.

Nine modules / peripherals on the ESP32-S2 support DMA, as shown in Table 4. With DMA, some of them can
only access internal memory, some can access both internal and external memory.

Table 4: Peripherals with DMA Support

| UARTO | UART1 |
| SPI2 | SPI3 |
| 1250 |
’ ADC Controller ‘
| |
| |

Copy DMA
AES Accelerator | SHA Accelerator

1.3.5 Modules / Peripherals

The CPU can access modules / peripherals via address range 0x3F40_0000 ~ O0x3F4F_FFFF on the data bus, or
via 0x6000_0000 ~ O0x600B_FFFF and 0x6180_0000 ~ 0x6180_3FFF shared by the data bus and instruction
bus.

1.3.56.1 Naming Conventions for Peripheral Buses

There are two peripheral buses defined as follows:

® PeriBus1: Which refers to the address range 0x3F40_0000 ~ Ox3F4F_FFFF on the bus. 0x3F40_0000 is
the base address.

e PeriBus2: Which refers to the address ranges 0x6000_0000 ~ 0x600B_FFFF and 0x6180_0000 ~
0x6180_3FFF on the bus. 0x6000_0000 is the base address.

All references to “PeriBus1” and “PeriBus2” in this document indicate the corresponding address range(s).
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1.3.5.2 Differences Between PeriBus1 and PeriBus2

The CPU can access modules / peripherals more efficiently through PeriBus1 than through PeriBus2. However,
PeriBus1 features speculative reads, which means it cannot guarantee that each read is valid. Therefore, the
CPU has to use PeriBus?2 to access some special registers, for example, FIFO registers.

In addition, PeriBus1 will upset the order of r/w operations on the bus to improve performance, which may cause
programs that have strict requirements on the r/w order to crash. In such cases, please add volatile before the
program statement, or use PeriBus2 instead.

1.3.5.3 Module / Peripheral Address Mapping

Table 5 lists all the modules / peripherals and their respective address ranges. Note that addresses in column
“Boundary Address” are offsets relative to the base address, instead of absolute addresses. The absolute
addresses are the addition of bus base address and the corresponding offsets.

Table 5: Module / Peripheral Address Mapping

Boundary Address :

Target : Size | Notes

Low Address | High Address
UARTO 0x0000_0000 | OxO000_OFFF 4KB | 1,2,83
Reserved 0x0000_1000 | Ox0000_1FFF
SPI1 0x0000_2000 | 0x0000_2FFF 4KB | 1,2
SPIO 0x0000_3000 | OxO0000_3FFF 4KB | 1,2
GPIO 0x0000_4000 | 0Ox0000_4FFF 4KB | 1,2
Reserved 0x0000_5000 | Ox0000_6FFF
TIMER 0x0000_7000 | Ox0000_7FFF 4KB | 1,
RTC 0x0000_8000 | Ox0000_8FFF 4KB | 1,
IO MUX 0x0000_9000 | OxO000_9FFF 4KB | 1,
Reserved 0x0000_A000 | OxO000_EFFF
12S0 O0x0000_F0O00 | OxO000_FFFF 4KB | 1,2,83
UARTT 0x0001_0000 | 0Ox0001_OFFF 4KB | 1,2,3
Reserved 0x0001_1000 | Ox0001_2FFF
12C0 0x0001_3000 | Ox0001_3FFF 4KB | 1,2,3
UHCIO 0x0001_4000 | 0x0001_4FFF 4KB | 1,2
Reserved 0x0001_5000 | Ox0001_5FFF
RMT 0x0001_6000 | 0Ox0001_6FFF 4KB | 1,2,3
PCNT 0x0001_7000 | 0x0001_7FFF 4KB | 1,2
Reserved 0x0001_8000 | 0Ox0001_8FFF
LED PWM Controller 0x0001_9000 | 0x0001_9FFF 4KB | 1,2
eFuse Controller 0x0001_A000 | OxO001_AFFF 4KB | 1,2
Reserved 0x0001_B0O00 | 0x0001_EFFF
Timer Group O 0x0001_FO00 | 0x0001_FFFF 4KB | 1,2
Timer Group 1 0x0002_0000 | 0x0002_OFFF 4KB | 1,2
RTC SLOW Memory 0x0002_1000 | 0x0002_2FFF 8KB | 1,2,3
System Timer 0x0002_3000 | 0x0002_3FFF 4KB | 1,2
SPI2 0x0002_4000 | 0x0002_4FFF 4KB | 1,2
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Boundary Address :

Target , Size | Notes

Low Address | High Address
SPI3 0x0002_5000 | 0Ox0002_5FFF 4KB | 1,2
APB Controller 0x0002_6000 | 0x0002_6FFF 4KB | 1,2
12C1 0x0002_7000 | 0x0002_7FFF 4KB | 1,2,83
Reserved 0x0002_8000 | Ox0002_AFFF
TWAI Controller 0x0002_B000 | 0x0002_BFFF 4KB | 1,2
Reserved 0x0002_C000 | 0x0003_8FFF
USB OTG 0x0003_9000 | OxO0003_9FFF 4KB | 1,2,8,4
AES Accelerator 0x0003_A000 | 0xO003_AFFF 4KB | 1,2
SHA Accelerator 0x0003_B000 | 0xO003_BFFF 4KB | 1,2
RSA Accelerator 0x0003_C000 | OxO003_CFFF 4KB | 1,2
Digital Signature 0x0003_D000 | 0x0003_DFFF 4KB | 1,2
HMAC Ox0003_EO000 | 0xO003_EFFF 4KB | 1,2
Crypto DMA 0x0003_F000 | 0xO003_FFFF 4KB | 1,2
Reserved 0x0004_4000 | Ox000C_DFFF
ADC Controller 0x0004_0000 | 0x0004_OFFF 4KB | 1,2
Reserved 0x0004_1000 | 0x0007_FFFF
USB OTG 0x0008_0000 | OxO00B_FFFF | 256 KB | 1,2, 3, 4
System Registers 0x000C_0000 | OxO00C_OFFF 4KB | 1
Sensitive Register 0x000C_1000 | OxOO00C_1FFF 4KB |1
Interrupt Matrix 0x000C_2000 | 0xO00C_2FFF 4KB | 1
Copy DMA 0x000C_3000 | OxO00C_3FFF 4KB | 1
Reserved 0x000C_4000 | OxO00C_EFFF
Dedicated GPIO Ox000C_FO00 | OxO00C_FFFF 4KB | 1
Reserved 0x000D_1000 | OxO00F_FFFF
Configure Cache 0x0180_0000 | 0x0180_3FFF 16 KB | 2

Note:

1. This module / peripheral can be accessed from PeriBus1.

2. This module / peripheral can be accessed from PeriBus?2.

3. Some special addresses in this module / peripheral are not accessible from PeriBus1 (see Section 1.3.5.4).

4. The address space in this module / peripheral is not continuous.

1.3.5.4 Addresses with Restricted Access from PeriBus1

As mentioned in Section 1.3.5.2, PeriBus1 features speculative reads, which means it is forbidden to read FIFO
registers. Table 6 below lists the address (range) with restricted access from PeriBus1.

There are four reserved user-defined registers that can be configured as needed to add more addresses with
restricted access.
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Table 6: Addresses with Restricted Access

Peripherals Addresses with Restricted Access
UARTO Ox3F40_0000

UART1 Ox3F41_0000

12S0 Ox3F40_F004

RMT Ox3F41_6000 ~ 0x3F41_600F

12CO Ox3F41_301C

12CA1 Ox3F42_701C

USB OTG Ox3F48_0020, 0x3F48_1000 ~ 0x3F49_OFFF

Espressif Systems

28 ESP32-S2 TRM (Preliminary VO.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

2. Reset and Clock

2. Reset and Clock

2.1 Reset

2.1.1 Overview
ESP32-S2 provides four types of reset that occur at different levels, namely CPU Reset, Core Reset, System
Reset, and Chip Reset.

All reset types mentioned above (except Chip Reset) maintain the data stored in internal memory. Figure 2-1
shows the scopes of affected subsystems when different types of reset occur.

ESP32-S2
SYSTEM
CORE RTC
cpu_reset » CPU PMU
core_reset _
I SENSOR
ANA|
WIFI PERI NALOG
system_reset -
Co-Processor
chip_reset >
DIG_GPIO RTC_GPIO

Figure 2-1. System Reset

CPU Reset: Only resets CPU core. Once such reset is released, programs will be executed from CPU reset
vector.

Core Reset: Resets the whole digital system except RTC, including CPU, peripherals, Wi-Fi, and digital
GPIOs.

System Reset: Resets the whole digital system, including RTC.

Chip Reset: Resets the whole chip.

2.1.2 Reset Source
CPU will be reset immediately when any of the reset above occurs. Users can get reset source codes by reading
register RTC_CNTL_RESET_CAUSE_PROCPU after the reset is released.

Table 7 lists different reset sources and the types of reset they trigger.
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Table 7: Reset Source

Code | Source Reset Type Comments
0x01 | Chip reset Chip Reset See the note below
OxOF | Brown-out system reset System Reset Triggered by brown-out detector
0x10 | RWDT system reset System Reset See Chapter 13 Watchdog Timers
0x13 | GLITCH reset System Reset -
0x03 | Software system reset Core Reset Triggered by configuring RTC_CNTL_SW_SYS_RST
0x05 | Deep-sleep reset Core Reset -
0x07 | MWDTO global reset Core Reset See Chapter 13 Watchdog Timers
0x08 | MWDT1 global reset Core Reset See Chapter 13 Watchdog Timers
0x09 | RWDT core reset Core Reset See Chapter 13 Watchdog Timers
0x0B | MWDTO CPU reset CPU Reset See Chapter 13 Watchdog Timers
0x0C | Software CPU reset CPU Reset Triggered by configuring RTC_CNTL_SW_PROCPU_RST
OxOD | RWDT CPU reset CPU Reset See Chapter 13 Watchdog Timers
Ox11 | MWDT1 CPU reset CPU Reset See Chapter 13 Watchdog Timers
Note:

¢ Chip Reset can be triggered by the following three sources:

- Triggered by chip power-on;

- Triggered by brown-out detector;

- Triggered by SWD.

¢ Once brown-out status is detected, the detector will trigger System Reset or Chip Reset, depending on
register configuration.

2.2 Clock

2.21

Overview

ESP32-S2 provides multiple clock sources, which allow CPU, peripherals and RTC to work at different

frequencies, thus providing more flexibility in meeting the requirements of various application scenarios. Figure
2-2 shows the system clock structure.
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Figure 2-2. System Clock

2.2.2 Clock Source

ESP32-S2 uses external crystal, internal PLL, or internal oscillator working as clock sources to generate different
kinds of clocks, which can be classified in three types depending on their clock speed.

¢ High speed clock for devices working at a higher frequency, such as CPU and digital peripherals
- PLL_CLK (320 MHz or 480 MHz): internal PLL clock
— XTAL_CLK (40 MHz): external crystal clock

* Slow speed clock for low-power devices, such as power management unit and low-power peripherals

XTAL32K_CLK (32 kHz): external crystal clock

RTC8M_CLK (8 MHz by default): internal oscillator with adjustable frequency

RTC8M_D256_CLK (31.250 kHz by default): internal clock derived from RTC8M_CLK divided by 256

RTC_CLK (90 kHz by default): internal oscillator with adjustable frequency
* Audio clock for audio-related devices

— APLL_CLK (16 MHz ~ 128 MH2z): internal Audio PLL clock

2.2.3 CPU Clock

As Figure 2-2 shows, CPU_CLK is the master clock for CPU and it can be as high as 240 MHz when CPU works
in high performance mode. Alternatively, CPU can run at lower frequencies, such as at 2 MHz, to lower power
consumption.
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Users can set PLL_CLK, APLL_CLK, RTC8M_CLK or XTAL_CLK as CPU_CLK clock source by configuring
register SYSTEM_SOC_CLK_SEL, see Table 8 and Table 9.

Table 8: CPU_CLK Source

SYSTEM_SOC_CLK_SEL Value Clock Source
0 XTAL_CLK

1 PLL_CLK

2 RTC8M_CLK
3 APLL_CLK

Table 9: CPU_CLK Selection

Clock Source SEL_0* | SEL_1* | SEL_2* | CPU Clock Frequency
CPU_CLK = XTAL_CLK / (SYSTEM_PRE_DIV_CNT + 1)
XTAL_CLK 0 - - _
SYSTEM_PRE_DIV_CNT ranges from 0 ~ 1023. Default is 1
CPU_CLK=PLL_CLK/ 6
PLL_CLK (480 MHz) 1 1 0 .
CPU_CLK frequency is 80 MHz
CPU_CLK =PLL_CLK/3
PLL_CLK (480 MHz) 1 1 1 .
CPU_CLK frequency is 160 MHz
CPU_CLK =PLL_CLK/2
PLL_CLK (480 MHz) 1 1 2 .
CPU_CLK frequency is 240 MHz
CPU_CLK =PLL CLK/ 4
PLL_CLK (320 MHz) 1 0 0 ,
CPU_CLK frequency is 80 MHz
CPU_CLK=PLL _CLK/2
PLL_CLK (320 MHz) 1 0 1 ,
CPU_CLK frequency is 160 MHz
CPU_CLK = RTC8M_CLK / (SYSTEM_PRE_DIV_CNT + 1)
RTC8M_CLK 2 - - _
SYSTEM_PRE_DIV_CNT ranges from 0 ~ 1023. Default is 1
APLL_CLK 3 0 0 CPU_CLK = APLL_CLK/ 4
APLL_CLK 3 0 1 CPU_CLK = APLL_CLK /2

*SEL_O: The value of register SYSTEM_SOC_CLK_SEL.
*SEL_1: The value of register SYSTEM_PLL_FREQ_SEL.
*SEL_2: The value of register SYSTEM_CPUPERIOD_SEL.

Note:

e When users select XTAL_CLK as CPU clock source and adjust the divider value by configuring register
SYSTEM_PRE_DIV_CNT, the rules below should be followed.

— If current divider value is 2 (SYSTEM_PRE_DIV_CNT = 1) and the target is x (x # 1), users should set
the divider first to 1 (SYSTEM_PRE_DIV_CNT = 0) and then to x (SYSTEM_PRE_DIV_CNT = x - 1).

- If current divider value is x (SYSTEM_PRE_DIV_CNT = x - 1) and the target is 2, users should set the
divider first to 1 (SYSTEM_PRE_DIV_CNT = 0) and then to 2 (SYSTEM_PRE_DIV_CNT = 1).

- For other target divider value x, users can adjust the register directly (SYSTEM_PRE_DIV_CNT =x - 1).
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2.2.4 Peripheral Clock
Peripheral clocks include APB_CLK, REF_TICK, LEDC_PWM_CLK, APLL_CLK and PLL_160M_CLK. Table 10
shows which clock can be used by which peripheral.

Table 10: Peripheral Clock Usage

Peripheral APB_CLK | REF_TICK | LEDC_PWM_CLK | APLL_CLK | PLL_160M_CLK
TIMG Y
12S

UHCI

UART

RMT
LED_PWM

12C

SPI

PCNT

eFuse Controller
SARADC/DAC
USB

CRYPTO Y
TWAI Controller
System Timer

Y Y

<|=<|=<|=<|=<|=<|=<|=<|=<|=<]|=<|[=<]
<|=<|=<|=<
_<

<

<

2.2.4.1 APB_CLK Source

APB_CLK is determined by the clock source of CPU_CLK as shown in Table 11.

Table 11: APB_CLK Source

CPU_CLK Source APB_CLK
PLL_CLK 80 MHz
APLL_CLK CPU_CLK /2
XTAL_CLK CPU_CLK
RTC8M_CLK CPU_CLK

2.2.4.2 REF _TICK Source

REF_TICK is derived from XTAL_CLK or RTC8M_CLK via a divider. When PLL_CLK, APLL_CLK or XTAL_CLK is
set as CPU clock source, REF_TICK will be divided from XTAL_CLK. When RTC8M_CLK is set as CPU clock
source, REF_TICK will be divided from RTC8M_CLK. In such way, REF_TICK frequency remains unchanged
when APB_CLK changes its clock source. Table 12 shows the configuration of these clock divider

registers.
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Table 12: REF_TICK Source

CPU_CLK Source Clock Divider Register
PLL_CLK | XTAL_CLK | APLL_CLK APB_CTRL_XTAL_TICK_NUM
RTC8M_CLK APB_CTRL_CK8M_TICK_NUM

Normally, one REF_TICK cycle lasts for 1 us, so APB_CTRL_XTAL_TICK_NUM should be configured to 39
(default), and APB_CTRL_CK8M_TICK_NUM to 7 (default).

2.2.4.3 LEDC PWM CLK Source

LEDC_PWM_CLK clock source is selected by configuring register LEDC_APB_CLK_SEL, as shown in Table
13.

Table 13: LEDC_PWM_CLK Source

LEDC_APB_CLK_SEL Value LEDC_PWM_CLK Source
0 (Default) -

1 APB_CLK

2 RTC8M_CLK

3 XTAL_CLK

2.2.4.4 APLL _SCLK Source

APLL_CLK is sourced from PLL_CLK, and its output frequency is configured using APLL configuration registers.
See Section 2.2.7 for more information.

2.2.4.5 PLL_160M_CLK Source

PLL_160M_CLK is divided from PLL_CLK according to current PLL frequency.

2.2.4.6 Clock Source Considerations

Peripherals that need to work with other clocks, such as RMT and [2C, generally operate using PLL_CLK
frequency as a reference. When this frequency changes, peripherals should update their clock configuration to
operate at the same frequency after the change. Peripherals accessing REF_TICK can continue operating
normally without changing their clock configuration when switching clock sources. Please see Table 10.

LED module uses RTC8M_CLK as clock source when APB_CLK is disabled. In other words, when the system is
in low-power mode, most peripherals will be halted (APB_CLK is turned off), but LED can work normally via
RTC8M_CLK.

2.2.5 Wi-Fi Clock
Wi-Fi can work only when APB_CLK uses PLL_CLK as its clock source. Suspending PLL_CLK requires that
Wi-Fi has entered low-power mode first.

LOW_POWER_CLK uses XTAL32K_CLK, XTAL_CLK, RTC8M_CLK or SLOW_CLK (the low clock selected by
RTC) as its clock source for Wi-Fi in low-power mode.
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2. Reset and Clock

2.2.6 RTC Clock
The clock sources for SLOW_CLK and FAST_CLK are low-frequency clocks. RTC module can operate when
most other clocks are stopped.

SLOW_CLK derived from RTC_CLK, XTAL32K_CLK or RTC8M_D256_CLK is used to clock Power Management
module.

FAST_CLK is used to clock On-chip Sensor module. It can be sourced from a divided XTAL_CLK or from
RTC8M_CLK.

2.2.7 Audio PLL Clock

The operation of audio and other time-critical data-transfer applications requires highly-configurable, low-jitter
and accurate clock sources. The clock sources derived from system clocks that serve digital peripherals may
carry jitter and, therefore, are not suitable for a high-precision clock frequency setting.

Providing an integrated precision clock source can minimize system cost. To this end, ESP32-S2 integrates an
audio PLL to clock I12S module.

Audio PLL formula is as follows:

fxtar(sdM2 + Sdzi"g” + SSTQO +4)

2(odiv + 2)

fout =

Parameters are defined below:

e fua: the frequency of crystal oscillator, usually 40 MHz;

sdmO: the value is O ~ 255;

sdm: the value is O ~ 255;

sdm2: the value is O ~ 63;

odiv: the value is 0 ~ 31;

The operating frequency range of the numerator is 350 MHz ~ 500 MHz.

dm1  sdmo
350 M Hz < fa(sdme + S0 89

Audio PLL can be manually enabled or disabled via registers RTC_CNTL_PLLA_FORCE_PU and
RTC_CNTL_PLLA_FORCE_PD, respectively. Disabling it takes priority over enabling it. When
RTC_CNTL_PLLA_FORCE_PU and RTC_CNTL_PLLA_FORCE_PD are 0, PLL follows the state of the system.
When the system enters sleep mode, PLL will be disabled automatically; when the system wakes up, PLL will be
enabled automatically.
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3. Chip Boot Control

3. Chip Boot Control

3.1 Overview
ESP32-S2 has three strapping pins:

e GPIOO
e GPI045
e GPIO46

Software can read the values of the three strapping pins from register GPIO_STRAPPING. During chip reset
triggered by power-on, brown-out or by analog super watchdog (see Chapter 2 Reset and Clock), hardware
samples and stores the voltage level of strapping pins as strapping bit of “0” or “1” in latches, and hold these bits
until the chip is powered down or shut down.

By default, GPIO0O, GPIO45 and GPIO46 are connected to internal pull-up/pull-down during chip reset.
Consequently, if the three GPIOs are unconnected or their connected external circuits are high-impedance, the
internal weak pull-up/pull-down will determine the default input level of the strapping pins (see Table 14).

Table 14: Default Configuration of Strapping Pins

Pin GPIOO
Default

GPIO45
Pull-down

GPIO46
Pull-down

Pull-up

To change the default configuration of strapping pins, users can apply external pull-down/pull-up resistors, or use
host MCU GPIOs to control the voltage level of these pins when powering on ESP32-S2. After the reset is
released, the strapping pins work as normal-function pins.

3.2 Boot Mode
GPIO0 and GPIO46 control the boot mode after reset.

Table 15: Boot Mode

Pin SPI Boot Download Boot
GPIOO 1 0
GPIO46 X 0

Table 15 shows the strapping pin values and the associated boot modes. "x” means that this value is ignored.
Currently only the two boot modes shown are supported. The strapping combination of GPIOO = 0 and GPIO46
=1 is not supported and will trigger unexpected behavior.

In SPI boot mode, the CPU boots the system by reading the program stored in SPI flash.

In download boot mode, users can download code to SRAM or Flash using UARTO, UART1, QPI or USB
interface. It is also possible to load a program into SRAM and execute it in this mode.

The following eFuses control boot mode behavior:

e EFUSE_DIS_FORCE_DOWNLOAD. If this eFuse is 0 (default), software can switch the chip from SPI boot
mode to download boot mode by setting register RTC_CNTL_FORCE_DOWNLOAD_BOOT and triggering
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a CPU reset. If this eFuse is 1, this register is disabled.
e EFUSE_DIS_DOWNLOAD_MODE. If this eFuse is 1, download boot mode is disabled.

e FFUSE_ENABLE_SECURITY_DOWNLOAD. If this eFuse is 1, download boot mode only allows reading,
writing and erasing plaintext flash and does not support any SRAM or register operations. This eFuse is
ignored if download boot mode is disabled.

3.3 ROM Code Printing to UART

GPIO46 controls ROM code printing of information during the early boot process. This GPIO is used together
with the UART_PRINT_CONTROL eFuse.

Table 16: ROM Code Printing Control

UART_PRINT_CONTROL | GPIO46 | ROM Code Printing
0 - ROM code will always print information to UART during boot.
GPIO46 is not used.

] 0 Print is enabled during boot
1 Print is disabled
5 0 Print is disabled
1 Print is enabled during boot
3 - Print is always disabled during boot. GPIO46 is not used.

ROM code will print to pin UOTXD (default) or to pin DAC_1, depending on the eFuse bit
UART_PRINT_CHANNEL (0: UARTO; 1: DAC_1).

3.4 VDD_SPI Voltage
GPIO45 is used to select the VDD_SPI power supply voltage at reset:

e GPIO45 = 0, VDD_SPI pin is powered directly from VDD3P3_RTC_IO via resistor Rgpr. Typically this
voltage is 3.3 V.

e GPIO45 =1, VDD_SPI pin is powered from internal 1.8 V LDO.

This functionality can be overridden by setting eFuse bit VDD_SPI_FORCE to 1, in which case the VDD_SPI_TIEH
eFuse value determines the VDD_SPI voltage:

¢ VDD_SPI_FORCE = 1 and VDD_SPI_TIEH = 0, VDD_SPI connects to 1.8 V LDO.

e VDD_SPI_FORCE = 1 and VDD_SPI_TIEH = 1, VDD_SPI connects to VDD3P3_RTC_IO.
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4. Interrupt Matrix

4. Interrupt Matrix

4.1 Overview

The interrupt matrix embedded in ESP32-S2 independently allocates peripheral interrupt sources to the CPU
peripheral interrupts, so as to timely inform the CPU to process the interrupts once the interrupt signals are
generated. This flexible function is applicable to a variety of application scenarios.

4.2 Features
e Accept 95 peripheral interrupt sources as input

e (Generate 26 peripheral interrupts to the CPU as output
e Disable CPU non-maskable interrupt (NMI) sources
e Query current interrupt status of peripheral interrupt sources

The structure of the interrupt matrix is shown in Figure 4-1.

PRO_CPU Config Peripheral Interrupt Source
Interrupt
Matrix A Y
Config Port

A

Interrupt Reg Interrupt Ctrl

Status Port

-l
Bl

\ INTERRUPT_PRO_NMI_MASK_HW f

PRO_CPU Peripheral Interrupt»

Figure 4-1. Interrupt Matrix Structure

4.3 Functional Description

4.3.1 Peripheral Interrupt Sources
ESP32-S2 has 95 peripheral interrupt sources in total, all of which can be allocated to the CPU. For the
peripheral interrupt sources and their configuration/status registers, please refer to Table 17.
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Table 17: CPU Peripheral Interrupt Configuration/Status Registers and Peripheral Interrupt Sources

Status Register

No. Source Configuration Register -
Bit Name
0 MAC_INTR INTERRUPT_PRO_MAC_INTR_MAP_REG 0
1 MAC_NMI INTERRUPT_PRO_MAC_NMI_MAP_REG 1
2 PWR_INTR INTERRUPT_PRO_PWR_INTR_MAP_REG 2
3 BB_INT INTERRUPT_PRO_BB_INT_MAP_REG 3
4 BT_MAC_INT INTERRUPT_PRO_BT_MAC_INT_MAP_REG 4
5 BT_BB_INT INTERRUPT_PRO_BT_BB_INT_MAP_REG 5
6 BT_BB_NMI INTERRUPT_PRO_BT_BB_NMI_MAP_REG 6
7 RWBT_IRQ INTERRUPT_PRO_RWBT_IRQ_MAP_REG 7
8 RWBLE_IRQ INTERRUPT_PRO_RWBLE_IRQ_MAP_REG 8
9 RWBT_NMI INTERRUPT_PRO_RWBT_NMI_MAP_REG 9
10 RWBLE_NMI INTERRUPT_PRO_RWBLE_NMI_MAP_REG 10
11 SLCO_INTR INTERRUPT_PRO_SLCO_INTR_MAP_REG 11
12 SLC1_INTR INTERRUPT_PRO_SLC1_INTR_MAP_REG 12
13 UHCIO_INTR INTERRUPT_PRO_UHCIO_INTR_MAP_REG 13
14 UHCI_INTR INTERRUPT_PRO_UHCI1_INTR_MAP_REG 14
15 TG_TO_LEVEL_INT INTERRUPT_PRO_TG_TO_LEVEL_INT_MAP_REG 15
16 TG_T1_LEVEL_INT INTERRUPT_PRO_TG_T1_LEVEL_INT_MAP_REG 16 INTERRUPT_PRO_INTR_STATUS_REG._0_REG
17 TG_WDT_LEVEL_INT INTERRUPT_PRO_TG_WDT_LEVEL_INT_MAP_REG 17
18 TG_LACT_LEVEL_INT INTERRUPT_PRO_TG_LACT_LEVEL_INT_MAP_REG 18
19 TG1_TO_LEVEL_INT INTERRUPT_PRO_TG1_TO_LEVEL_INT_MAP_REG 19
20 TG1_T1_LEVEL_INT INTERRUPT_PRO_TG1_T1_LEVEL_INT_MAP_REG 20
21 TG1_WDT_LEVEL_INT INTERRUPT_PRO_TG1_WDT_LEVEL_INT_MAP_REG 21
22 TG1_LACT_LEVEL_INT INTERRUPT_PRO_TG1_LACT_LEVEL_INT_MAP_REG 22
23 GPIO_INTERRUPT_PRO INTERRUPT_PRO_GPIO_INTERRUPT_PRO_MAP_REG 23
24 GPIO_INTERRUPT_PRO_NMI INTERRUPT_PRO_GPIO_INTERRUPT_PRO_NMI_MAP_REG | 24
25 GPIO_INTERRUPT_APP INTERRUPT_PRO_GPIO_INTERRUPT_APP_MAP_REG 25
26 GPIO_INTERRUPT_APP_NMI INTERRUPT_PRO_GPIO_INTERRUPT_APP_NMI_MAP_REG | 26
27 DEDICATED_GPIO_IN_INTR INTERRUPT_PRO_DEDICATED_GPIO_IN_INTR_MAP_REG 27
28 CPU_INTR_FROM_CPU_0 INTERRUPT_PRO_CPU_INTR_FROM_CPU_0_MAP_REG 28
29 CPU_INTR_FROM_CPU_1 INTERRUPT_PRO_CPU_INTR_FROM_CPU_1_MAP_REG 29
30 CPU_INTR_FROM_CPU_2 INTERRUPT_PRO_CPU_INTR_FROM_CPU_2_MAP_REG 30
31 CPU_INTR_FROM_CPU_3 INTERRUPT_PRO_CPU_INTR_FROM_CPU_3_MAP_REG 31
32 SPI_INTR_1 INTERRUPT_PRO_SPI_INTR_1_MAP_REG 0
33 SPI_INTR_2 INTERRUPT_PRO_SPI_INTR_2_MAP_REG 1
34 SPI_INTR_3 INTERRUPT_PRO_SPI_INTR_3_MAP_REG 2
35 12SO_INT INTERRUPT_PRO_I2S0_INT_MAP_REG 3 INTERRUPT_PRO_INTR_STATUS_REG_1_REG
36 12S1_INT INTERRUPT_PRO_I2S1_INT_MAP_REG 4
37 UART_INTR INTERRUPT_PRO_UART_INTR_MAP_REG 5
38 UART1_INTR INTERRUPT_PRO_UART1_INTR_MAP_REG 6
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Status Register

No. Source Configuration Register -
Bit Name
39 UART2_INTR INTERRUPT_PRO_UART2_INTR_MAP_REG 7
40 SDIO_HOST_INTERRUPT INTERRUPT_PRO_SDIO_HOST_INTERRUPT_MAP_REG 8
41 PWMO_INTR INTERRUPT_PRO_PWMO_INTR_MAP_REG 9
42 PWM1_INTR INTERRUPT_PRO_PWM1_INTR_MAP_REG 10
43 PWM2_INTR INTERRUPT_PRO_PWM2_INTR_MAP_REG 11
44 PWMS3_INTR INTERRUPT_PRO_PWM3_INTR_MAP_REG 12
45 LEDC_INT INTERRUPT_PRO_LEDC_INT_MAP_REG 13
46 EFUSE_INT INTERRUPT_PRO_EFUSE_INT_MAP_REG 14
47 CANL_INT INTERRUPT_PRO_CAN_INT_MAP_REG 15
48 USB_INTR INTERRUPT_PRO_USB_INTR_MAP_REG 16
49 RTC_CORE_INTR INTERRUPT_PRO_RTC_CORE_INTR_MAP_REG 17
50 RMT_INTR INTERRUPT_PRO_RMT_INTR_MAP_REG 18
51 PCNT_INTR INTERRUPT_PRO_PCNT_INTR_MAP_REG 19 | INTERRUPT_PRO_INTR_STATUS_REG_1_REG
52 12C_EXTO_INTR INTERRUPT_PRO_I2C_EXTO_INTR_MAP_REG 20
53 [2C_EXT1_INTR INTERRUPT_PRO_I2C_EXT1_INTR_MAP_REG 21
54 RSA_INTR INTERRUPT_PRO_RSA_INTR_MAP_REG 22
55 SHA_INTR INTERRUPT_PRO_SHA_INTR_MAP_REG 23
56 AES_INTR INTERRUPT_PRO_AES_INTR_MAP_REG 24
57 SPI2_DMA_INT INTERRUPT_PRO_SPI2_DMA_INT_MAP_REG 25
58 SPI3_DMA_INT INTERRUPT_PRO_SPI3_DMA_INT_MAP_REG 26
59 WDG_INT INTERRUPT_PRO_WDG_INT_MAP_REG 27
60 TIMER_INT INTERRUPT_PRO_TIMER_INT1_MAP_REG 28
61 TIMER_INT2 INTERRUPT_PRO_TIMER_INT2_MAP_REG 29
62 TG_TO_EDGE_INT INTERRUPT_PRO_TG_TO_EDGE_INT_MAP_REG 30
63 TG_T1_EDGE_INT INTERRUPT_PRO_TG_T1_EDGE_INT_MAP_REG 31
64 TG_WDT_EDGE_INT INTERRUPT_PRO_TG_WDT_EDGE_INT_MAP_REG 0
65 TG_LACT_EDGE_INT INTERRUPT_PRO_TG_LACT_EDGE_INT_MAP_REG 1
66 TG1_TO_EDGE_INT INTERRUPT_PRO_TG1_TO_EDGE_INT_MAP_REG 2
67 TG1_T1_EDGE_INT INTERRUPT_PRO_TG1_T1_EDGE_INT_MAP_REG 3
68 TG1_WDT_EDGE_INT INTERRUPT_PRO_TG1_WDT_EDGE_INT_MAP_REG 4
69 TG1_LACT_EDGE_INT INTERRUPT_PRO_TG1_LACT_EDGE_INT_MAP_REG 5
70 CACHE_IA_INT INTERRUPT_PRO_CACHE_IA_INT_MAP_REG 6
71 SYSTIMER_TARGETO_INT INTERRUPT_PRO_SYSTIMER_TARGETO_INT_MAP_REG 7
72 SYSTIMER_TARGET1_INT INTERRUPT_PRO_SYSTIMER_TARGET1_INT_MAP_REG 8 INTERRUPT_PRO_INTR_STATUS_REG_2_REG
73 SYSTIMER_TARGET2_INT INTERRUPT_PRO_SYSTIMER_TARGET2_INT_MAP_REG 9
74 ASSIST_DEBUG_INTR INTERRUPT_PRO_ASSIST_DEBUG_INTR_MAP_REG 10
75 PMS_PRO_IRAMO_ILG_INTR INTERRUPT_PRO_PMS_PRO_IRAMO_ILG_INTR_MAP_REG | 11
76 PMS_PRO_DRAMO_ILG_INTR | INTERRUPT_PRO_PMS_PRO_DRAMO_ILG_INTR_MAP_REG | 12
77 | PMS_PRO_DPORT_ILG_INTR | INTERRUPT_PRO_PMS_PRO_DPORT_ILG_INTR_MAP_REG | 13
78 PMS_PRO_AHB_ILG_INTR INTERRUPT_PRO_PMS_PRO_AHB_ILG_INTR_MAP_REG 14
79 PMS_PRO_CACHE_ILG_INTR | INTERRUPT_PRO_PMS_PRO_CACHE_ILG_INTR_MAP_REG | 15
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Status Register

No. Source Configuration Register -
Bit Name
80 PMS_DMA_APB_I_ILG_INTR INTERRUPT_PRO_PMS_DMA_APB_I_ILG_INTR_MAP_REG 16
81 PMS_DMA_RX_I_ILG_INTR INTERRUPT_PRO_PMS_DMA_RX_I_ILG_INTR_MAP_REG 17
82 PMS_DMA_TX_I_ILG_INTR INTERRUPT_PRO_PMS_DMA_TX_I_ILG_INTR_MAP_REG 18
83 SPI_MEM_REJECT_INTR INTERRUPT_PRO_SPI_MEM_REJECT_INTR_MAP_REG 19
84 DMA_COPY_INTR INTERRUPT_PRO_DMA_COPY_INTR_MAP_REG 20
85 SPI4_DMA_INT INTERRUPT_PRO_SPI4_DMA_INT_MAP_REG 21
86 DCACHE_PRELOAD_INT INTERRUPT_PRO_DCACHE_PRELOAD_INT_MAP_REG 22
87 DCACHE_PRELOAD_INT INTERRUPT_PRO_DCACHE_PRELOAD_INT_MAP_REG 23 | INTERRUPT_PRO_INTR_STATUS_REG_2_REG
88 ICACHE_PRELOAD_INT INTERRUPT_PRO_ICACHE_PRELOAD_INT_MAP_REG 24
89 APB_ADC_INT INTERRUPT_PRO_APB_ADC_INT_MAP_REG 25
90 CRYPTO_DMA_INT INTERRUPT_PRO_CRYPTO_DMA_INT_MAP_REG 26
91 CPU_PERI_ERROR_INT INTERRUPT_PRO_CPU_PERI_ERROR_INT_MAP_REG 27
92 APB_PERI_ERROR_INT INTERRUPT_PRO_APB_PERI_ERROR_INT_MAP_REG 28
93 DCACHE_SYNC_INT INTERRUPT_PRO_DCACHE_SYNC_INT_MAP_REG 29
94 ICACHE_SYNC_INT INTERRUPT_PRO_ICACHE_SYNC_INT_MAP_REG 30
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4.3.2 CPU Interrupts
The CPU has 32 interrupts, including 26 peripheral interrupts and six internal interrupts. Table 18 lists all the
interrupts.

e Peripheral Interrupts:

- Level-triggered interrupts: triggered by high level signal. The interrupt sources should hold the level till
the CPU handles the interrupts.

— Edge-triggered interrupts: triggered on rising edge. The CPU responds to this kind of interrupts
immediately.

- NMl interrupt: once triggered, the NMI interrupt can not be masked by software using the CPU
registers.

® Internal Interrupts:
— Timer interrupts: triggered by internal timers and are used to generate periodic interrupts.
- Software interrupts: triggered when software writes to special registers.
- Profiling interrupt: triggered for performance monitoring and analysis.

ESP32-S2 supports the above-mentioned 32 interrupts at six levels as shown in the table below. A higher level
corresponds to a higher priority. NMI has the highest interrupt priority and once triggered, the CPU must handle
such interrupt.

Table 18: CPU Interrupts

No. Category Type Priority Level
0 Peripheral Level-triggered 1

1 Peripheral Level-triggered 1

2 Peripheral Level-triggered 1

3 Peripheral Level-triggered 1

4 Peripheral Level-triggered 1

5 Peripheral Level-triggered 1

6 Internal Timer.0 1

7 Internal Software 1

8 Peripheral Level-triggered 1

9 Peripheral Level-triggered 1
10 Peripheral Edge-triggered 1

11 Internal Profiling 3
12 Peripheral Level-triggered 1

13 Peripheral Level-triggered 1

14 Peripheral NMI NMI
15 Internal Timer.1 3
16 Internal Timer.2 5
17 Peripheral Level-triggered 1

18 Peripheral Level-triggered 1

19 Peripheral Level-triggered 2
20 Peripheral Level-triggered 2
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No. Category Type Priority Level
21 Peripheral Level-triggered 2
22 Peripheral Edge-triggered 3
23 Peripheral Level-triggered 3
24 Peripheral Level-triggered 4
25 Peripheral Level-triggered 4
26 Peripheral Level-triggered 5
27 Peripheral Level-triggered 3
28 Peripheral Edge-triggered 4
29 Internal Software 3
30 Peripheral Edge-triggered 4
31 Peripheral Level-triggered 5

4.3.3 Allocate Peripheral Interrupt Source to CPU Interrupt
In this section, the following terms are used to describe the operation of the interrupt matrix.

e Source_X: stands for a particular peripheral interrupt source, wherein, X means the number of this interrupt
source in Table 17.

¢ INTERRUPT_PRO_X_MAP_REG: stands for a peripheral interrupt configuration register, corresponding to
the peripheral interrupt source Source_X. In Table 17, the registers listed in column "Configuration Register”
correspond to the peripheral interrupt sources listed in column “Source”. For example, the configuration
register for source MAC_INTR is INTERRUPT_PRO_MAC_INTR_MAP_REG.

¢ Interrupt_P: stands for the CPU peripheral interrupt numbered as Num_P. The value of Num_P can be O ~
5, 8~10,12~ 14,17 ~ 28 and 30 ~ 31 (see Table 18).

e Interrupt_l: stands for the CPU internal interrupt numbered as Num_|. The value of Num_l can be 6, 7, 11,
15, 16 and 29 (see Table 18).

4.3.3.1 Allocate one peripheral interrupt source Source_X to CPU

Setting the corresponding configuration register INTERRUPT_PRO_X_MAP_REG of Source_X to Num_P will
allocate this interrupt source to Interrupt_P. Num_P here can be any value from 0~ 5,8 ~ 10, 12~ 14,17 ~ 28
and 30 ~ 31. Note that one CPU interrupt can be shared by multiple peripherals.

4.3.3.2 Allocate multiple peripheral interrupt sources Source_Xn to CPU

Setting the corresponding configuration register INTERRUPT_PRO_Xn_MAP_REG of each interrupt source to the
same Num_P will allocate all the sources to the same Interrupt_P. Any of these sources will trigger CPU
Interrupt_P. When an interrupt signal is generated, software should check the interrupt status registers to figure
out which peripheral the signal comes from.

4.3.3.3 Disable CPU peripheral interrupt source Source_X

Setting the corresponding configuration register INTERRUPT_PRO_X_MAP_REG of the source to any Num_| will
disable this interrupt Source_X. The choice of Num_| does not matter, as none of Num_| is connected to the
CPU. Therefore this functionality can be used to disable peripheral interrupt sources.
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4.3.4 Disable CPU NMI Interrupt Sources

The interrupt matrix is able to mask all peripheral interrupt sources allocated to CPU No.14 NMI interrupt using
hardware, depending on the internal signal INTERRUPT_PRO_NMI_MASK_HW. The signal comes from
"Interrupt Reg” register configuration submodule inside interrupt matrix, see Figure 4-1. If the signal is set to high
level, CPU will not respond to NMI interrupt.

4.3.5 Query Current Interrupt Status of Peripheral Interrupt Source

Current interrupt status of a peripheral interrupt source can be read via the bit value in
INTERRUPT_PRO_INTR_STATUS_REG_n. For the mapping between INTERRUPT_PRO_INTR_STATUS_REG_n
and peripheral interrupt sources, please refer to Table 17.

4.4 Base Address

Users can access interrupt matrix with the base address as shown in Table 19. For more information, see
Chapter 1 System and Memory.

Table 19: Interrupt Matrix Base Address

Bus to Access Peripheral Base Address
PeriBUS Ox3F4C2000

4.5 Register Summary

The address in the following table represents the address offset (relative address) with the respect to the
peripheral base address, not the absolute address. For detailed information about the interrupt matrix base
address, please refer to Section 4.4.
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Name Description Address | Access
Configuration registers

INTERRUPT_PRO_MAC_INTR_MAP_REG MAC_INTR interrupt configuration register 0x0000 | R/W
INTERRUPT_PRO_MAC_NMI_MAP_REG MAC_NMI interrupt configuration register 0x0004 | R/W
INTERRUPT_PRO_PWR_INTR_MAP_REG PWR_INTR interrupt configuration register 0x0008 | R/W
INTERRUPT_PRO_BB_INT_MAP_REG BB_INT interrupt configuration register 0x000C | R/W
INTERRUPT_PRO_BT_MAC_INT_MAP_REG BT_MAC_INT interrupt configuration register 0x0010 | R/W
INTERRUPT_PRO_BT_BB_INT_MAP_REG BT_BB_INT interrupt configuration register 0x0014 | R/W
INTERRUPT_PRO_BT_BB_NMI_MAP_REG BT_BB_NMI interrupt configuration register 0x0018 | R/W
INTERRUPT_PRO_RWBT_IRQ_MAP_REG RWBT_IRQ interrupt configuration register 0x001C | R/W
INTERRUPT_PRO_RWBLE_IRQ_MAP_REG RWBLE_IRQ interrupt configuration register 0x0020 | R/W
INTERRUPT_PRO_RWBT_NMI_MAP_REG RWBT_NMI interrupt configuration register 0x0024 | R/W
INTERRUPT_PRO_RWBLE_NMI_MAP_REG RWBLE_NMI interrupt configuration register 0x0028 | R/W
INTERRUPT_PRO_SLCO_INTR_MAP_REG SLCO_INTR interrupt configuration register 0x002C | R/W
INTERRUPT_PRO_SLC1_INTR_MAP_REG SLC1_INTR interrupt configuration register 0x0030 | R/W
INTERRUPT_PRO_UHCIO_INTR_MAP_REG UHCIO_INTR interrupt configuration register 0x0034 | R/W
INTERRUPT_PRO_UHCI1_INTR_MAP_REG UHCI1_INTR interrupt configuration register 0x0038 | R/W
INTERRUPT_PRO_TG_TO_LEVEL_INT_MAP_REG TG_TO_LEVEL_INT interrupt configuration register 0x003C | R/W
INTERRUPT_PRO_TG_T1_LEVEL_INT_MAP_REG TG_T1_LEVEL_INT interrupt configuration register 0x0040 | R/W
INTERRUPT_PRO_TG_WDT_LEVEL_INT_MAP_REG TG_WDT_LEVEL_INT interrupt configuration register 0x0044 | R/W
INTERRUPT_PRO_TG_LACT_LEVEL_INT_MAP_REG TG_LACT_LEVEL_INT interrupt configuration register 0x0048 | R/W
INTERRUPT_PRO_TG1_TO_LEVEL_INT_MAP_REG TG1_TO_LEVEL_INT interrupt configuration register 0x004C | R/W
INTERRUPT_PRO_TG1_T1_LEVEL_INT_MAP_REG TG1_T1_LEVEL_INT interrupt configuration register 0x0050 | R/W
INTERRUPT_PRO_TG1_WDT_LEVEL_INT_MAP_REG TG1_WDT_LEVEL_INT interrupt configuration register 0x0054 | R/W
INTERRUPT_PRO_TG1_LACT_LEVEL_INT_MAP_REG TG1_LACT_LEVEL_INT interrupt configuration register 0x0058 | R/W
INTERRUPT_PRO_GPIO_INTERRUPT_PRO_MAP_REG GPIO_INTERRUPT_PRO interrupt configuration register 0x005C | R/W
INTERRUPT_PRO_GPIO_INTERRUPT_PRO_NMI_MAP_REG | GPIO_INTERRUPT_PRO_NMI interrupt configuration register | 0x0060 | R/W
INTERRUPT_PRO_GPIO_INTERRUPT_APP_MAP_REG GPIO_INTERRUPT_APP interrupt configuration register 0x0064 | R/W
INTERRUPT_PRO_GPIO_INTERRUPT_APP_NMI_MAP_REG | GPIO_INTERRUPT_APP_NMI interrupt configuration register | 0x0068 | R/W
INTERRUPT_PRO_DEDICATED_GPIO_IN_INTR_MAP_REG DEDICATED_GPIO_IN_INTR interrupt configuration register 0x006C | R/W
INTERRUPT_PRO_CPU_INTR_FROM_CPU_O_MAP_REG CPU_INTR_FROM_CPU_Q interrupt configuration register 0x0070 | R/W
INTERRUPT_PRO_CPU_INTR_FROM_CPU_1_MAP_REG CPU_INTR_FROM_CPU_1 interrupt configuration register 0x0074 | R/W
INTERRUPT_PRO_CPU_INTR_FROM_CPU_2_MAP_REG CPU_INTR_FROM_CPU_2 interrupt configuration register 0x0078 | R/W
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Name Description Address | Access
INTERRUPT_PRO_CPU_INTR_FROM_CPU_3_MAP_REG CPU_INTR_FROM_CPU_3 interrupt configuration register 0x007C | R/W
INTERRUPT_PRO_SPI_INTR_1_MAP_REG SPI_INTR_1 interrupt configuration register 0x0080 | R/W
INTERRUPT_PRO_SPI_INTR_2_MAP_REG SPI_INTR_2 interrupt configuration register 0x0084 | R/W
INTERRUPT_PRO_SPI_INTR_3_MAP_REG SPI_INTR_3 interrupt configuration register 0x0088 | R/W
INTERRUPT_PRO_I2S0_INT_MAP_REG I2SO_INT interrupt configuration register 0x008C | R/W
INTERRUPT_PRO_I2S1_INT_MAP_REG I2S1_INT interrupt configuration register 0x0090 | R/W
INTERRUPT_PRO_UART_INTR_MAP_REG UART_INT interrupt configuration register 0x0094 | R/W
INTERRUPT_PRO_UART1_INTR_MAP_REG UARTA_INT interrupt configuration register 0x0098 | R/W
INTERRUPT_PRO_UART2_INTR_MAP_REG UART2_INT interrupt configuration register 0x009C | R/W
INTERRUPT_PRO_SDIO_HOST_INTERRUPT_MAP_REG SDIO_HOST_INTERRUPT configuration register Ox00A0 | R/W
INTERRUPT_PRO_PWMO_INTR_MAP_REG PWMO_INTR interrupt configuration register Ox00A4 | R/W
INTERRUPT_PRO_PWM1_INTR_MAP_REG PWM1_INTR interrupt configuration register Ox00A8 | R/W
INTERRUPT_PRO_PWM2_INTR_MAP_REG PWM2_INTR interrupt configuration register Ox00AC | R/W
INTERRUPT_PRO_PWMB3_INTR_MAP_REG PWMB3_INTR interrupt configuration register Ox00BO | R/W
INTERRUPT_PRO_LEDC_INT_MAP_REG LEDC_INTR interrupt configuration register 0xo0B4 | R/W
INTERRUPT_PRO_EFUSE_INT_MAP_REG EFUSE_INT interrupt configuration register 0x00B8 | R/W
INTERRUPT_PRO_CAN_INT_MAP_REG CAN_INT interrupt configuration register 0x00BC | R/W
INTERRUPT_PRO_USB_INTR_MAP_REG USB_INT interrupt configuration register 0x00CO0 | R/W
INTERRUPT_PRO_RTC_CORE_INTR_MAP_REG RTC_CORE_INTR interrupt configuration register 0x00C4 | R/W
INTERRUPT_PRO_RMT_INTR_MAP_REG RMT_INTR interrupt configuration register 0x00C8 | R/W
INTERRUPT_PRO_PCNT_INTR_MAP_REG PCNT_INTR interrupt configuration register 0x00CC | R/W
INTERRUPT_PRO_I2C_EXTO_INTR_MAP_REG I2C_EXTO_INTR interrupt configuration register Ox00D0 | R/W
INTERRUPT_PRO_I2C_EXT1_INTR_MAP_REG I2C_EXT1_INTR interrupt configuration register 0x00D4 | R/W
INTERRUPT_PRO_RSA_INTR_MAP_REG RSA_INTR interrupt configuration register Ox00D8 | R/W
INTERRUPT_PRO_SHA_INTR_MAP_REG SHA_INTR interrupt configuration register Ox00DC | R/W
INTERRUPT_PRO_AES_INTR_MAP_REG AES_INTR interrupt configuration register OxO00EO | R/W
INTERRUPT_PRO_SPI2_DMA_INT_MAP_REG SPI2_DMA_INT interrupt configuration register Ox00E4 | R/W
INTERRUPT_PRO_SPI3_DMA_INT_MAP_REG SPI3_DMA_INT interrupt configuration register Ox00E8 | R/W
INTERRUPT_PRO_WDG_INT_MAP_REG WDG_INT interrupt configuration register Ox00EC | R/W
INTERRUPT_PRO_TIMER_INT1_MAP_REG TIMER_INT1 interrupt configuration register Ox00FO0 | R/W
INTERRUPT_PRO_TIMER_INT2_MAP_REG TIMER_INTZ interrupt configuration register Ox00F4 | R/W
INTERRUPT_PRO_TG_TO_EDGE_INT_MAP_REG TG_TO_EDGE_INT interrupt configuration register Ox00F8 | R/W

XLe 1dnusiu|


https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

SOBQP&8] UOBIUSLINOO(] JIWGNS

SWe1sAg Jissaids]

Ly

(€ 0N Aeuinjpld) INHL 2S-¢8dS3

Name Description Address | Access
INTERRUPT_PRO_TG_T1_EDGE_INT_MAP_REG TG_T1_EDGE_INT interrupt configuration register Ox00FC | R/W
INTERRUPT_PRO_TG_WDT_EDGE_INT_MAP_REG TG_WDT_EDGE_INT interrupt configuration register 0x0100 | R/W
INTERRUPT_PRO_TG_LACT_EDGE_INT_MAP_REG TG_LACT_EDGE_INT interrupt configuration register 0x0104 | R/W
INTERRUPT_PRO_TG1_TO_EDGE_INT_MAP_REG TG1_TO_EDGE_INT interrupt configuration register 0x0108 | R/W
INTERRUPT_PRO_TG1_T1_EDGE_INT_MAP_REG TG1_T1_EDGE_INT interrupt configuration register 0x010C | R/W
INTERRUPT_PRO_TG1_WDT_EDGE_INT_MAP_REG TG1_WDT_EDGE_INT interrupt configuration register 0x0110 | R/W
INTERRUPT_PRO_TG1_LACT_EDGE_INT_MAP_REG TG1_LACT_EDGE_INT interrupt configuration register O0x0114 | R/W
INTERRUPT_PRO_CACHE_IA_INT_MAP_REG CACHE_IA_INT interrupt configuration register 0x0118 | RW
INTERRUPT_PRO_SYSTIMER_TARGETO_INT_MAP_REG SYSTIMER_TARGETO_INT interrupt configuration register 0x011C | R/W
INTERRUPT_PRO_SYSTIMER_TARGET1_INT_MAP_REG SYSTIMER_TARGET1_INT interrupt configuration register 0x0120 | R/W
INTERRUPT_PRO_SYSTIMER_TARGET2_INT_MAP_REG SYSTIMER_TARGET?2 interrupt configuration register 0x0124 | R/'W
INTERRUPT_PRO_ASSIST_DEBUG_INTR_MAP_REG ASSIST_DEBUG_INTR interrupt configuration register 0x0128 | R/W
INTERRUPT_PRO_PMS_PRO_IRAMO_ILG_INTR_MAP_REG | PMS_PRO_IRAMO_ILG interrupt configuration register 0x012C | RW
INTERRUPT_PRO_PMS_PRO_DRAMO_ILG_INTR_MAP_REG | PMS_PRO_DRAMO_ILG interrupt configuration register 0x0130 | R/W
INTERRUPT_PRO_PMS_PRO_DPORT_ILG_INTR_MAP_REG | PMS_PRO_DPORT_ILG interrupt configuration register 0x0134 | R/W
INTERRUPT_PRO_PMS_PRO_AHB_ILG_INTR_MAP_REG PMS_PRO_AHB_ILG interrupt configuration register 0x0138 | R/W
INTERRUPT_PRO_PMS_PRO_CACHE_ILG_INTR_MAP_REG | PMS_PRO_CACHE_ILG interrupt configuration register 0x013C | R/W
INTERRUPT_PRO_PMS_DMA_APB_I_ILG_INTR_MAP_REG | PMS_DMA_APB_I_ILG interrupt configuration register 0x0140 | R/W
INTERRUPT_PRO_PMS_DMA_RX_I_ILG_INTR_MAP_REG PMS_DMA_RX_I_ILG interrupt configuration register 0x0144 | R/W
INTERRUPT_PRO_PMS_DMA_TX_I_ILG_INTR_MAP_REG PMS_DMA_TX_I_ILG interrupt configuration register 0x0148 | RW
INTERRUPT_PRO_SPI_MEM_REJECT_INTR_MAP_REG SPI_MEM_REJECT_INTR interrupt configuration register 0x014C | R/W
INTERRUPT_PRO_DMA_COPY_INTR_MAP_REG DMA_COPY_INTR interrupt configuration register 0x0150 | R/W
INTERRUPT_PRO_SPI4_DMA_INT_MAP_REG SPI4_DMA_INT interrupt configuration register 0x0154 | R/'W
INTERRUPT_PRO_SPI_INTR_4_MAP_REG SPI_INTR_4 interrupt configuration register 0x0158 | R/W
INTERRUPT_PRO_DCACHE_PRELOAD_INT_MAP_REG DCACHE_PRELOAD_INT interrupt configuration register 0x015C | RW
INTERRUPT_PRO_ICACHE_PRELOAD_INT_MAP_REG ICACHE_PRELOAD_INT interrupt configuration register 0x0160 | R/W
INTERRUPT_PRO_APB_ADC_INT_MAP_REG APB_ADC_INT interrupt configuration register 0x0164 | R/W
INTERRUPT_PRO_CRYPTO_DMA_INT_MAP_REG CRYPTO_DMA_INT interrupt configuration register 0x0168 | R/W
INTERRUPT_PRO_CPU_PERI_ERROR_INT_MAP_REG CPU_PERI_ERROR_INT interrupt configuration register 0x016C | R/W
INTERRUPT_PRO_APB_PERI_ERROR_INT_MAP_REG APB_PERI_ERROR_INT interrupt configuration register 0x0170 | R/W
INTERRUPT_PRO_DCACHE_SYNC_INT_MAP_REG DCACHE_SYNC_INT interrupt configuration register O0x0174 | R/W
INTERRUPT_PRO_ICACHE_SYNC_INT_MAP_REG ICACHE_SYNC_INT interrupt configuration register 0x0178 | RW
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Name Description Address | Access
INTERRUPT_CLOCK_GATE_REG NMI interrupt signals mask register 0x0188 | R/W
Interrupt status registers

INTERRUPT_PRO_INTR_STATUS_REG_0_REG Interrupt status register O 0x017C | RO
INTERRUPT_PRO_INTR_STATUS_REG_1_REG Interrupt status register 1 0x0180 | RO
INTERRUPT_PRO_INTR_STATUS_REG_2_REG Interrupt status register 2 0x0184 | RO
Version register

INTERRUPT_REG_DATE_REG Version control register OxOFFC | R/W
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4. Interrupt Matrix

4.6 Registers

The address in the following part represents the address offset (relative address) with respect to the peripheral
base address, not the absolute address. For detailed information about the interrupt matrix base address, please

refer to Section 4.4.

Register 4.1: INTERRUPT_PRO_MAC_INTR_MAP_REG (0x0000)
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INTERRUPT_PRO_MAC_INTR_MAP This register is used to map MAC_INTR interrupt signal to one
of the CPU interrupts. (R/W)
Register 4.2: INTERRUPT_PRO_MAC_NMI_MAP_REG (0x0004)
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INTERRUPT_PRO_MAC_NMI_MAP This register is used to map MAC_NMI interrupt signal to one

of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.3: INTERRUPT_PRO_PWR_INTR_MAP_REG (0x0008)
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INTERRUPT_PRO_PWR_INTR_MAP This register is used to map PWR_INTR interrupt signal to one
of the CPU interrupts. (R/W)
Register 4.4: INTERRUPT_PRO_BB_INT_MAP_REG (0x000C)
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INTERRUPT_PRO_BB_INT_MAP This register is used to map BB_INT interrupt signal to one of the
CPU interrupts. (R/W)
Register 4.5: INTERRUPT_PRO_BT_MAC_INT_MAP_REG (0x0010)
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INTERRUPT_PRO_BT_MAC_INT_MAP This register is used to map BT_MAC_INT interrupt signal
to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.6: INTERRUPT_PRO_BT_BB_INT_MAP_REG (0x0014)
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INTERRUPT_PRO_BT_BB_INT_MAP This register is used to map BT_BB_INT interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.7: INTERRUPT_PRO_BT_BB_NMI_MAP_REG (0x0018)
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INTERRUPT_PRO_BT_BB_NMI_MAP This register is used to map BT_BB_NMI interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.8: INTERRUPT_PRO_RWBT_IRQ_MAP_REG (0x001C)
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INTERRUPT_PRO_RWBT_IRQ_MAP This register is used to map RWBT_IRQ interrupt signal to one
of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.9: INTERRUPT_PRO_RWBLE_IRQ_MAP_REG (0x0020)
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INTERRUPT_PRO_RWBLE_IRQ_MAP This register is used to map RWBLE_IRQ interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.10: INTERRUPT_PRO_RWBT_NMI_MAP_REG (0x0024)
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INTERRUPT_PRO_RWBT_NMI_MAP This register is used to map RWBT_NMI interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.11: INTERRUPT_PRO_RWBLE_NMI_MAP_REG (0x0028)
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INTERRUPT_PRO_RWBLE_NMI_MAP This register is used to map RWBLE_NMI interrupt signal to
one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.12: INTERRUPT_PRO_SLCO_INTR_MAP_REG (0x002C)
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INTERRUPT_PRO_SLCO_INTR_MAP This register is used to map SLCO_INTR interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.13: INTERRUPT_PRO_SLC1_INTR_MAP_REG (0x0030)
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INTERRUPT_PRO_SLC1_INTR_MAP This register is used to map SLC1_INTR interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.14: INTERRUPT_PRO_UHCIO_INTR_MAP_REG (0x0034)
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INTERRUPT_PRO_UHCIO_INTR_MAP This register is used to map UHCIO_INTR interrupt signal to
one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.15: INTERRUPT_PRO_UHCI1_INTR_MAP_REG (0x0038)
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INTERRUPT_PRO_UHCI1_INTR_MAP This register is used to map UHCI1_INTR interrupt signal to
one of the CPU interrupts. (R/W)

Register 4.16: INTERRUPT_PRO_TG_TO_LEVEL_INT_MAP_REG (0x003C)
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INTERRUPT_PRO_TG_TO_LEVEL_INT_MAP This register is used to map TG_TO_LEVEL_INT inter-
rupt signal to one of the CPU interrupts. (R/W)

Register 4.17: INTERRUPT_PRO_TG_T1_LEVEL_INT_MAP_REG (0x0040)

\ooooooooooooooooooooooooooo 16 \Reset

INTERRUPT_PRO_TG_T1_LEVEL_INT_MAP This register is used to map TG_T1_LEVEL_INT inter-
rupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.18: INTERRUPT_PRO_TG_WDT_LEVEL_INT_MAP_REG (0x0044)
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INTERRUPT_PRO_TG_WDT_LEVEL_INT_MAP This register is used to map TG_WDT_LEVEL_INT
interrupt signal to one of the CPU interrupts. (R/W)
Register 4.19: INTERRUPT_PRO_TG_LACT_LEVEL_INT_MAP_REG (0x0048)
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INTERRUPT_PRO_TG_LACT_LEVEL_INT_MAP Thisregisteris usedto map TG_LACT_LEVEL_INT
interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.20: INTERRUPT_PRO_TG1_TO_LEVEL_INT_MAP_REG (0x004C)
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INTERRUPT_PRO_TG1_TO_LEVEL_INT_MAP This register is used to map TG1_TO_LEVEL_INT in-
terrupt signal to one of the CPU interrupts. (R/W)
Register 4.21: INTERRUPT_PRO_TG1_T1_LEVEL_INT_MAP_REG (0x0050)
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INTERRUPT_PRO_TG1_T1_LEVEL_INT_MAP This register is used to map TG1_T1_LEVEL_INT in-
terrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.22: INTERRUPT_PRO_TG1_WDT_LEVEL_INT_MAP_REG (0x0054)

o
&

INTERRUPT_PRO_TG1_WDT_LEVEL_INT_MAP This register is used
TG1_WDT_LEVEL_INT interrupt signal to one of the CPU interrupts. (R/W)

Register 4.23: INTERRUPT_PRO_TG1_LACT_LEVEL_INT_MAP_REG (0x0058)

INTERRUPT_PRO_TG1_LACT_LEVEL_INT_MAP This register is used
TG1_LACT_LEVEL_INT interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.24: INTERRUPT_PRO_GPIO_INTERRUPT_PRO_MAP_REG (0x005C)
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INTERRUPT_PRO_GPIO_INTERRUPT_PRO_MAP This register is used to map
GPIO_INTERRUPT_PRO interrupt signal to one of the CPU interrupts. (R/W)
Register 4.25: INTERRUPT_PRO_GPIO_INTERRUPT_PRO_NMI_MAP_REG (0x0060)
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INTERRUPT_PRO_GPIO_INTERRUPT_PRO_NMI_MAP This register is used to map
GPIO_INTERRUPT_PRO_NMI interrupt signal to one of the CPU interrupts. (R/W)
Register 4.26: INTERRUPT_PRO_GPIO_INTERRUPT_APP_MAP_REG (0x0064)
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INTERRUPT_PRO_GPIO_INTERRUPT_APP_MAP This register is used to map
GPIO_INTERRUPT_APP interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.27: INTERRUPT_PRO_GPIO_INTERRUPT_APP_NMI_MAP_REG (0x0068)
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INTERRUPT_PRO_GPIO_INTERRUPT_APP_NMI_MAP This register is used to map
GPIO_INTERRUPT_APP_NMI interrupt signal to one of the CPU interrupts. (R/W)
Register 4.28: INTERRUPT_PRO_DEDICATED_GPIO_IN_INTR_MAP_REG (0x006C)
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INTERRUPT_PRO_DEDICATED_GPIO_IN_INTR_MAP This register is used to map DEDI-
CATED_GPIO_IN_INTR interrupt signal to one of the CPU interrupts. (R/W)
Register 4.29: INTERRUPT_PRO_CPU_INTR_FROM_CPU_0_MAP_REG (0x0070)
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INTERRUPT_PRO_CPU_INTR_FROM_CPU_0_MAP This register is used to map
CPU_INTR_FROM_CPU_Q interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.30: INTERRUPT_PRO_CPU_INTR_FROM_CPU_1_MAP_REG (0x0074)
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INTERRUPT_PRO_CPU_INTR_FROM_CPU_1_MAP This register is used to map
CPU_INTR_FROM_CPU_1 interrupt signal to one of the CPU interrupts. (R/W)
Register 4.31: INTERRUPT_PRO_CPU_INTR_FROM_CPU_2_MAP_REG (0x0078)
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INTERRUPT_PRO_CPU_INTR_FROM_CPU_2_MAP This register is used to map
CPU_INTR_FROM_CPU_2 interrupt signal to one of the CPU interrupts. (R/W)
Register 4.32: INTERRUPT_PRO_CPU_INTR_FROM_CPU_3_MAP_REG (0x007C)
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INTERRUPT_PRO_CPU_INTR_FROM_CPU_3_MAP This register is used to map
CPU_INTR_FROM_CPU_3 interrupt signal to one of the CPU interrupts. (R/W)
Espressif Systems 60 ESP32-S2 TRM (Preliminary V0.3)

Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

4. Interrupt Matrix

Register 4.33: INTERRUPT_PRO_SPI_INTR_1_MAP_REG (0x0080)
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INTERRUPT_PRO_SPI_INTR_1_MAP This register is used to map SPI_INTR_1 interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.34: INTERRUPT_PRO_SPI_INTR_2_MAP_REG (0x0084)
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INTERRUPT_PRO_SPI_INTR_2_MAP This register is used to map SPI_INTR_2 interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.35: INTERRUPT_PRO_SPI_INTR_3_MAP_REG (0x0088)
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INTERRUPT_PRO_SPI_INTR_3_MAP This register is used to map SPI_INTR_3 interrupt signal to
one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.36: INTERRUPT_PRO_I2S0_INT_MAP_REG (0x008C)
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INTERRUPT_PRO_I2S0_INT_MAP This register is used to map 12SO_INT interrupt signal to one of
the CPU interrupts. (R/W)
Register 4.37: INTERRUPT_PRO_I2S1_INT_MAP_REG (0x0090)
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INTERRUPT_PRO_I2S1_INT_MAP This register is used to map 12S1_INT interrupt signal to one of
the CPU interrupts. (R/W)
Register 4.38: INTERRUPT_PRO_UART_INTR_MAP_REG (0x0094)
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INTERRUPT_PRO_UART_INTR_MAP This register is used to map UART_INTR interrupt signal to
one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.39: INTERRUPT_PRO_UART1_INTR_MAP_REG (0x0098)
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INTERRUPT_PRO_UART1_INTR_MAP This register is used to map UART1_INTR interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.40: INTERRUPT_PRO_UART2_INTR_MAP_REG (0x009C)
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INTERRUPT_PRO_UART2_INTR_MAP This register is used to map UART2_INTR interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.41: INTERRUPT_PRO_SDIO_HOST_INTERRUPT_MAP_REG (0x00A0)
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INTERRUPT_PRO_SDIO_HOST_INTERRUPT_MAP This register is used to map
SDIO_HOST_INTERRUPT interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.42: INTERRUPT_PRO_PWMO_INTR_MAP_REG (0x00A4)
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INTERRUPT_PRO_PWMO_INTR_MAP This register is used to map PWMO_INTR interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.43: INTERRUPT_PRO_PWM1_INTR_MAP_REG (0x00AS8)
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INTERRUPT_PRO_PWM1_INTR_MAP This register is used to map PWM1_INTR interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.44: INTERRUPT_PRO_PWMZ2_INTR_MAP_REG (0x00AC)
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INTERRUPT_PRO_PWM2_INTR_MAP This register is used to map PWM2_INTR interrupt signal to
one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.45: INTERRUPT_PRO_PWMS3_INTR_MAP_REG (0x00B0)
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INTERRUPT_PRO_PWMS3_INTR_MAP This register is used to map PWMB3_INTR interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.46: INTERRUPT_PRO_LEDC_INT_MAP_REG (0x00B4)
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INTERRUPT_PRO_LEDC_INT_MAP This register is used to map LEDC_INT interrupt signal to one
of the CPU interrupts. (R/W)
Register 4.47: INTERRUPT_PRO_EFUSE_INT_MAP_REG (0x00B8)
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INTERRUPT_PRO_EFUSE_INT_MAP This register is used to map EFUSE_INT interrupt signal to
one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.48: INTERRUPT_PRO_CAN_INT_MAP_REG (0x00BC)
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INTERRUPT_PRO_CAN_INT_MAP This register is used to map CAN_INT interrupt signal to one of
the CPU interrupts. (R/W)
Register 4.49: INTERRUPT_PRO_USB_INTR_MAP_REG (0x00CO0)
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INTERRUPT_PRO_USB_INTR_MAP This register is used to map USB_INTR interrupt signal to one
of the CPU interrupts. (R/W)
Register 4.50: INTERRUPT_PRO_RTC_CORE_INTR_MAP_REG (0x00C4)
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INTERRUPT_PRO_RTC_CORE_INTR_MAP Thisregisteris used to map RTC_CORE_INTR interrupt
signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.51: INTERRUPT_PRO_RMT_INTR_MAP_REG (0x00C8)
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INTERRUPT_PRO_RMT_INTR_MAP This register is used to map RMT_INTR interrupt signal to one
of the CPU interrupts. (R/W)
Register 4.52: INTERRUPT_PRO_PCNT_INTR_MAP_REG (0x00CC)
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INTERRUPT_PRO_PCNT_INTR_MAP This register is used to map PCNT_INTR interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.53: INTERRUPT_PRO_I2C_EXTO_INTR_MAP_REG (0x00D0)
&
Q\/
s
O
¢
©
A/
S N
& &
& N
\31 5|4 o\
\ooooooooooooooooooooooooooo| 16 \Reset
INTERRUPT_PRO_I2C_EXTO_INTR_MAP This register is used to map 12C_EXTO_INTR interrupt
signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.54: INTERRUPT_PRO_I2C_EXT1_INTR_MAP_REG (0x00D4)
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INTERRUPT_PRO_I2C_EXT1_INTR_MAP This register is used to map 12C_EXT1_INTR interrupt
signal to one of the CPU interrupts. (R/W)
Register 4.55: INTERRUPT_PRO_RSA_INTR_MAP_REG (0x00D8)
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INTERRUPT_PRO_RSA_INTR_MAP This register is used to map RSA_INTR interrupt signal to one
of the CPU interrupts. (R/W)
Register 4.56: INTERRUPT_PRO_SHA_INTR_MAP_REG (0x00DC)
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INTERRUPT_PRO_SHA_INTR_MAP This register is used to map SHA_INTR interrupt signal to one
of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.57: INTERRUPT_PRO_AES_INTR_MAP_REG (0x00EOQ)
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INTERRUPT_PRO_AES_INTR_MAP This register is used to map AES_INTR interrupt signal to one
of the CPU interrupts. (R/W)
Register 4.58: INTERRUPT_PRO_SPI2_DMA_INT_MAP_REG (0x00E4)
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INTERRUPT_PRO_SPI2_DMA_INT_MAP This register is used to map SPI2_DMA_INT interrupt sig-
nal to one of the CPU interrupts. (R/W)
Register 4.59: INTERRUPT_PRO_SPI3_DMA_INT_MAP_REG (0x00ES8)
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INTERRUPT_PRO_SPI3_DMA_INT_MAP This register is used to map SPI3_DMA_INT interrupt sig-
nal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.60: INTERRUPT_PRO_WDG_INT_MAP_REG (0x00EC)
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INTERRUPT_PRO_WDG_INT_MAP This register is used to map WDG_INT interrupt signal to one of
the CPU interrupts. (R/W)
Register 4.61: INTERRUPT_PRO_TIMER_INT1_MAP_REG (0x00F0)
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INTERRUPT_PRO_TIMER_INT1_MAP This register is used to map TIMER_INT1 interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.62: INTERRUPT_PRO_TIMER_INT2_MAP_REG (0x00F4)
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INTERRUPT_PRO_TIMER_INT2_MAP This register is used to map TIMER_INTZ2 interrupt signal to
one of the CPU interrupts. (R/W)
Espressif Systems 70 ESP32-S2 TRM (Preliminary V0.3)

Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

4. Interrupt Matrix

Register 4.63: INTERRUPT_PRO_TG_TO_EDGE_INT_MAP_REG (0x00F8)
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INTERRUPT_PRO_TG_TO_EDGE_INT_MAP This register is used to map TG_TO_EDGE_INT inter-
rupt signal to one of the CPU interrupts. (R/W)
Register 4.64: INTERRUPT_PRO_TG_T1_EDGE_INT_MAP_REG (0x00FC)
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INTERRUPT_PRO_TG_T1_EDGE_INT_MAP This register is used to map TG_T1_EDGE_INT inter-
rupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.65: INTERRUPT_PRO_TG_WDT_EDGE_INT_MAP_REG (0x0100)
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INTERRUPT_PRO_TG_WDT_EDGE_INT_MAP This register is used to map TG_WDT_EDGE_INT
interrupt signal to one of the CPU interrupts. (R/W)
Register 4.66: INTERRUPT_PRO_TG_LACT_EDGE_INT_MAP_REG (0x0104)
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INTERRUPT_PRO_TG_LACT_EDGE_INT_MAP This register is used to map TG_LACT_EDGE_INT
interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.67: INTERRUPT_PRO_TG1_TO_EDGE_INT_MAP_REG (0x0108)
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INTERRUPT_PRO_TG1_TO_EDGE_INT_MAP This register is used to map TG1_TO_EDGE_INT in-
terrupt signal to one of the CPU interrupts. (R/W)
Register 4.68: INTERRUPT_PRO_TG1_T1_EDGE_INT_MAP_REG (0x010C)
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INTERRUPT_PRO_TG1_T1_EDGE_INT_MAP This register is used to map TG1_T1_EDGE_INT in-
terrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.69: INTERRUPT_PRO_TG1_WDT_EDGE_INT_MAP_REG (0x0110)
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INTERRUPT_PRO_TG1_WDT_EDGE_INT_MAP This register is used to map TG1_WDT_EDGE_INT
interrupt signal to one of the CPU interrupts. (R/W)

Register 4.70: INTERRUPT_PRO_TG1_LACT_EDGE_INT_MAP_REG (0x0114)
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INTERRUPT_PRO_TG1_LACT_EDGE_INT_MAP This register is used to map
TG1_LACT_EDGE_INT interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.71: INTERRUPT_PRO_CACHE_IA_INT_MAP_REG (0x0118)
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INTERRUPT_PRO_CACHE_IA_INT_MAP This register is used to map CACHE_IA_INT interrupt sig-
nal to one of the CPU interrupts. (R/W)
Register 4.72: INTERRUPT_PRO_SYSTIMER_TARGETO_INT_MAP_REG (0x011C)
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INTERRUPT_PRO_SYSTIMER_TARGETO_INT_MAP This register is used to map SYS-
TIMER_TARGETO_INT interrupt signal to one of the CPU interrupts. (R/W)
Register 4.73: INTERRUPT_PRO_SYSTIMER_TARGET1_INT_MAP_REG (0x0120)
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INTERRUPT_PRO_SYSTIMER_TARGET1_INT_MAP This register is used to map SYS-

TIMER_TARGET1_INT interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.74: INTERRUPT_PRO_SYSTIMER_TARGET2_INT_MAP_REG (0x0124)
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INTERRUPT_PRO_SYSTIMER_TARGET2_INT_MAP This register is used to map SYS-
TIMER_TARGET2_INT interrupt signal to one of the CPU interrupts. (R/W)
Register 4.75: INTERRUPT_PRO_ASSIST_DEBUG_INTR_MAP_REG (0x0128)
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INTERRUPT_PRO_ASSIST_DEBUG_INTR_MAP This register is used to map AS-
SIST_DEBUG_INTR interrupt signal to one of the CPU interrupts. (R/W)
Register 4.76: INTERRUPT_PRO_PMS_PRO_IRAMO_ILG_INTR_MAP_REG (0x012C)
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INTERRUPT_PRO_PMS_PRO_IRAMO_ILG_INTR_MAP This register is used to map
PMS_PRO_IRAMO_ILG_INTR interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.77: INTERRUPT_PRO_PMS_PRO_DRAMO_ILG_INTR_MAP_REG (0x0130)
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INTERRUPT_PRO_PMS_PRO_DRAMO_ILG_INTR_MAP This register is wused to map
PMS_PRO_DRAMO_ILG_INTR interrupt signal to one of the CPU interrupts. (R/W)
Register 4.78: INTERRUPT_PRO_PMS_PRO_DPORT_ILG_INTR_MAP_REG (0x0134)
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INTERRUPT_PRO_PMS_PRO_DPORT_ILG_INTR_MAP This register is used to map
PMS_PRO_DPORT_ILG_INTR interrupt signal to one of the CPU interrupts. (R/W)
Register 4.79: INTERRUPT_PRO_PMS_PRO_AHB_ILG_INTR_MAP_REG (0x0138)
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INTERRUPT_PRO_PMS_PRO_AHB_ILG_INTR_MAP This register is used to map
PMS_PRO_AHB_ILG_INTR interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.80: INTERRUPT_PRO_PMS_PRO_CACHE_ILG_INTR_MAP_REG (0x013C)
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INTERRUPT_PRO_PMS_PRO_CACHE_ILG_INTR_MAP This register is used to map
PMS_PRO_CACHE_ILG_INTR interrupt signal to one of the CPU interrupts. (R/W)
Register 4.81: INTERRUPT_PRO_PMS_DMA_APB_I_ILG_INTR_MAP_REG (0x0140)
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INTERRUPT_PRO_PMS_DMA_APB_I_ILG_INTR_MAP This register is used to map
PMS_DMA_APB_I_ILG_INTR interrupt signal to one of the CPU interrupts. (R/W)
Register 4.82: INTERRUPT_PRO_PMS_DMA_RX_I_ILG_INTR_MAP_REG (0x0144)
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INTERRUPT_PRO_PMS_DMA_RX_I_ILG_INTR_MAP This register is used to map
PMS_DMA_RX_I_ILG_INTR interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.83: INTERRUPT_PRO_PMS_DMA_TX_I_ILG_INTR_MAP_REG (0x0148)
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INTERRUPT_PRO_PMS_DMA_TX_I_ILG_INTR_MAP This register is used to map
PMS_DMA_TX_I_ILG_INTR interrupt signal to one of the CPU interrupts. (R/W)
Register 4.84: INTERRUPT_PRO_SPI_MEM_REJECT_INTR_MAP_REG (0x014C)
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INTERRUPT_PRO_SPI_MEM_REJECT_INTR_MAP This register is used to map
SPI_MEM_REJECT_INTR interrupt signal to one of the CPU interrupts. (R/W)
Register 4.85: INTERRUPT_PRO_DMA_COPY_INTR_MAP_REG (0x0150)
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INTERRUPT_PRO_DMA_COPY_INTR_MAP This register is used to map DMA_COPY_INTR inter-
rupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.86: INTERRUPT_PRO_SPI4_DMA_INT_MAP_REG (0x0154)
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INTERRUPT_PRO_SPI4_DMA_INT_MAP This register is used to map SPI4_DMA_INT interrupt sig-
nal to one of the CPU interrupts. (R/W)
Register 4.87: INTERRUPT_PRO_SPI_INTR_4_MAP_REG (0x0158)
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INTERRUPT_PRO_SPI_INTR_4_MAP This register is used to map SPI_INTR_4 interrupt signal to
one of the CPU interrupts. (R/W)
Register 4.88: INTERRUPT_PRO_DCACHE_PRELOAD_INT_MAP_REG (0x015C)
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INTERRUPT_PRO_DCACHE_PRELOAD_INT_MAP This register is used to map
DCACHE_PRELOAD_INT interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.89: INTERRUPT_PRO_ICACHE_PRELOAD_INT_MAP_REG (0x0160)
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INTERRUPT_PRO_ICACHE_PRELOAD_INT_MAP This register is used to map
ICACHE_PRELOAD_INT interrupt signal to one of the CPU interrupts. (R/W)
Register 4.90: INTERRUPT_PRO_APB_ADC_INT_MAP_REG (0x0164)
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INTERRUPT_PRO_APB_ADC_INT_MAP This register is used to map APB_ADC_INT interrupt signal
to one of the CPU interrupts. (R/W)
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Register 4.91: INTERRUPT_PRO_CRYPTO_DMA_INT_MAP_REG (0x0168)
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3 S
& &
& N
\oo0oooooooooooooooooooooooo| 16 \Reset
INTERRUPT_PRO_CRYPTO_DMA_INT_MAP This register is used to map CRYPTO_DMA_INT in-
terrupt signal to one of the CPU interrupts. (R/W)
Register 4.92: INTERRUPT_PRO_CPU_PERI_ERROR_INT_MAP_REG (0x016C)
§
o
ng
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&/
NY
S
0
A/
3 S
@GQ) &ég\
& N
\ooooooooooooooooooooooooooo 16 \Reset
INTERRUPT_PRO_CPU_PERI_ERROR_INT_MAP This register is used to map
CPU_PERI_ERROR_INT interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.93: INTERRUPT_PRO_APB_PERI_ERROR_INT_MAP_REG (0x0170)
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‘31 5|4 0‘
\oo0oooooooooooooooooooooooo| 16 \Reset
INTERRUPT_PRO_APB_PERI_ERROR_INT_MAP This register is used to map
APB_PERI_ERROR_INT interrupt signal to one of the CPU interrupts. (R/W)
Register 4.94: INTERRUPT_PRO_DCACHE_SYNC_INT_MAP_REG (0x0174)
??
S
?4%
X
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?»
90
Q\O
A/
1) S
Q)&Q) ,{89
& T
‘31 5|4 0‘
\ooooooooooooooooooooooooooo| 16 \Reset

INTERRUPT_PRO_DCACHE_SYNC_INT_MAP This register is used to map DCACHE_SYNC_INT
interrupt signal to one of the CPU interrupts. (R/W)
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4. Interrupt Matrix

Register 4.95: INTERRUPT_PRO_ICACHE_SYNC_INT_MAP_REG (0x0178)

’ooooooooooooooooooooooooooo| 16 ‘Reset

INTERRUPT_PRO_ICACHE_SYNC_INT_MAP This register is used to map ICACHE_SYNC_INT in-
terrupt signal to one of the CPU interrupts. (R/W)

Register 4.96: INTERRUPT_CLOCK_GATE_REG (0x0188)

INTERRUPT_CLK_EN This bit is used to enable or disable the clock of interrupt matrix. 1: enable
the clock; O: disable the clock. (R/W)

INTERRUPT_PRO_NMI_MASK_HW This bit is used to disable all NMI interrupt signals to CPU. (R/W)

Register 4.97: INTERRUPT_PRO_INTR_STATUS_REG_0_REG (0x017C)

Q
&7

E ]

’ 0x000000 \ Reset

INTERRUPT_PRO_INTR_STATUS_0 This register stores the status of the first 32 input interrupt
sources. (RO)
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Register 4.98: INTERRUPT_PRO_INTR_STATUS_REG_1_REG (0x0180)

Sid
Q

<

S
pel
$
(8?‘
S

’ 31 0 ‘
] 0x000000 ‘ Reset

INTERRUPT_PRO_INTR_STATUS_1 This register stores the status of the second 32 input interrupt
sources. (RO)

Register 4.99: INTERRUPT_PRO_INTR_STATUS_REG_2_REG (0x0184)

@/
&
o
K
S
Q\O
S
&
&
’ 31 0 ‘
’ 0x000000 \ Reset

INTERRUPT_PRO_INTR_STATUS_2 This register stores the status of the last 31 input interrupt

sources. (RO)
Register 4.100: INTERRUPT_REG_DATE_REG (0xOFFC)
¥
@/
Q{o
&
N
&
&
S
5 K
& 43‘
N N
]o 0 0 O 0x1904180 ‘Reset
INTERRUPT_DATE Version control register. (R/W)
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5. 10 MUX and GPIO Matrix

5. 10 MUX and GPIO Matrix

5.1 Overview

The ESP32-S2 chip features 43 physical GPIO pads. Each pad can be used as a general-purpose I/O, or be
connected to an internal peripheral signal. The IO MUX, RTC 10 MUX and the GPIO matrix are responsible for
routing signals from the peripherals to GPIO pads. Together these modules provide highly configurable 1/0.

Note that the GPIO pads are numbered from 0 ~ 21 and 26 ~ 46, while GP1046 is input-only.

This chapter describes the selection and connection of the internal signals for the 43 digital pads and control
signals: FUN_SEL, IE, OE, WPU, WPD, etc. These internal signals include:

¢ 116 digital peripheral input signals, control signals: SIG_IN_SEL, SIG_OUT_SEL, IE, OE, etc.
e 182 digital peripheral output signals, control signals: SIG_IN_SEL, SIG_OUT_SEL, IE, OE, etc.
e fast peripheral input and output signals, control signals: IE, OE, etc.

e 22 RTC GPIO signals

GPIO matrix 10 MUX

2 (FUNC) |——

60 | Constant 0 input
tant 1 i it
0(FUNC) 56 e Constant 1 inpu MCU_SEL
Peripheral Signal Y 0 GPIOO_in o x s
sig_in_funcly] N GPIOL in ad X supplie
pGpio) 2 GPIO2_in by VDD3P3_CPU
o e e
@ o GPIOX_in @ | eri0 GPIO [©) A %
S SYNC Filter wey
GPIO_SIGy_IN_SEL o a0,
GPIO_FUNCy_IN_INV_SEL \t\s‘ GPIO53 in o bt %wm
116 peripheral inputs GPIO_FUNCy_IN_SEL
-
GPIO_FUNCx_OUT SEL
182 peripheral outputs
signal0_out —— | 0 GPIO_FUNCX_OUT_INT_SEL| G ERSER
signall_out ——p 1
signal2_out ————m 2
Peripheral Signal Y’ *
L 9 . |. o ® 0(FUNC)
Peripheral Signal Y 1
™ e |. (GPIO)
1 Pad X supplied by
signal251_out ——mw 251 PlOx out | 2(FUNG) bD3Ps RIC 10
X_ou!
GPIO_OUT_DATA_bit_X— | 256 ®| (= %
L1 - weu
OF PAD,
@ ) |00 buf wep
w 3
]
m GPIO and 10 MUX power domain
W] RTC power domain
RTC GPIO - RTC 10 MUX

(D Not every peripheral input has the MUX, only peripheral input signals (Y: 0~3, 7~11, 14~15, 17~18, 108~117, 127~130, 167~171) have this MUX.
The other peripheral inputs only get the input from GPIO Matrix.

®There are 43 GPIO pads(X: 0~21, 26~46), therefore only 43 inputs from GPIO SYNC to GPIO Matrix.
(@ There are few control signals, IE, OE, WPU, WPD, connected to Pad supplied by VDD_3P3_CPU.

(@ only few peripheral outputs have this path, please refer to 10 MUX Pad Table in this chapter.
@There are only 42 outputs (GPIO pad X: 0~21, 26~45) from GPIO matrix to 10 MUX.

(@ There are few control signals, IE, OE, WPU, WPD, connected to Pad supplied by VDD3P3_RTC_IO.

Figure 5-1. 10 MUX, RTC IO MUX and GPIO Matrix Overview

Figure 5-1 shows the overview of IO MUX, RTC 10 MUX and GPIO matrix.
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5. 10 MUX and GPIO Matrix

1. 10 MUX provides one configuration register IO_MUX_n_REG for each GPIO pad. The pad can be
configured to

e perform GPIO function routed by GPIO matrix;
e or perform direct connection bypassing GPIO matrix.

Some high-speed digital signals (SPI, JTAG, UART) can bypass GPIO matrix for better high-frequency
digital performance. In this case, |0 MUX is used to connect these pads directly to the peripheral.

See Section 5.10 for the 10 MUX functions for each I/0O pad.
2. GPIO matrix is a full-switching matrix between the peripheral input/output signals and the pads.

e For input to the chip: each of the 116 internal peripheral inputs can select any GPIO pad as their input
source.

e For output from the chip: each GPIO pad can select any of the 182 peripheral output signals for its
output.

See Section 5.9 for the list of peripheral signals via GPIO matrix.

3. RTC IO MUKX is used to connect GPIO pads to their low-power and analog functions. Only a subset of
GPIO pads have these optional RTC functions.

See Section 5.11 for the list of RTC 10 MUX functions.

5.2 Peripheral Input via GPIO Matrix

5.2.1 Overview

To receive a peripheral input signal via GPIO matrix, the matrix is configured to source the peripheral input signal
from one of the 43 GPIOs (0 ~ 21, 26 ~ 46), see Table 22. Meanwhile, register corresponding to the peripheral
should be set to receive input signal via GPIO matrix.

5.2.2 Synchronization

When signals are directed using the GPIO matrix, the signal will be synchronized to the APB bus clock by the
GPIO SYNC hardware. This synchronization applies to all GPIO matrix signals but does not apply when using the
IO MUX, see Figure 5-1.

Figure 5-2 shows the functionality of GPIO SYNC. In the figure, negative sync and positive sync mean GPIO input
is synchronized on APB clock falling edge and on APB clock rising edge, respectively.
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GPIO input sync

gpio_pinX_syncl_bypass[0]

gpio_pinX_syncl_bypass[1]
gpio input ;

negtive
sync

postive
sync

gpio_pinX_sync2_bypass[0]

gpio_pinX_sync2_bypass[1]

negtive
sync

postive
sync

Second-stage synchronizer

First-stage synchronizer

Figure 5-2. GPIO Input Synchronized on Clock Rising Edge or on Falling Edge

5.2.3 Functional Description
To read GPIO pad X into peripheral signal Y, follow the steps below:

1. Configure register GPIO_FUNCy_IN_SEL_CFG_REG corresponding to peripheral signal ¥ in GPIO matrix:
e Set GPIO_SIGy_IN_SEL to enable peripheral signal input via GPIO matrix.
e Set GPIO_FUNCy_IN_SEL to the value corresponding to GPIO pad X.

Note that some peripheral signals have no valid GPIO_SIGy_IN_SEL bit, namely, there is no MUX module
in Figure 5-1 for these signals (see note 1 below Figure 5-1). These peripherals can only receive input
signals via GPIO matrix.

2. Enable the filter for pad input signals by setting the register IO_MUX_FILTER_EN. Only the signals with a
valid width of more than two clock cycles can be sampled, see Figure 5-3.

clk J\_‘\_‘

1 clock glitch

gpio_iu ~— >2clock A\H—‘ﬁ Hm

filter_out ‘

Figure 5-3. Filter Timing Diagram of GPIO Input Signals

3. Synchronize GPIO input. To do so, please set GPIO_PINx_REG corresponding to GPIO pad X as follows:

e Set GPIO_PINX_SYNC1_BYPASS to enable input signal synchronized on rising edge or on falling edge
in the first clock, see Figure 5-2.

e Set GPIO_PINX_SYNC2_BYPASS to enable input signal synchronized on rising edge or on falling edge
in the second clock, see Figure 5-2.

4. Configure 10 MUX register to enable pad input. For this end, please set I0_MUX_x_REG corresponding to
GPIO pad X as follows:

e Set IO_MUX_FUNL_IE to enable input.
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5. 10 MUX and GPIO Matrix

e Set or clear IO_MUX_FUN_WPU and I0_MUX_FUN_WPD, as desired, to enable or disable pull-up
and pull-down resistors.

For example, to connect RMT channel O input signal (rmt_sig_inQ, signal index 83) to GPIO40, please follow the
steps below. Note that GPIO40 is also named as MTDO pin.

1. Set GPIO_SIG83_IN_SEL in register GPIO_FUNC83_IN_SEL_CFG_REG to enable peripheral signal input
via GPIO matrix.

2. Set GPIO_FUNCB83_IN_SEL in register GPIO_FUNC83_IN_SEL_CFG_REG to 40.

3. Set IO_MUX_FUNL_IE in register IO_MUX_GPIO40_REG to enable pad input.
Note:

¢ One input pad can be connected to multiple peripheral input signals.

¢ The input signal can be inverted by configuring GPIO_FUNCy_IN_INV_SEL.

® [tis possible to have a peripheral read a constantly low or constantly high input value without connecting
this input to a pad. This can be done by selecting a special GPIO_FUNCy_IN_SEL input, instead of a GPIO
number:

- When GPIO_FUNCy_IN_SEL is Ox3C, input signal X is always O.

- When GPIO_FUNCy_IN_SEL is 0x38, input signal X is always 1.

5.2.4 Simple GPIO Input

GPIO_IN_REG/GPIO_IN1_REG holds the input values of each GPIO pad. The input value of any GPIO pad can
be read at any time without configuring GPIO matrix for a particular peripheral signal. However, it is necessary to
enable the input in IO MUX by setting I0O_MUX_FUN_IE bit in register IO_MUX_n_REG corresponding to pad X, as
mentioned in Section 5.2.2.

5.3 Peripheral Output via GPIO Matrix

5.3.1 Overview
To output a signal from a peripheral via GPIO matrix, the matrix is configured to route peripheral output signals (0
~ 11,14 ~ 18, and etc.) to one of the 42 GPIOs (0 ~ 21, 26 ~ 45). See Table 22.

The output signal is routed from the peripheral into GPIO matrix and then into 10 MUX. IO MUX must be
configured to set the chosen pad to GPIO function. This causes the output GPIO signal to be connected to the
pad.

Note:
There is a range of peripheral output signals (223 ~ 227) which are not connected to any peripheral. These can be used

to input a signal from one GPIO pad and output directly to another GPIO pad.

5.3.2 Functional Description
Some of the 182 output signals can be set to go through GPIO matrix into IO MUX and then to a pad. Figure 5-1
illustrates the configuration.

To output peripheral signal Y to a particular GPIO pad X, follow these steps:
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5. 10 MUX and GPIO Matrix

1. Configure register GPIO_FUNCx_OUT_SEL_CFG_REG and GPIO_ENABLE_REG|x] corresponding to GPIO
pad X in GPIO matrix. Recommended operation: use corresponding W1TS (write 1 to set) and W1TC (write
1 to clear) registers to set or clear GPIO_ENABLE_REG.

¢ Set the GPIO_FUNCx_OUT_SEL field in register GPIO_FUNCx_OUT_SEL_CFG_REG to the index of
the desired peripheral output signal Y.

e |f the signal should always be enabled as an output, set the GPIO_FUNCx_OEN_SEL bit in register
GPIO_FUNCx_OUT_SEL_CFG_REG and the bit in register GPIO_ENABLE_W1TS_REG or in register
GPIO_ENABLE1_W1TS_REG, corresponding to GPIO pad X. To have the output enable signal
decided by internal logic (see the column "Output enable of output signals” in Table 22), clear
GPIO_FUNCx_OEN_SEL bit instead.

¢ Clear the corresponding bit in register GPIO_ENABLE_W1TC_REG or in register
GPIO_ENABLE1_W1TC_REG to disable the output from the GPIO pad.

2. For an open drain output, set the GPIO_PINx_PAD_DRIVER bit in register GPIO_PINx_REG corresponding
to GPIO pad X.

3. Configure IO MUX register to enable output via GPIO matrix. Set the I0_MUX_x_REG corresponding to
GPIO pad X as follows:

e Set the field IO_MUX_MCU_SEL to IO_MUX function corresponding to GPIO pad X. This is Function
1, numeric value 1, for all pins.

e Set the IO_MUX_FUN_DRYV field to the desired value for output strength (O ~ 3). The higher the driver
strength, the more current can be sourced/sunk from the pin.

- 0:~5mA

- 1:~10mA

— 2: ~20 mA (Default value)
- 3: ~40mA

e |f using open drain mode, set/clear the IO_MUX_FUN_WPU and I0_MUX_FUN_WPD bits to
enable/disable the internal pull-up/down resistors.

Note:
e The output signal from a single peripheral can be sent to multiple pads simultaneously.
e GPIO46 can not be used as an output.

e The output signal can be inverted by setting GPIO_FUNCn_OUT_INV_SEL bit.

5.3.3 Simple GPIO Output
GPIO matrix can also be used for simple GPIO output. This can be done as below:

e Set GPIO matrix GPIO_FUNCn_OUT_SEL with a special peripheral index 256 (0x100);

e Set the corresponding bit in GPIO_OUT_REG[31:0] or GPIO_OUT1_REG[21:0] register to the desired GPIO
output value.

Note:
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5. 10 MUX and GPIO Matrix

e GPIO_OUT_REGI0] ~ GPIO_OUT_REG[31] correspond to GPIO0 ~ GPIO31, and GPIO_OUT1_REG[25:22]
are invalid.

e GPIO_OUT1_REGI|0] ~ GPIO_OUT1_REG[13] correspond to GPIO32 ~ GPIO45, and
GPIO_OUT1_REG[21:14] are invalid.

¢ Recommended operation: use corresponding W1TS and W1TC registers, such as
GPIO_OUT_WATS/GPIO_OUT_WA1TC to set or clear the registers GPIO_OUT_REG/GPIO_OUT1_REG.

5.3.4 Sigma Delta Modulated Output
5.3.4.1 Functional Description

ESP32-S2 provides a second-order sigma delta modulation module and eight independent modulation channels.
The channels are capable to output 1-bit signals (output index: 100 ~ 107) with sigma delta modulation, and by
default output is enabled for these channels. This module can also output PDM (pulse density modulation) signal
with configurable duty cycle. The transfer function is:

H(z) =X@2z '+ E@(1-z71)?
E(z) is quantization error and X(z) is the input.
Sigma Delta modulator supports scaling down of APB_CLK by divider 1 ~ 256:
e Set GPIOSD_FUNCTION_CLK_EN to enable the modulator clock.
e Configure register GPIOSD_SDn_PRESCALE (n is O ~ 7 for eight channels).
After scaling, the clock cycle is equal to one pulse output cycle from the modulator.

GPIOSD_SDr_IN is a signed number with a range of [-128, 127] and is used to control the duty cycle ! of PDM
output signal.

e GPIOSD_SDn_IN = -128, the duty cycle of the output signal is 0%.

e GPIOSD_SDn_IN = 0, the duty cycle of the output signal is near 50%.

e GPIOSD_SDn_IN = 127, the duty cycle of the output signal is close to 100%.
The formula for calculating PDM signal duty cycle is shown as below:

GPIOSD_SDn_IN + 128
256

Duty_Cycle =

Note:
For PDM signals, duty cycle refers to the percentage of high level cycles to the whole statistical period (several pulse
cycles, for example 256 pulse cycles).

5.3.4.2 SDM Configuration
The configuration of SDM is shown below:
¢ Route one of SDM outputs to a pad via GPIO matrix, see Section 5.3.2.
¢ Enable the modulator clock by setting the register GPIOSD_FUNCTION_CLK_EN.

Espressif Systems 91 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3
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e Configure the divider value by setting the register GPIOSD_SDn_PRESCALE.

e Configure the duty cycle of SDM output signal by setting the register GRPIOSD_SDr_IN.

5.4 Direct I/0 via IO MUX

5.4.1 Overview
Some high-speed signals (SPI and JTAG) can bypass GPIO matrix for better high-frequency digital performance.
In this case, IO MUX is used to connect these pads directly to the peripheral.

This option is less flexible than routing signals via GPIO matrix, as the 10 MUX register for each GPIO pad can
only select from a limited number of functions, but high-frequency digital performance can be improved.

5.4.2 Functional Description
Two registers must be configured in order to bypass GPIO matrix for peripheral input signals:

1. IO_MUX_MCU_SEL for the GPIO pad must be set to the required pad function. For the list of pad
functions, please refer to Section 5.10.

2. Set GPIO_SIGn_IN_SEL to low level to route the input directly to the peripheral.

To bypass GPIO matrix for peripheral output signals, |O_MUX_MCU_SEL for the GPIO pad must be set to the
required pad function. For the list of pad functions, please refer to Section 5.10.

Note:

For peripheral I/0 signals, not all signals can be connected to peripheral via IO MUX. Some specific input signals
and some specific output signals can only be connected to peripheral via GPIO matrix.

5.5 RTC IO MUX for Low Power and Analog I/0

5.5.1 Overview

22 GPIO pads have low power capabilities (RTC domain) and analog functions which are handled by the RTC
subsystem of ESP32-S2. |0 MUX and GPIO matrix are not used for these functions, rather, RTC IO MUX is used
to redirect input/output signals to the RTC subsystem.

When configured as RTC GPIOs, the output pads can still retain the output level value when the chip is in
Deep-sleep mode, and the input pads can wake up the chip from Deep-sleep.

Section 5.11 lists the RTC_MUX pins and their functions.

5.5.2 Functional Description

Each pad with analog and RTC functions is controlled by RTCIO_TOUCH_PADn_MUX_SEL bit in register
RTCIO_TOUCH_PADN_REG. By default all bits in these registers are set to 0, routing all input/output signals via
IO MUX.

If RTCIO_TOUCH_PADN_MUX_SEL is set to 1, then input/output signals to and from that pad is routed to the
RTC subsystem. In this mode, RTCIO_TOUCH_PADn_REG is used for digital input/output and the analog
features of the pad are also available.

Please refer to Section 5.11 for the list of RTC pin functions and the mapping table of GPIO pads to their analog
functions. Note that RTCIO_TOUCH_PADn_REG applies the RTC GPIO pin numbering, not the GPIO pad
numbering.
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5.6 Pin Functions in Light-sleep

Pins may provide different functions when ESP32-S2 is in Light-sleep mode. If IO_MUX_SLP_SEL in register
IO_MUX_n_REG for a GPIO pad is set to 1, a different set of bits will be used to control the pad when the chip is
in Light-sleep mode.

Table 21: Pin Function Register for |0 MUX Light-sleep Mode

: Normal Execution Light-sleep Mode
IO MUX Function
ORIO_MUX_SLP_SEL =0 AND IO_MUX_SLP_SEL =1
Output Drive Strength IO_MUX_FUN_DRV IO_MUX_FUN_DRV
Pullup Resistor IO_MUX_FUN_WPU IO_MUX_MCU_WPU
Pulldown Resistor IO_MUX_FUN_WPD IO_MUX_MCU_WPD
Output Enable (From GPIO Matrix _OEN field)! IO_MUX_MCU_OE

If IO_MUX_SLP_SEL is set to 0, pin functions remain the same in both normal execution and Light-sleep
mode.

Note:
Please refer to Section 5.3.2 for how to enable output in normal execution (when I0_MUX_SLP_SEL = 0).

5.7 Pad Hold Feature

Each IO pad (including the RTC pads) has an individual hold function controlled by a RTC register. When the pad
is set to hold, the state is latched at that moment and will not change no matter how the internal signals change
or how the IO MUX/GPIO configuration is modified. Users can use the hold function for the pads to retain the
pad state through a core reset and system reset triggered by watchdog time-out or Deep-sleep events.

Note:

e For digital pads, to maintain pad input/output status in Deep-sleep mode, users can set RTC_CNTL_DG_PAD_
FORCE_UNHOLD to 0 before powering down. For RTC pads, the input and output values are controlled by the
corresponding bits of register RTC_PAD_HOLD_REG, and users can set it to 1 to hold the value or set it to O to
unhold the value.

e Fordigital pads, to disable the hold function after the chip is woken up, users can set RTC_CNTL_DG_PAD_FORCE_
UNHOLD to 1. To maintain the hold function of the pad, users can change the corresponding bit in register
RTC_PAD_HOLD_REG to 1.

5.8 1/0 Pad Power Supplies

For more information on the power supply for 10 pads, please refer to Pin Definition in ESP32-S2
Datasheet.
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5.8.1

Power Supply Management

Each ESP32-S2 digital pin is connected to one of the four different power domains.

VDD_SPI: configurable power supply

VDD3P3_CPU: the input power supply for CPU

VDD3P3_RTC: the input power supply for RTC analog part

VDD3P3_RTC_IO: the input power supply for both RTC and CPU

VDD_SPI can be configured to use an internal LDO. The LDO input is VDD3P3_RTC_IO and the output is 1.8 V. If
the LDO is not enabled, VDD_SPI is connected directly to the same power supply as VDD3P3_RTC_IO.

The VDD_SPI configuration is determined by the value of strapping pin GPIO45, or can be overriden by eFuse

and/or register settings. See ESP32-S2 Datasheet sections Power Scheme and Strapping Pins for more

details.

5.9 Peripheral Signal List

Table 22 shows the peripheral input/output signals via GPIO matrix.

Table 22: GPIO Matrix

, Default Same input
Signal : : : . Output enable of output
NS Input signals vall',le if signal from | Output signals .
unassigned * | 10 MUX core
0 SPIQ_in 0 yes SPIQ_out SPIQ_oe
1 SPID_in 0 yes SPID_out SPID_oe
2 SPIHD_in 0 yes SPIHD_out SPIHD_oe
3 SPIWP_in 0 yes SPIWP_out SPIWP_oe
4 - - - SPICLK _out_mux SPICLK _oe
5 - - - SPICSO_out SPICS0_oe
6 - - - SPICS1_out SPICS1_oe
7 SPID4_in 0 yes SPID4_out SPID4_oe
8 SPID5_in 0 yes SPID5_out SPID5_oe
9 SPID6_in 0 yes SPID6_out SPID6_oe
10 SPID7_in 0 yes SPID7_out SPID7_oe
11 SPIDQS_in 0 yes SPIDQS_out SPIDQS_oe
14 UORXD_in 0 yes UOTXD_out 1’d1
15 UOCTS_in 0 yes UORTS_out 1'd1
16 UODSR_in 0 no UODTR_out 1°d1
17 U1TRXD_in 0 yes U1TXD_out 1’d1
18 U1CTS_in 0 yes U1RTS_out 1°d1
21 U1DSR_in 0 no U1DTR_out 1’d1
23 12S00_BCK_in 0 no 12S00_BCK_out 1'd1
25 12S00_WS_in 0 no 12S00_WS_out 1°d1
27 12S0I_BCK _in 0 no 12S0I_BCK _out 1'd1
28 12S0I_WS_in 0 no 12S0I_WS_out 1°d1
29 |I2CEXTO_SCL_in 1 no I2CEXTO_SCL_out I2CEXTO_SCL_oe
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5. 10 MUX and GPIO Matrix

: Default Same input
Signal : : : , Output enable of output
N Input signals valt'Je if signal from | Output signals signals
unassigned * | 10 MUX core
30 I2CEXTO_SDA_in 1 no I2CEXTO_SDA_out I2CEXTO_SDA _oe
39 pcnt_sig_ch0_in0 0 no gpio_wlan_prio 1°d1
40 pcnt_sig_ch1_in0 0 no gpio_wlan_active 1'd1
41 pcnt_ctrl_ch0_in0 0 no - 1’d1
42 pcnt_ctrl_ch1_in0 0 no - 1°d1
43 pcnt_sig_chO_in1 0 no - 1’d1
44 pcnt_sig_ch1_in1 0 no - 1°d1
45 pcnt_ctrl_ch0_in1 0 no - 1’d1
46 pent_ctrl_ch1_in1 0 no - 1’d1
47 pent_sig_ch0_in2 0 no - 1'd1
48 pcnt_sig_ch1_in2 0 no - 1'd1
49 pcnt_ctrl_ch0_in2 0 no - 1°d1
50 pcnt_ctrl_ch1_in2 0 no - 1’d1
51 pcnt_sig_ch0_in3 0 no - 1°d1
52 pcent_sig_ch1_in3 0 no - 1'd1
53 pcnt_ctrl_ch0_in3 0 no - 1’d1
54 pent_ctrl_ch1_in3 0 no - 1'd1
64 usb_otg_iddig_in 0 no - 1’d1
65 usb_otg_avalid_in 0 no - 1°d1
66 usb_srp_bvalid_in 0 no usb_otg_idpullup 1°d1
67 usb_otg_vbusvalid_in 0 no usb_otg_dppulldown 1d1
68 usb_srp_sessend_in 0 no usb_otg_dmpulldown 1'd1
69 - - - usb_otg_drvvbus 1d1
70 - - - usb_srp_chrgvbus 1°d1
71 - - - usb_srp_dischrgvbus 1'd1
72 SPI3_CLK in 0 no SPI3_CLK_out_mux SPI3_CLK oe
73 SPI3_Q_in 0 no SPI3_Q_out SPI3_Q_oe
74 SPI3_D_in 0 no SPI3_D_out SPI3_D_oe
75 SPIS_HD_in 0 no SPI3_HD_out SPI3_HD_oe
76 SPI3_CS0_in 0 no SPI3_CS0_out SPI3_CS0_oe
77 - - - SPI3_CS1_out SPI3_CS1_oe
78 - - - SPI3_CS2_out SPI3_CS2_oce
79 - - - ledc_Is_sig_outO 1°d1
80 - - - ledc_lIs_sig_outt 1'd1
81 - - - ledc_Is_sig_out2 1'd1
82 - - - ledc_Is_sig_out3 1°d1
83 rmt_sig_in0 0 no ledc_ls_sig_out4 1'd1
84 rmt_sig_in1 0 no ledc_Is_sig_outb 1°d1
85 rmt_sig_in2 0 no ledc_ls_sig_out6 1'd1
86 rmt_sig_in3 0 no ledc_Is_sig_out7 1’d1
87 - - - rmt_sig_outO 1°d1
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5. 10 MUX and GPIO Matrix

: Default Same input
Signal : : : , Output enable of output
N Input signals valt'Je if signal from | Output signals signals
unassigned * | 10 MUX core

88 - - - rmt_sig_out1 1'd1
89 - - - rmt_sig_out2 1°d1
0 - - - rmt_sig_out3 1'd1
95 [2CEXT1_SCL_in 1 no I2CEXT1_SCL_out I2CEXT1_SCL_oe
96 I2CEXT1_SDA_in 1 no I2CEXT1_SDA_out I2CEXT1_SDA_oe
100 | - - - gpio_sd0_out 1’d1
101 - - - gpio_sd1_out 1°d1
102 | - - - gpio_sd2_out 1'd1
108 | - - - gpio_sd3_out 1°d1
104 | - - - gpio_sd4_out 1'd1
106 | - - - gpio_sdb_out 1'd1
106 | - - - gpio_sd6_out 1°d1
107 | - - - gpio_sd7_out 1'd1
108 | FSPICLK in 0 yes FSPICLK _out_mux FSPICLK _oe
109 | FSPIQ_in 0 yes FSPIQ_out FSPIQ_oe
110 | FSPID_in 0 yes FSPID_out FSPID_oe
111 FSPIHD_in 0 yes FSPIHD_out FSPIHD_oce
112 | FSPIWP_in 0 yes FSPIWP_out FSPIWP_oe
113 | FSPIO4_in 0 yes FSPIIO4_out FSPIIO4_oe
114 | FSPIO5_in 0 yes FSPIIO5_out FSPIIO5_oe
115 | FSPIIO6_in 0 yes FSPIIO6_out FSPIIO6_oe
116 | FSPIO7_in 0 yes FSPIIO7_out FSPIIO7_oe
117 FSPICSO_in 0 yes FSPICSO_out FSPICSO_oe
118 | - - - FSPICS1_out FSPICS1_oe
119 | - - - FSPICS2_out FSPICS2_oe
120 | - - - FSPICS3_out FSPICS3_oe
121 - - - FSPICS4_out FSPICS4_oe
122 | - - - FSPICS5_out FSPICS5_oe
123 | can_rx 1 no can_tx 1'd1
124 | - - - can_bus_off_on 1’d1
125 | - - - can_clkout 1'd1
126 | - - - SUBSPICLK _out_mux SUBSPICLK _oe
127 | SUBSPIQ_in 0 yes SUBSPIQ_out SUBSPIQ_oe
128 | SUBSPID_in 0 yes SUBSPID_out SUBSPID_oe
129 | SUBSPIHD_in 0 yes SUBSPIHD_out SUBSPIHD_oe
130 | SUBSPIWP_in 0 yes SUBSPIWP_out SUBSPIWP_oe
131 - - - SUBSPICSO_out SUBSPICS0_oe
132 | - - - SUBSPICS1 _out SUBSPICS1_oe
133 | - - - FSPIDQS_out FSPIDQS_oe
134 | - - - FSPI_HSYNC_out FSPI_HSYNC_oe
135 | - - - FSPI_VSYNC_out FSPI_VSYNC_oe
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5. 10 MUX and GPIO Matrix

: Default Same input
Signal : : : , Output enable of output
N Input signals valt'Je if signal from | Output signals signals
unassigned * | 10 MUX core
136 | - - - FSPI_DE_out FSPI_DE_oe
137 | - - - FSPICD_out FSPICD_oe
139 | - - - SPI3_CD_out SPI3_CD_oe
140 | - - - SPI3_DQS_out SPI3_DQS_oce
143 | 12S0I_DATA_inO 0 no 12S00_DATA_outO 1°d1
144 | 12S0I_DATA_in1 0 no 12S00_DATA_out 1°d1
145 | I2S0I_DATA_in2 0 no 12S00_DATA _out2 1°d1
146 | I2S0I_DATA_in3 0 no 12S0O_DATA_out3 1°d1
147 | 12S0I_DATA_in4 0 no 12S00_DATA _out4 1°d1
148 | I2S0I_DATA_in5 0 no 12S00_DATA_outb 1°d1
149 | I2S0I_DATA_in6 0 no 12S0O_DATA_out6 1’d1
150 | I2SOI_DATA_in7 0 no 12S00_DATA _out7 1°d1
151 12S0I_DATA_in8 0 no 12S0O_DATA_out8 1°d1
152 | 12S0I_DATA_in9 0 no 12S00_DATA_out9 1'd1
153 | I2S0I_DATA_in10 0 no 12S00_DATA_out10 1°d1
154 | 12SOI_DATA_in11 0 no 12S00_DATA _out11 1’d1
155 | I2S0I_DATA_in12 0 no 12S00_DATA _out12 1’d1
156 | I2SOI_DATA_in13 0 no 12S0O_DATA_out13 1°d1
157 | I2S0I_DATA_in14 0 no 12S00_DATA _out14 1°d1
158 | I2S0I_DATA_in15 0 no 12S00_DATA _out15 1°d1
159 | - - - 12S00_DATA_out16 1°d1
160 | - - - 12S00_DATA _out17 1°d1
161 - - - 12S0O_DATA_out18 1°d1
162 | - - - 12S00_DATA_out19 1°d1
163 | - - - 12S00_DATA_out20 1'd1
164 | - - - 12S00_DATA_out21 1°d1
165 | - - - 2S00 _DATA _out22 1°d1
166 | - - - 12S0O_DATA_out23 1'd1
167 | SUBSPID4_in 0 yes SUBSPID4_out SUBSPID4_oe
168 | SUBSPID5_in 0 yes SUBSPID5_out SUBSPID5_oe
169 | SUBSPID6_in 0 yes SUBSPID6_out SUBSPID6_oe
170 | SUBSPID7_in 0 yes SUBSPID7_out SUBSPID7_oe
171 | SUBSPIDQS_in 0 yes SUBSPIDQS_out SUBSPIDQS_oe
193 | 12S0I_H_SYNC 0 no - 1°d1
194 | 12S0I_V_SYNC 0 no - 1’d1
195 | I2S0I_H_ENABLE 0 no - 1’d1
215 | - - - ant_sel0 1'd1
216 | - - - ant_sell 1'd1
217 | - - - ant_sel2 1'd1
218 | - - - ant_sel3 1’d1
219 | - - - ant_sel4 1'd1
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5. 10 MUX and GPIO Matrix

: Default Same input
Signal : : : , Output enable of output
N Input signals vall'Je if signal from | Output signals signals
unassigned * | 10 MUX core
220 | - - - ant_selb 1'd1
221 - - - ant_sel6 1°d1
222 | - - - ant_sel7 1'd1
223 sig_in_func_223 0 no sig_in_func223 1’d1
224 | sig_in_func_224 0 no sig_in_func224 1°d1
225 | sig_in_func_225 0 no sig_in_func225 1'd1
226 | sig_in_func_226 0 no sig_in_func226 1°d1
227 | sig_in_func_227 0 no sig_in_func227 1'd1
235 pro_alonegpio_in0 0 no pro_alonegpio_out0 1’d1
236 | pro_alonegpio_in1 0 no pro_alonegpio_out1 1°d1
237 | pro_alonegpio_in2 0 no pro_alonegpio_out2 1'd1
238 | pro_alonegpio_in3 0 no pro_alonegpio_out3 1°d1
239 | pro_alonegpio_in4 0 no pro_alonegpio_out4 1'd1
240 | pro_alonegpio_in5 0 no pro_alonegpio_outb 1°d1
241 pro_alonegpio_in6 0 no pro_alonegpio_out6 1°d1
242 pro_alonegpio_in7 0 no pro_alonegpio_out7 1’d1
251 - - - clk_i2s_mux 1'd1
5.10 10 MUX Pad List
Table 23 shows the 10 MUX functions of each I/O pad:
Table 23: 10 MUX Pad List
GPIO| Pad Name Function O Function 1 | Function 2 | Function 3 Function 4 | Reset| Notes
0 GPIOO GPIOO GPIOO - - - 3 R
1 GPIO1 GPIOA1 GPIO1 - - - 1 R
2 GPIO2 GPIO2 GPIO2 - - - 1 R
3 GPIO3 GPIO3 GPIO3 - - - 0 R
4 GPIO4 GPIO4 GPIO4 - - - 0 R
5 GPIO5 GPIO5 GPIO5 - - - 0 R
6 GPIO6 GPIO6 GPIO6 - - - 0 R
7 GPIO7 GPIO7 GPIO7 - - - 0 R
8 GPIO8 GPIO8 GPIO8 - SUBSPICST | - 0 R
9 GPIO9 GPIO9 GPIO9 - SUBSPIHD | FSPIHD 1 R
10 GPIO10 GPIO10 GPIO10 FSPIIO4 SUBSPICSO | FSPICSO 1 R
11 GPIO11 GPIO11 GPIO11 FSPIIO5 SUBSPID FSPID 1 R
12 GPIO12 GPIO12 GPIO12 FSPIIO6 SUBSPICLK | FSPICLK 1 R
13 GPIO13 GPIO13 GPIO13 FSPIIO7 SUBSPIQ FSPIQ 1 R
14 GPIO14 GPIO14 GPIO14 FSPIDQS | SUBSPIWP | FSPIWP 1 R
15 XTAL_32K_P | XTAL_32K_P | GPIO15 UORTS - - 0 R
16 XTAL_32K_N| XTAL_32K_N| GPIO16 UOCTS - - 0 R
17 DAC_1 DAC_1 GPIO17 U1TXD - - 1 R
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5. 10 MUX and GPIO Matrix

GPIO| Pad Name Function O Function 1 | Function 2 | Function 3 Function 4 | Reset| Notes
18 DAC_2 DAC_2 GPIO18 U1TRXD CLK_OUTS | - 1 R
19 GPIO19 GPIO19 GPIO19 U1IRTS CLK_ouT2 | - 0 R
20 GPI020 GPI020 GPI020 U1CTS CLK_OUT1 | - 0 R
21 GPIO21 GPIO21 GPIO21 - - - 0 R
26 SPICST SPICS GPI026 - - - 3 -
27 SPIHD SPIHD GPI027 - - - 3 -
28 SPIWP SPIWP GPIO28 - - - 3 -
29 SPICSO SPICSO GPI029 - - - 3 -
30 SPICLK SPICLK GPIO30 - - - 3 -
31 SPIQ SPIQ GPIO31 - - - 3 -
32 SPID SPID GPI032 - - 3 -
33 GPIO33 GPIO33 GPIO33 FSPIHD SUBSPIHD | SPIIO4 1 -
34 GPIO34 GPIO34 GPIO34 FSPICSO | SUBSPICSO | SPIIO5 1 -
35 GPIO35 GPIO35 GPIO35 FSPID SUBSPID SPIIO6 1 -
36 GPIO36 GPIO36 GPIO36 FSPICLK | SUBSPICLK | SPIIO7 1 -
37 GPI037 GPIO37 GPIO37 FSPIQ SUBSPIQ SPIDQS 1 -
38 GPIO38 GPIO38 GPIO38 FSPIWP SUBSPIWP | - 1 -
39 MTCK MTCK GPIO39 CLK_OUT3| SUBSPICST | - 1 -
40 MTDO MTDO GPIO40 CLK_OuT2| - - 1 -
41 MTDI MTDI GPI041 CLK_OUT1 | - - 1 -
42 MTMS MTMS GPIO42 - - - 1 -
43 UOTXD UOTXD GPIO43 CLK_OUT1| - - 3 -
44 UORXD UORXD GPI044 CLK_OuT?| - - 3 -
45 GPI045 GPIO45 GPIO45 - - - 2 -
46 GPI046 GPI046 GPI046 - - - 2

Reset Configurations

“Reset” column shows the default configuration of each pad after reset:

e 0 - IE=0 (input disabled)

e 1 - |E=1 (input enabled)

e 2 - |E=1, WPD=1 (input enabled, pull-down resistor enabled)

e 3-IE=1, WPU=1 (input enabled, pull-up resistor enabled)

Note:

® R - Pad has RTC/analog functions via RTC IO MUX.

¢ | - Pad can only be configured as input GPIO.

Please refer to Appendix A — ESP32-S2 Pin Lists in ESP32-S2 Datasheet for more details.

5.11

RTC 10 MUX Pin List

Table 24 shows the RTC pins and how they correspond to GPIO pads.
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5. 10 MUX and GPIO Matrix

Table 24: RTC 10 MUX Pin Summary

Analog Function

RTC GPIO Num| GPIO Num| Pad Name

1 2 8 4
0 0 TOUCH_PADO* | RTC_GPIOO - sar_i2c_scl_0
1 1 TOUCH_PAD1 | RTC_GPIO1 - sar_i2c_sda_0
2 2 TOUCH_PAD2 | RTC_GPIO2 - sar_i2c_scl_1
3 3 TOUCH_PAD3 | RTC_GPIO3 - sar_i2c_sda_1
4 4 TOUCH_PAD4 | RTC_GPIO4 - -
5 5 TOUCH_PAD5 | RTC_GPIO5 - -
6 6 TOUCH_PAD6E | RTC_GPIO6 - -
7 7 TOUCH_PAD7 | RTC_GPIO7 - -
8 8 TOUCH_PAD8 | RTC_GPIO8 - -
9 9 TOUCH_PAD9 | RTC_GPIO9 - -
10 10 TOUCH_PAD10| RTC_GPIO10 - -
11 11 TOUCH_PAD11 | RTC_GPIO11 - -
12 12 TOUCH_PAD12| RTC_GPIO12 - -
13 13 TOUCH_PAD13| RTC_GPIO13 - -
14 14 TOUCH_PAD14| RTC_GPIO14 - -
15 15 X32P RTC_GPIO15 - -
16 16 X32N RTC_GPIO16 - -
17 17 PDACH1 RTC_GPIO17 - -
18 18 PDAC?2 RTC_GPIO18 - -
19 19 RTC_PAD19 RTC_GPIO19 - -
20 20 RTC_PAD20 RTC_GPIO20 - -
21 21 RTC_PAD21 RTC_GPIO21 - -

Note: TOUCH_PADQ is an internal channel and its analog functions are not lead to a corresponding external

GPIO.

5.12 Base Address

Users can access GPIO and RTCIO respectively with two register base addresses shown in the following table.

For more information about accessing peripherals from different buses, please see Chapter 1 System and

Memory.

Table 25: GPIO and RTCIO Base Address

Module Name Access to Access Peripheral Base Address
PeriBUS1 O0x3F404000
GPIO ,
PeriBUS2 0x60004000
IO MUX PeriBUS2 0x60004000
GPIOSD PeriBUS2 0x60004F00
PeriBUS1 O0x3F408400
RTCIO ,
PeriBUS2 0x60008400
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5. 10 MUX and GPIO Matrix

5.13 Register Summary

The address in the following part represents the address offset (relative address) with respect to the peripheral

base address, not the absolute address. For detailed information about the base address, please refer to Section

5.12.

5.13.1 GPIO Matrix Register Summary

Name ‘ Description Address | Access
GPIO Configuration Registers
GPIO_BT_SELECT_REG GPIO bit selection register 0x0000 | R/W
GPIO_OUT_REG GPIOO ~ 31 output register 0x0004 | R/W
GPIO_OUT_WAITS_REG GPIOO ~ 31 output bit set register 0x0008 | WO
GPIO_OUT_W1TC_REG GPIOQ ~ 31 output bit clear register 0x000C | WO
GPIO_OUT1_REG GPIO32 ~ 53 output register 0x0010 | R/W
GPIO_OUT1_WA1TS_REG GPIO32 ~ 53 output bit set register 0x0014 | WO
GPIO_OUT1_WA1TC_REG GPIO32 ~ 53 output bit clear register 0x0018 | WO
GPIO_SDIO_SELECT_REG GPIO SDIO selection register 0x001C | R/W
GPIO_ENABLE_REG GPIOQ ~ 31 output enable register 0x0020 | R/W
GPIO_ENABLE_W1TS_REG GPIOO0 ~ 31 output enable bit set register 0x0024 | WO
GPIO_ENABLE_W1TC_REG GPIOO ~ 31 output enable bit clear register 0x0028 | WO
GPIO_ENABLE1_REG GPIO32 ~ 53 output enable register 0x002C | R/'W
GPIO_ENABLE1_WI1TS_REG GPIO32 ~ 53 output enable bit set register 0x0030 | WO
GPIO_ENABLE1_WI1TC_REG GPIO32 ~ 53 output enable bit clear register 0x0034 | WO
GPIO_STRAP_REG Bootstrap pin value register 0x0038 | RO
GPIO_IN_REG GPIOQ ~ 31 input register 0x003C | RO
GPIO_IN1_REG GPIO32 ~ 53 input register 0x0040 | RO
GPIO_PINO_REG Configuration for GPIO pin O 0x0074 | R/W
GPIO_PIN1_REG Configuration for GPIO pin 1 0x0078 | R/W
GPIO_PIN2_REG Configuration for GPIO pin 2 0x007C | R/W
GPIO_PIN51_REG Configuration for GPIO pin 51 0x0140 | R/W
GPIO_PIN52_REG Configuration for GPIO pin 52 0x0144 R/W
GPIO_PIN53_REG Configuration for GPIO pin 53 0x0148 | R/W
GPIO_FUNCO_IN_SEL_CFG_REG Peripheral function O input selection register 0x0154 | R/W
GPIO_FUNCA1_IN_SEL_CFG_REG Peripheral function 1 input selection register 0x0158 | R/W
GPIO_FUNC2_IN_SEL_CFG_REG Peripheral function 2 input selection register 0x015C | RW
GPIO_FUNC253_IN_SEL_CFG_REG Peripheral function 253 input selection register | 0x0548 | R/W
GPIO_FUNC254_IN_SEL_CFG_REG Peripheral function 254 input selection register 0x054C | R/W
GPIO_FUNC255_IN_SEL_CFG_REG Peripheral function 255 input selection register | Ox0550 | R/W
GPIO_FUNCO_OUT_SEL_CFG_REG Peripheral output selection for GPIO0 0x0554 | R/W
GPIO_FUNC1_OUT_SEL_CFG_REG Peripheral output selection for GPIO1 0x0558 | R/W
GPIO_FUNC2_OUT_SEL_CFG_REG Peripheral output selection for GPIO2 0x055C | R/W
GPIO_FUNC51_OUT_SEL_CFG_REG Peripheral output selection for GPIO51 0x0620 | R/W
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5. 10 MUX and GPIO Matrix

Name Description Address | Access
GPIO_FUNC52_OUT_SEL_CFG_REG Peripheral output selection for GPIO52 0x0624 | R/W
GPIO_FUNC53_OUT_SEL_CFG_REG Peripheral output selection for GPIO53 0x0628 | R/W
GPIO_CLOCK_GATE_REG GPIO clock gating register 0x062C | R/W
Interrupt Configuration Registers
GPIO_STATUS_WA1TS_REG GPIOO ~ 31 interrupt status bit set register 0x0048 | WO
GPIO_STATUS_W1TC_REG GPIOO ~ 31 interrupt status bit clear register 0x004C | WO
GPIO_STATUS1_W1TS_REG GPIO32 ~ 53 interrupt status bit set register 0x0054 | WO
GPIO_STATUS1_WI1TC_REG GPIO32 ~ 53 interrupt status bit clear register 0x0058 | WO
GPIO Interrupt Source Registers
GPIO_STATUS_NEXT_REG GPIOO ~ 31 interrupt source register 0x014C | RO
GPIO_STATUS_NEXT1_REG GPIO32 ~ 53 interrupt source register 0x0150 | RO
Interrupt Status Registers
GPIO_STATUS_REG GPIOO ~ 31 interrupt status register 0x0044 | R/W
GPIO_STATUS1_REG GPIO32 ~ 53 interrupt status register 0x0050 | R/W
GPIO_PCPU_INT_REG GPIOO ~ 31 PRO_CPU interrupt status register | 0x005C | RO
GPIO_PCPU_NMI_INT_REG GPIOO ~ 31 PRO_CPU non-maskable interrupt | Ox0060 | RO
status register
GPIO_PCPU_INT1_REG GPIO32 ~ 53 PRO_CPU interrupt status register | 0x0068 | RO
GPIO_PCPU_NMI_INT1_REG GPIO32 ~ 53 PRO_CPU non-maskable interrupt | 0x006C | RO
status register
5.13.2 10 MUX Register Summary
Name Description Address Access
IO_MUX_PIN_CTRL Clock output configuration register 0x0000 R/W
IO_MUX_GPIO0_REG Configuration register for pad GPIOO 0x0004 R/W
IO_MUX_GPIO1_REG Configuration register for pad GPIO1 0x0008 R/W
IO_MUX_GPIO2_REG Configuration register for pad GPIO2 0x000C R/W
IO_MUX_GPIO3_REG Configuration register for pad GPIO3 0x0010 R/W
IO_MUX_GPIO4_REG Configuration register for pad GPIO4 0x0014 R/W
IO_MUX_GPIO5_REG Configuration register for pad GPIO5 0x0018 R/W
IO_MUX_GPIO6_REG Configuration register for pad GPIO6 0x001C R/W
IO_MUX_GPIO7_REG Configuration register for pad GPIO7 0x0020 R/W
IO_MUX_GPIO8_REG Configuration register for pad GPIO8 0x0024 R/W
IO_MUX_GPIO9_REG Configuration register for pad GPIO9 0x0028 R/W
IO_MUX_GPIO10_REG Configuration register for pad GPIO10 0x002C R/W
IO_MUX_GPIO11_REG Configuration register for pad GPIO11 0x0030 R/W
IO_MUX_GPIO12_REG Configuration register for pad GPIO12 0x0034 R/W
IO_MUX_GPIO13_REG Configuration register for pad GPIO13 0x0038 R/W
IO_MUX_GPIO14_REG Configuration register for pad GPIO14 0x003C R/W
IO_MUX_XTAL_32K_P_REG Configuration register for pad XTAL_32K_P 0x0040 R/W
IO_MUX_XTAL_32K_N_REG Configuration register for pad XTAL_32K_N 0x0044 R/W
IO_MUX_DAC_1_REG Configuration register for pad DAC_1 0x0048 R/W
IO_MUX_DAC_2_REG Configuration register for pad DAC_2 0x004C R/W
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5. 10 MUX and GPIO Matrix

Name Description Address Access
IO_MUX_GPIO_19_REG Configuration register for pad GPIO19 0x0050 R/W
IO_MUX_GPIO_20_REG Configuration register for pad GPIO20 0x0054 R/W
IO_MUX_GPIO_21_REG Configuration register for pad GPIO21 0x0058 R/W
IO_MUX_SPICS1_REG Configuration register for pad SPICS1 0x006C R/W
IO_MUX_SPIHD_REG Configuration register for pad SPIHD 0x0070 R/W
IO_MUX_SPIWP_REG Configuration register for pad SPIWP 0x0074 R/W
IO_MUX_SPICSO_REG Configuration register for pad SPICS0 0x0078 R/W
IO_MUX_SPICLK_REG Configuration register for pad SPICLK 0x007C R/W
IO_MUX_SPIQ_REG Configuration register for pad SPIQ 0x0080 R/W
IO_MUX_SPID_REG Configuration register for pad SPID 0x0084 R/W
IO_MUX_GPIO_33_REG Configuration register for pad GPIO33 0x0088 R/W
IO_MUX_GPIO_34_REG Configuration register for pad GPIO34 0x008C R/W
IO_MUX_GPIO_35_REG Configuration register for pad GPIO35 0x0090 R/W
IO_MUX_GPIO_36_REG Configuration register for pad GPIO36 0x0094 R/W
IO_MUX_GPIO_37_REG Configuration register for pad GPIO37 0x0098 R/W
IO_MUX_GPIO_38_REG Configuration register for pad GPIO38 0x009C R/W
IO_MUX_MTCK_REG Configuration register for pad MTCK 0x00AO0 R/W
IO_MUX_MTDO_REG Configuration register for pad MTDO 0x00A4 R/W
IO_MUX_MTDI_REG Configuration register for pad MTDI 0x00A8 R/W
IO_MUX_MTMS_REG Configuration register for pad MTMS 0x00AC R/W
IO_MUX_UOTXD_REG Configuration register for pad UOTXD 0x00BO R/W
IO_MUX_UORXD_REG Configuration register for pad UORXD 0x00B4 R/W
IO_MUX_GPIO_45_REG Configuration register for pad GPIO45 0x00B8 R/W
IO_MUX_GPIO_46_REG Configuration register for pad GPIO46 0x00BC R/W
5.13.3 Sigma Delta Modulated Output Register Summary

Name ‘ Description Address | Access
Configuration Registers

GPIOSD_SIGMADELTAO_REG Duty Cycle Configure Register of SDMO 0x0000 | R/W
GPIOSD_SIGMADELTA1_REG Duty Cycle Configure Register of SDM1 0x0004 | R/W
GPIOSD_SIGMADELTA2_REG Duty Cycle Configure Register of SDM2 0x0008 | R/W
GPIOSD_SIGMADELTA3_REG Duty Cycle Configure Register of SDM3 0x000C | R/W
GPIOSD_SIGMADELTA4_REG Duty Cycle Configure Register of SDM4 0x0010 | R/W
GPIOSD_SIGMADELTA5_REG Duty Cycle Configure Register of SDM5 0x0014 | R/'W
GPIOSD_SIGMADELTA6_REG Duty Cycle Configure Register of SDM6 0x0018 | R/W
GPIOSD_SIGMADELTA7_REG Duty Cycle Configure Register of SDM7 0x001C | R/W
GPIOSD_SIGMADELTA_CG_REG Clock Gating Configure Register 0x0020 | R/W
GPIOSD_SIGMADELTA_MISC_REG MISC Register 0x0024 | R/W
GPIOSD_SIGMADELTA_VERSION_REG | Version Control Register 0x0028 | R/W

5.13.4 RTC IO MUX Register Summary
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5. 10 MUX and GPIO Matrix

Name Description Address | Access
GPIO Configuration and Data Registers

RTCIO_RTC_GPIO_OUT_REG RTC GPIO output register 0x0000 | R/W
RTCIO_RTC_GPIO_OUT_W1TS_REG RTC GPIO output bit set register 0x0004 | WO
RTCIO_RTC_GPIO_OUT_WAI1TC_REG RTC GPIO output bit clear register 0x0008 | WO
RTCIO_RTC_GPIO_ENABLE_REG RTC GPIO output enable register 0x000C | R/W
RTCIO_RTC_GPIO_ENABLE_W1TS_REG| RTC GPIO output enable bit set register 0x0010 | WO
RTCIO_RTC_GPIO_ENABLE_W1TC_REG| RTC GPIO output enable bit clear register 0x0014 | WO
RTCIO_RTC_GPIO_STATUS_REG RTC GPIO interrupt status register 0x0018 | R/W
RTCIO_RTC_GPIO_STATUS_WA1TS_REG | RTC GPIO interrupt status bit set register 0x001C | WO
RTCIO_RTC_GPIO_STATUS_WA1TC_REG | RTC GPIO interrupt status bit clear register 0x0020 | WO
RTCIO_RTC_GPIO_IN_REG RTC GPIO input register 0x0024 | RO
RTCIO_RTC_GPIO_PINO_REG RTC configuration for pin O 0x0028 | R/W
RTCIO_RTC_GPIO_PIN1_REG RTC configuration for pin 1 0x002C | R/W
RTCIO_RTC_GPIO_PIN2_REG RTC configuration for pin 2 0x0030 | R/W
RTCIO_RTC_GPIO_PIN3_REG RTC configuration for pin 3 0x0034 | R/W
RTCIO_RTC_GPIO_PIN19_REG RTC configuration for pin 19 0x0074 | R/W
RTCIO_RTC_GPIO_PIN20_REG RTC configuration for pin 20 0x0078 | R/W
RTCIO_RTC_GPIO_PIN21_REG RTC configuration for pin 21 0x007C | R/W
GPIO RTC Function Configuration Registers

RTCIO_TOUCH_PADO_REG Touch pad 0 configuration register 0x0084 | R/W
RTCIO_TOUCH_PAD1_REG Touch pad 1 configuration register 0x0088 | R/W
RTCIO_TOUCH_PAD2_REG Touch pad 2 configuration register 0x008C | R/W
RTCIO_TOUCH_PAD13_REG Touch pad 13 configuration register 0x00B8 | R/W
RTCIO_TOUCH_PAD14_REG Touch pad 14 configuration register 0x00BC | R/W
RTCIO_XTAL_32P_PAD_REG 32KHz crystal P-pad configuration register 0x00C0 | R/W
RTCIO_XTAL_32N_PAD_REG 32KHz crystal N-pad configuration register 0x00C4 | R/W
RTCIO_PAD_DAC1_REG DAC1 configuration register 0x00C8 | R/W
RTCIO_PAD_DAC2_REG DAGC?2 configuration register 0x00CC | R/W
RTCIO_RTC_PAD19_REG Touch pad 19 configuration register 0x00D0 | R/W
RTCIO_RTC_PAD20_REG Touch pad 20 configuration register 0x00D4 | R/W
RTCIO_RTC_PAD21_REG Touch pad 21 configuration register 0x00D8 | R/W
RTCIO_XTL_EXT_CTR_REG Crystal power down enable GPIO source OxO00EO | R/W
RTCIO_SAR_I2C_IO_REG RTC 12C pad selection Ox00E4 | R/'W

5.14 Registers

The address in the following part represents the address offset (relative address) with respect to the peripheral
base address, not the absolute address. For detailed information about the base address, please refer to Section

5.12.
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5. 10 MUX and GPIO Matrix

5.14.1 GPIO Matrix Registers

Register 5.1: GPIO_BT_SELECT_REG (0x0000)

‘ 0x000000 \ Reset

GPIO_BT_SEL Reserved (R/W)

Register 5.2: GPIO_OUT_REG (0x0004)

OQ§9
&
\§ 7
&
E ]
‘ 0x000000 \ Reset

GPIO_OUT_DATA_ORIG GPIOO ~ 31 output value in simple GPIO output mode. The values of bitO
~ bit31 correspond to the output value of GPIOO ~ GPIO31 respectively. Bit22 ~ bit25 are invalid.

(R/W)

Register 5.3: GPIO_OUT_W1TS_REG (0x0008)

E ]

‘ 0x000000 \ Reset

GPIO_OUT_WI1TS GPIOO ~ 31 output set register. If the value 1 is written to a bit here, the corre-
sponding bit in GPIO_OUT_REG will be set to 1. Recommended operation: use this register to set
GPIO_OUT_REG. (WO)
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5. 10 MUX and GPIO Matrix

Register 5.4: GPIO_OUT_W1TC_REG (0x000C)

E ]

‘ 0x000000 \ Reset

GPIO_OUT_WITC GPIOO ~ 31 output clear register. If the value 1 is written to a bit here, the cor-
responding bit in GPIO_OUT_REG will be cleared. Recommended operation: use this register to
clear GPIO_OUT_REG. (WO)

Register 5.5: GPIO_OUT1_REG (0x0010)

OQBQ
&
S OS\/
@f &
> T ]
\o 0 000 0 0 0 O o| 0X0000 \Reset

GPIO_OUT1_DATA_ORIG GPIO32 ~ 53 output value in simple GPIO output mode. The values of
bit0 ~ bit13 correspond to GPIO32 ~ GPIO45. Bit14 ~ bit21 are invalid. (R/W)

Register 5.6: GPIO_OUT1_W1TS_REG (0x0014)

’6%
(@é\ 09\§\/
%) N
& &
‘31 22|21 0‘
\o 0 0000 0 0 O o| 0x0000 \Reset

GPIO_OUT1_WITS GPIO32 ~ 53 output value set register. If the value 1 is written to a bit here, the
corresponding bit in GPIO_OUT1_REG will be set to 1. Recommended operation: use this register
to set GPIO_OUT1_REG. (WO)
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5. 10 MUX and GPIO Matrix

Register 5.7: GPIO_OUT1_W1TC_REG (0x0018)

O
&
N7
(@& 0\3&
% O7
& &
‘31 22|21 0‘
‘OOOOOOOOOO 0x0000

‘Reset

GPIO_OUT1_WITC GPIO32 ~ 53 output value clear register. If the value 1 is written to a bit here, the
corresponding bit in GPIO_OUT1_REG will be cleared. Recommended operation: use this register

to clear GPIO_OUT1_REG. (WO)

Register 5.8: GPIO_SDIO_SELECT_REG (0x001C)

%Q}/
O/
& $
% Nel¢
& &
‘31 8|7 0‘
\oooooooooooooooooooooooo 0x0 \Reset

GPIO_SDIO_SEL Reserved (R/W)

Register 5.9: GPIO_ENABLE_REG (0x0020)

\ 0x000000

‘Reset

GPIO_ENABLE_DATA GPIOO0 ~ 31 output enable register. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.10: GPIO_ENABLE_W1TS_REG (0x0024)

<
N
<
©
&
‘ 31 0 ‘
‘ 0x000000 \ Reset

GPIO_ENABLE_W1TS GPIOO0 ~ 31 output enable set register. If the value 1 is written to a bit here,
the corresponding bit in GPIO_ENABLE_REG will be set to 1. Recommended operation: use this
register to set GPIO_ENABLE_REG. (WO)

Register 5.11: GPIO_ENABLE_W1TC_REG (0x0028)

,&O
N
<
©
&
‘ 31 0 ‘
‘ 0x000000 \ Reset

GPIO_ENABLE_W1TC GPIOO ~ 31 output enable clear register. If the value 1 is written to a bit here,
the corresponding bit in GPIO_ENABLE_REG will be cleared. Recommended operation: use this
register to clear GPIO_ENABLE_REG. (WO)

Register 5.12: GPIO_ENABLE1_REG (0x002C)

é?
& '
& &
\o 0 0000 000 O 0x0000 \Reset
GPIO_ENABLE1_DATA GPIO32 ~ 53 output enable register. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.13: GPIO_ENABLE1_W1TS_REG (0x0030)
<0

&

Q)& v

é

& ;O
& &

‘31 22|21 0‘

7

\o 0 0000 0 Q0 O o| 0x0000 \Reset

GPIO_ENABLE1_W1TS GPIO32 ~ 53 output enable set register. If the value 1 is written to a bit here,
the corresponding bit in GPIO_ENABLE1_REG will be set to 1. Recommended operation: use this
register to set GPIO_ENABLE1_REG. (WO)

Register 5.14: GPIO_ENABLE1_W1TC_REG (0x0034)

&
Q;\/
QJ\/
> ¥
%Q)é@ \O/
N &

‘31 22|21 0‘
\o 0 0000 0 Q0 O o| 0x0000 \Reset

GPIO_ENABLE1_W1TC GPIO32 ~ 53 output enable clear register. If the value 1 is written to a bit
here, the corresponding bit in GPIO_ENABLE1_REG will be cleared. Recommended operation:
use this register to clear GPIO_ENABLE1_REG. (WO)

Register 5.15: GPIO_STRAP_REG (0x0038)

QQ\&
& o
& &
‘ 31 16 | 15 0 ‘
‘ o o o o o o o o o o o o o o o o 0 ‘ Reset

GPIO_STRAPPING GPIO strapping values: bit4 ~ bit2 correspond to stripping pins GPI045, GPIOO0,
and GPIO46 respectively. (RO)
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5. 10 MUX and GPIO Matrix

Register 5.16: GPIO_IN_REG (0x003C)

E 3

‘ 0 ‘ Reset

GPIO_IN_DATA_NEXT GPIOQ ~ 31 input value. Each bit represents a pad input value, 1 for high level
and 0O for low level. (RO)

Register 5.17: GPIO_IN1_REG (0x0040)

I N
Q A

Q)%QJQ\ \O 7/

AN

‘31 22|21 0‘

\oooooooooo 0 \Reset

GPIO_IN_DATA1_NEXT GPIO32 ~ 53 input value. Each bit represents a pad input value. (RO)
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5. 10 MUX and GPIO Matrix

Register 5.18: GPIO_PIN/_REG (7: 0-53) (0x0074+4%)

\oooooooooooooo 0x0 0x0 |0 OxOOOOxOOOxO‘Reset

GPIO_PINn_SYNC2_BYPASS For the second stage synchronization, GPIO input data can be syn-
chronized on either edge of the APB clock. O: no synchronization; 1: synchronized on falling edge;
2 and 3: synchronized on rising edge. (R/W)

GPIO_PINn_PAD_DRIVER Pad driver selection. 0: normal output; 1: open drain output. (R/W)

GPIO_PINn_SYNC1_BYPASS For the first stage synchronization, GPIO input data can be synchro-
nized on either edge of the APB clock. 0: no synchronization; 1: synchronized on falling edge; 2
and 3: synchronized on rising edge. (R/W)

GPIO_PINA_INT_TYPE Interrupt type selection. 0: GPIO interrupt disabled; 1: rising edge trigger; 2:
falling edge trigger; 3: any edge trigger; 4: low level trigger; 5: high level trigger. (R/W)

GPIO_PINn_WAKEUP_ENABLE GPIO wake-up enable bit, only wakes up the CPU from Light-sleep
(R/W)

GPIO_PINn_CONFIG Reserved (R/W)

GPIO_PINA_INT_ENA Interrupt enable bits. bit13: CPU interrupt enabled; bit14: CPU non-maskable
interrupt enabled. (R/W)

Register 5.19: GPIO_FUNC/_IN_SEL_CFG_REG (n: 0-255) (0x0154+4*n)

\oooooooooooooooooooooooooo 0x0 \Reset

GPIO_FUNC/_IN_SEL Selection control for peripheral input signal m, selects a pad from the 54 GPIO
matrix pads to connect this input signal. Or selects 0x38 for a constantly high input or Ox3C for a
constantly low input. (R/W)

GPIO_FUNC/_IN_INV_SEL Invert the input value. 1: invert enabled; O: invert disabled. (R/W)

GPIO_SIGn_IN_SEL Bypass GPIO matrix. 1: route signals via GPIO matrix, 0: connect signals di-
rectly to peripheral configured in IO_MUX. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.20: GPIO_FUNC/_OUT_SEL_CFG_REG (: 0-53) (0x0554+4%/)

&
S &
ORI &7
SSEES N
C)\’\/d\/d\/ d\/
& S N
2 OO O
& FES &
‘31 2] 11 10 9 |8 0‘
‘O o o0 o o o o o o o o o o o o o o o0 o0 oj0j0}|O0 0x100 ‘Reset

GPIO_FUNCn_OUT_SEL Selection control for GPIO output n. If a value s (0<=s<256) is
written to this field, the peripheral output signal s will be connected to GPIO output
n. If a value 256 is written to this field, bit n of GPIO_OUT_REG/GPIO_OUT1_REG and
GPIO_ENABLE_REG/GPIO_ENABLE1_REG will be selected as the output value and output en-
able. (R/W)

GPIO_FUNCH_OUT_INV_SEL 0: Do not invert the output value; 1: Invert the output value. (R/W)

GPIO_FUNCnH_OEN_SEL 0: Use output enable signal from peripheral; 1: Force the output enable
signal to be sourced from bit n of GRIO_ENABLE_REG. (R/W)

GPIO_FUNCH_OEN_INV_SEL 0: Do not invert the output enable signal; 1: Invert the output enable
signal. (R/W)

Register 5.21: GPIO_CLOCK_GATE_REG (0x062C)

GPIO_CLK_EN Clock gating enable bit. If set to 1, the clock is free running. (R/W)

Register 5.22: GPIO_STATUS_W1TS_REG (0x0048)

E ]

‘ 0x000000 \ Reset

GPIO_STATUS_W1TS GPIOO ~ 31 interrupt status set register. If the value 1 is written to a bit here,
the corresponding bit in GPIO_STATUS_INTERRUPT will be set to 1. Recommended operation:
use this register to set GPIO_STATUS_INTERRUPT. (WO)
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5. 10 MUX and GPIO Matrix

Register 5.23: GPIO_STATUS_W1TC_REG (0x004C)

O
«
N
=
&
o?/\
N
&

E ]

‘ 0x000000 \ Reset

GPIO_STATUS_W1TC GPIOO0 ~ 31 interrupt status clear register. If the value 1 is written to a bit here,
the corresponding bit in GPIO_STATUS_INTERRUPT will be cleared. Recommended operation:
use this register to clear GPIO_STATUS_INTERRUPT. (WO)

Register 5.24: GPIO_STATUS1_W1TS_REG (0x0054)

&
N7
N
S &%
o z
& ;O
& &

‘ 31 22|21 0 ‘
‘ O 0 o o o o o o o o 0x0000 ‘Reset

GPIO_STATUS1_WITS GPIO32 ~ 53 interrupt status set register. If the value 1 is written to a bit here,
the corresponding bit in GPIO_STATUS1_REG will be set to 1. Recommended operation: use this
register to set GPIO_STATUS1_REG. (WO)

Register 5.25: GPIO_STATUS1_W1TC_REG (0x0058)

o
N
N7
i
é@& &Y
% O7
& &

‘ 31 22|21 0 ‘
‘ o 0o 0 0O 0O 0O o o o0 o 0x0000 ‘Reset

GPIO_STATUS1_WITC GPIO32 ~ 53 interrupt status clear register. If the value 1 is written to a bit
here, the corresponding bit in GPIO_STATUS1_REG will be cleared. Recommended operation:
use this register to clear GPIO_STATUS1_REG. (WO)

Espressif Systems 113 ESP32-S2 TRM (Preliminary VO.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

5. 10 MUX and GPIO Matrix

Register 5.26: GPIO_STATUS_NEXT_REG (0x014C)

&
%
L/
S
<<§'\Q\
s
O
é\v‘
O 7
C;z\
’ 31 0 ‘
’ 0x000000 \ Reset

GPIO_STATUS_INTERRUPT_NEXT Interrupt source signal of GPIOO ~ 31, could be rising edge in-
terrupt, falling edge interrupt, level sensitive interrupt and any edge interrupt. (RO)

Register 5.27: GPIO_STATUS_NEXT1_REG (0x0150)

&
L/
N
(8?‘
&
S A
i <
& &
’31 22|21 0‘
’o 0 0000 0 0 O o| 0x0000 ‘Reset

GPIO_STATUS1_INTERRUPT_NEXT Interrupt source signal of GPIO32 ~ 53. (RO)

Register 5.28: GPIO_STATUS_REG (0x0044)

2N
S
&
o>
o~
&
’ 31 0 ‘
’ 0x000000 \ Reset

GPIO_STATUS_INTERRUPT GPIOQ ~ 31 interrupt status register. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.29: GPIO_STATUS1_REG (0x0050)

A
Q
égo
$
» &
& &°
\o 00 00 O0OO0UOTO 0O 0x0000 \Reset
GPIO_STATUS1_INTERRUPT GPIO32 ~ 53 interrupt status register. (R/W)
Register 5.30: GPIO_PCPU_INT_REG (0x005C)
&
7
O
Y
s
‘31 0‘
‘ 0x000000 \ Reset

GPIO_PROCPU_INT GPIOO ~ 31 PRO_CPU interrupt status. This interrupt status is corresponding
to the bit in GPIO_STATUS_REG when assert (high) enable signal (bit13 of GPIO_PINn_REG). (RO)

Register 5.31: GPIO_PCPU_NMI_INT_REG (0x0060)

E ]

‘ 0x000000 \ Reset

GPIO_PROCPU_NMI_INT GPIOO ~ 31 PRO_CPU non-maskable interrupt status. This interrupt sta-
tus is corresponding to the bit in GPIO_STATUS_REG when assert (high) enable signal (bit 14 of
GPIO_PINn_REG). (RO)

Espressif Systems 115 ESP32-S2 TRM (Preliminary VO.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

5. 10 MUX and GPIO Matrix

Register 5.32: GPIO_PCPU_INT1_REG (0x0068)

OQQO
g QX
@’%Q}\\ QQ\O/
‘31 22|21 0‘
\o 0 0000 0 0 O o| 0x0000 \Reset

GPIO_PROCPU1_INT GPIO32 ~ 53 PRO_CPU interrupt status. This interrupt status is correspond-
ing to the bit in GPIO_STATUS1_REG when assert (high) enable signal (bit 13 of GPIO_PINn_REG,).

(RO)

Register 5.33: GPIO_PCPU_NMI_INT1_REG (0x006C)

I
&
Q;%Q)Q\
\$

&
Q7
@)
O
Q\
O 7/
C;z\

‘ 31 22

21 0‘

\oooooooooo

0x0000 \ Reset

GPIO_PROCPU_NMI1_INT

GPIO32 ~ 53 PRO_CPU non-maskable interrupt status. This interrupt

status is corresponding to bit in GPIO_STATUS1_REG when assert (high) enable signal (bit 14 of

GPIO_PINn_REG). (RO)
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5. 10 MUX and GPIO Matrix

5.14.2 10 MUX Registers
Register 5.34: 10_MUX_PIN_CTRL (0x0000)

Qo
Y @ & °
Q?\/ Q’S /s Q\/ Q\/ Q\/
RS Q7 Q7 7
& © 2 9 g
S & & N
S S S S S
ey D D
@ SCIENO O O O
‘31 16|15 14 12|11 8|7 4|3 0‘
\ 0x0 |Ox0| 0x2 | ox0 | ox0 | 0x0 \Reset

I0_MUX_PIN_CTRL_CLKXx If you want to output clock for 12S0 to:
CLK_OUT1 then set IO_MUX_PIN_CTRL[3:0] = 0x0
CLK_OUT?2 then set IO_MUX_PIN_CTRL[3:0] = 0x0 and I0_MUX_PIN_CTRL][7:4] = 0xO0;
CLK_OUT3 then set IO_MUX_PIN_CTRL[3:0] = 0x0 and I0_MUX_PIN_CTRL[11:8] = 0x0.
Note:
Only the above mentioned combinations of clock source and clock output pins are possible.
The CLK_OUT1 ~ 3 can be found in IO_MUX Pad List.

I0_MUX_SWITCH_PRT_NUM |O pad power switch delay, delay unit is one APB clock.

I0_MUX_PAD_POWER_CTRL Select power voltage for GPIO33 ~ 37. 1: select VDD_SPI 1.8 V; O:
select VDD3P3_CPU 3.3 V.
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5. 10 MUX and GPIO Matrix

Register 5.35: I0_MUX_n_REG (1: GPIO0-GPIO21, GP1026-GP1046) (0x0010+4")

3’6 & S o \$‘20\$‘20 & & QQ@’ &
AN RS NSNS
&P STISSE . PPELEYE
S & FFE S S
& N P PP S PPN
@ X R R AR 2 R RN R S 2N RS RR e X

8 716 5

‘31 16|15 14 12|11 10|9

|
\o 0 000 0O0OO0OGOTO OGO OGO OGO OO0 O O|O><O| 0x0 |Ox2 |o|o|o| 00 |o|o|o|o|o\Reset

I0_MUX_MCU_OE Output enable of the pad in sleep mode. 1: Output enabled; O: Output disabled.
(R/W)

I0_MUX_SLP_SEL Sleep mode selection of this pad. Set to 1 to put the pad in sleep mode. (R/W)

I0_MUX_MCU_WPD Pull-down enable of the pad during sleep mode. 1: Internal pull-down enabled;
0: Internal pull-down disabled. (R/W)

I0_MUX_MCU_WPU Pull-up enable of the pad during sleep mode. 1: Internal pull-up enabled; O:
Internal pull-up disabled.

I0_MUX_MCU_IE Input enable of the pad during sleep mode. 1: Input enabled; O: Input disabled.
(R'W)

I0_MUX_FUN_WPD Pull-down enable of the pad. 1: Pull-down enabled; O: Pull-down disabled.
R/W)

I0_MUX_FUN_WPU Pull-up enable of the pad. 1: Internal pull-up enabled; O: Internal pull-up dis-
abled. (R/W)

IO_MUX_FUN_IE Input enable of the pad. 1: Input enabled; O: Input disabled. (R/W)

IO_MUX_FUN_DRV Select the drive strength of the pad. 0: ~5 mA: 1: ~10 mA: 2: ~20 mA; 3: ~40
mA. (R/W)

I0O_MUX_MCU_SEL Select IO MUX function for this signal. 0: Select Function 1; 1: Select Function
2, etc. (R/W)

I0O_MUX_FILTER_EN Enable filter for pin input signals. 1: Filter enabled; 2: Filter disabled. (R/W)

Espressif Systems 118 ESP32-S2 TRM (Preliminary VO.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

5. 10 MUX and GPIO Matrix

5.14.3 Sigma Delta Modulated Output Registers

Register 5.36: GPIOSD_SIGMADELTA/n_REG (n: 0-7) (0x0000+4*)

<
%
5
&
< S
%Q\'\/ %<§\/
S &’ Y
@ © &
‘31 16 | 15 8|7 0‘
\oooooooooooooooo oxff 0x0 \Reset

GPIOSD_SDn_IN This field is used to configure the duty cycle of sigma delta modulation output.
R/W)

GPIOSD_SDn_PRESCALE This field is used to set a divider value to divide APB clock. (R/W)

Register 5.37: GPIOSD_SIGMADELTA_CG_REG (0x0020)

GPIOSD_CLK_EN Clock enable bit of configuration registers for sigma delta modulation. (R/W)

Register 5.38: GPIOSD_SIGMADELTA_MISC_REG (0x0024)

2
\\/L_/
O
«*@/\\O%
<€
Q\ 7/ 0%
Q707 ')
S 5
& K @

GPIOSD_FUNCTION_CLK_EN Clock enable bit of sigma delta modulation. (R/W)

GPIOSD_SPI_SWAP Reserved. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.39: GPIOSD_SIGMADELTA_VERSION_REG (0x0028)

&
&
é)/
O/
N
b\ @Q
Q/
& \O%
N &
‘31 28 | 27 0‘
\o 0 0 o0 0x1802260

‘Reset

GPIOSD_GPIO_SD_DATE Version control register. (R/W)

5.14.4 RTC IO MUX Registers

Register 5.40: RTCIO_RTC_GPIO_OUT_REG (0x0000)

‘31 10 | 9

oooooooooo\Reset

RTCIO_GPIO_OUT_DATA GPIOO ~ 21 output register. Bit10 corresponds to GPIOQ, bit11 corre-

sponds to GPIO1, etc. (R/W)

Register 5.41: RTCIO_RTC_GPIO_OUT_W1TS_REG (0x0004)

’6%
v/
?ﬁ
%
o
N
& =
& NS
‘31 109 0‘
\ 0 oooooooooo\Reset

RTCIO_GPIO_OUT_DATA_W1TS GPIOQ ~ 21 output set register. If the value 1 is written to a bit here,
the corresponding bit in RTCIO_RTC_GPIO_OUT_REG will be set to 1. Recommended operation:

use this register to set RTCIO_RTC_GPIO_OUT_REG. (WO)
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5. 10 MUX and GPIO Matrix

Register 5.42: RTCIO_RTC_GPIO_OUT_W1TC_REG (0x0008)
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RTCIO_GPIO_OUT_DATA_W1TC GPIOO ~ 21 output clear register. If the value 1 is written to a
bit here, the corresponding bit in RTCIO_RTC_GPIO_OUT_REG will be cleared. Recommended
operation: use this register to clear RTCIO_RTC_GPIO_OUT_REG. (WO)

Register 5.43: RTCIO_RTC_GPIO_ENABLE_REG (0x000C)
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RTCIO_GPIO_ENABLE GPIOO ~ 21 output enable. Bit10 corresponds to GPIOO0, bit11 corresponds
to GPIO1, etc. If the bit is set to 1, it means this GPIO pad is output. (R/W)

Register 5.44: RTCIO_RTC_GPIO_ENABLE_W1TS_REG (0x0010)
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RTCIO_GPIO_ENABLE_W1TS GPIOQ ~ 21 output enable set register. If the value 1 is written to a bit
here, the corresponding bit in RTCIO_RTC_GPIO_ENABLE_REG will be set to 1. Recommended
operation: use this register to set RTCIO_RTC_GPIO_ENABLE_REG. (WO)
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5. 10 MUX and GPIO Matrix

Register 5.45: RTCIO_RTC_GPIO_ENABLE_W1TC_REG (0x0014)

‘31 10| 9 0‘

oooooooooo\Rese»c

RTCIO_GPIO_ENABLE_W1TC GPIOO ~ 21 output enable clear register. If the value 1 is written to
a bit here, the corresponding bit in RTCIO_RTC_GPIO_ENABLE_REG will be cleared. Recom-
mended operation: use this register to clear RTCIO_RTC_GPIO_ENABLE_REG. (WO)

Register 5.46: RTCIO_RTC_GPIO_STATUS_REG (0x0018)

‘31 10 | 9 0‘

oooooooooo\Reset

RTCIO_GPIO_STATUS_INT GPIOO ~ 21 interrupt status register. Bit10 corresponds to GPIOO,
bit11 corresponds to GPIO1, etc. This register should be used together with RT-
CIO_RTC_GPIO_PINA_INT_TYPE in RTCIO_RTC_GPIO_PINn_REG. 0: no interrupt; 1: corre-
sponding interrupt. (R/W)

Register 5.47: RTCIO_RTC_GPIO_STATUS_W1TS_REG (0x001C)

’6%
\é&/
&
X
N
ogé2 &
&C)\ %Q)(A
& NS
‘31 10|9 0‘
\ 0 |0000000000\Reset

RTCIO_GPIO_STATUS_INT_W1TS GPIOO ~ 21 interrupt set register. If the value 1 is written to a

bit here, the corresponding bit in RTCIO_GPIO_STATUS_INT will be set to 1.

Recommended

operation: use this register to set RTCIO_GPIO_STATUS_INT. (WQO)
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5. 10 MUX and GPIO Matrix

Register 5.48: RTCIO_RTC_GPIO_STATUS_W1TC_REG (0x0020)
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RTCIO_GPIO_STATUS_INT_W1TC GPIOO ~ 21 interrupt clear register. If the value 1 is written to
a bit here, the corresponding bit in RTCIO_GPIO_STATUS_INT will be cleared. Recommended
operation: use this register to clear RTCIO_GPIO_STATUS_INT. (WO)

Register 5.49: RTCIO_RTC_GPIO_IN_REG (0x0024)
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‘31 0|9 0‘
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RTCIO_GPIO_IN_NEXT GPIOO0 ~ 21 input value. Bit10 corresponds to GPIOO, bit11 corresponds to
GPIO1, etc. Each bit represents a pad input value, 1 for high level, and 0 for low level. (RO)
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5. 10 MUX and GPIO Matrix

Register 5.50: RTCIO_RTC_GPIO_PIN/_REG (1: 0-21) (0x0028+4%)
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RTCIO_GPIO_PINn_PAD_DRIVER Pad driver selection. 0: normal output; 1: open drain. (R/W)

RTCIO_GPIO_PINA_INT_TYPE GPIO interrupt type selection. 0: GPIO interrupt disabled; 1: rising
edge trigger; 2: falling edge trigger; 3: any edge trigger; 4: low level trigger; 5: high level trigger.

(R/W)

RTCIO_GPIO_PINn_WAKEUP_ENABLE GPIO wake-up enable. This will only wake up ESP32-52

from Light-sleep. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.51: RTCIO_TOUCH_PAD/_REG (1: 0-14) (0x0084-+4*")
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RTCIO_TOUCH_PAD_FUNL_IE Input enable in normal execution. (R/W)
RTCIO_TOUCH_PADn_SLP_OE Output enable in sleep mode. (R/W)
RTCIO_TOUCH_PAD_SLP_IE Input enable in sleep mode. (R/W)
RTCIO_TOUCH_PADN_SLP_SEL 0: no sleep mode; 1: enable sleep mode. (R/W)
RTCIO_TOUCH_PADn_FUN_SEL Function selection. (R/W)

RTCIO_TOUCH_PADn_MUX_SEL Connect the RTC pad input to digital pad input. O is available.
R/W)

RTCIO_TOUCH_PADn_XPD Touch sensor power on. (R/W)
RTCIO_TOUCH_PADN_TIE_OPT The tie option of touch sensor. 0: tie low; 1: tie high. (R/W)
RTCIO_TOUCH_PADN_START Start touch sensor. (R/W)

RTCIO_TOUCH_PADn_DAC Touch sensor slope control. 3-bit for each touch pad, defaults to Ox4.
R/W)

RTCIO_TOUCH_PADn_RUE Pull-down enable of the pad. 1: internal pull-down enabled, O: internal
pull-down disabled. (R/W)

RTCIO_TOUCH_PADn_RDE Pull-up enable of the pad. 1: internal pull-up enabled; O: internal pull-up
disabled. (R/W)

RTCIO_TOUCH_PADn_DRV Select the drive strength of the pad. 0: ~5 mA: 1: ~10 mA: 2: ~20 mA;
3: ~40 mA. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.52: RTCIO_XTAL_32P_PAD_REG (0x00CO0)
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RTCIO_X32P_FUN_IE Input enable in normal execution. (R/W)
RTCIO_X32P_SLP_OE Output enable in sleep mode. (R/W)
RTCIO_X32P_SLP_IE Input enable in sleep mode. (R/W)
RTCIO_X32P_SLP_SEL 1: enable sleep mode; 0: no sleep mode (R/W)
RTCIO_X32P_FUN_SEL Function selection (R/W)
RTCIO_X32P_MUX_SEL 1: use RTC GPIO, 0: use digital GPIO (R/W)

RTCIO_X32P_RUE Pull-down enable of the pad. 1: internal pull-down enabled; O: internal pull-down

disabled. (R/W)
RTCIO_X32P_RDE Pull-up enable of the pad. 1: internal pull-up enabled; O: internal pull-up disabled.
R/W)
RTCIO_X32P_DRV Select the drive strength of the pad. 0: ~5 mA: 1: ~10 mA: 2: ~20 mA; 3: ~40
mA. (R/W)
Espressif Systems 126 ESP32-S2 TRM (Preliminary V0.3)

Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

5. 10 MUX and GPIO Matrix

Register 5.53: RTCIO_XTAL_32N_PAD_REG (0x00C4)
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RTCIO_X32N_FUN_IE Input enable in normal execution. (R/W)
RTCIO_X32N_SLP_OE Output enable in sleep mode. (R/W)
RTCIO_X32N_SLP_IE Input enable in sleep mode. (R/W)
RTCIO_X32N_SLP_SEL 1: enable sleep mode; 0: no sleep mode (R/W)
RTCIO_X32N_FUN_SEL Function selection (R/W)
RTCIO_X32N_MUX_SEL 1: use RTC GPIO, 0O: use digital GPIO (R/W)

RTCIO_X32N_RUE Pull-down enable of the pad. 1: internal pull-down enabled; O: internal pull-down

disabled. (R/W)
RTCIO_X32N_RDE Pull-up enable of the pad. 1: internal pull-up enabled; O: internal pull-up disabled.
(R/W)
RTCIO_X32N_DRV Select drive strength of the pad. 0: ~5 mA; 1: ~10 mA; 2: ~20 mA; 3: ~40 mA.
(R/W)
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5. 10 MUX and GPIO Matrix

Register 5.54: RTCIO_PAD_DAC1_REG (0x00C8)
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RTCIO_PDAC1_DAC Configure DAC_1 output when RTCIO_PDAC1_DAC_XPD_FORCE is set to 1.
(R/W)

RTCIO_PDAC1_XPD_DAC When RTCIO_PDAC1_DAC_XPD_FORCE is set to 1, 1: enable DAC_1
output; 0: disable DAC_1 output. (R/W)

RTCIO_PDAC1_DAC_XPD_FORCE 1: use RTCIO_PDAC1_XPD_DAC to control DAC_1 output; 0:
use SAR ADC FSM to control DAC_1 output. (R/W)

RTCIO_PDAC1_FUN_IE Input enable in normal execution. (R/W)
RTCIO_PDAC1_SLP_OE Output enable in sleep mode. (R/W)
RTCIO_PDAC1_SLP_IE Input enable in sleep mode. (R/W)
RTCIO_PDAC1_SLP_SEL 1: enable sleep mode; 0: no sleep mode. (R/W)
RTCIO_PDAC1_FUN_SEL DAC_1 function selection. (R/W)
RTCIO_PDAC1_MUX_SEL 1: use RTC GPIO, 0: use digital GPIO (R/W)

RTCIO_PDAC1_RUE Pull-down enable of the pad. 1: internal pull-down enabled, O: internal pull-
down disabled. (R/W)

RTCIO_PDAC1_RDE Pull-up enable of the pad. 1: internal pull-up enabled; O: internal pull-up dis-
abled. (R/W)

RTCIO_PDAC1_DRV Select drive strength of the pad. 0: ~5 mA; 1: ~10 mA; 2: ~20 mA; 3: ~40
mA. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.55: RTCIO_PAD_DAC2_REG (0x00CC)
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RTCIO_PDAC2_DAC Configure DAC_2 output when RTCIO_PDAC2_DAC_XPD_FORCE is set to 1.
(R/W)

RTCIO_PDAC2_XPD_DAC When RTCIO_PDAC2_DAC_XPD_FORCE is set to 1, 1: enable DAC_2
output; 0: disable DAC_2 output. (R/W)

RTCIO_PDAC2_DAC_XPD_FORCE 1: use RTCIO_PDAC2_XPD_DAC to control DAC_2 output; 0:
use SAR ADC FSM to control DAC_2 output. (R/W)

RTCIO_PDAC2_FUN_IE Input enable in normal execution. (R/W)
RTCIO_PDAC2_SLP_OE Output enable in sleep mode. (R/W)
RTCIO_PDAC2_SLP_IE Input enable in sleep mode. (R/W)
RTCIO_PDAC2_SLP_SEL 1: enable sleep mode; 0: no sleep mode (R/W)
RTCIO_PDAC2_FUN_SEL DAC_2 function selection. (R/W)
RTCIO_PDAC2_MUX_SEL 1: use RTC GPIO, 0O: use digital GPIO. (R/W)

RTCIO_PDAC2_RUE Pull-down enable of the pad. 1: internal pull-down enabled, O: internal pull-
down disabled. (R/W)

RTCIO_PDAC2_RDE Pull-up enable of the pad. 1: internal pull-up enabled; O: internal pull-up dis-
abled. (R/W)

RTCIO_PDAC2_DRV Select drive strength of the pad. 0: ~5 mA; 1: ~10 mA; 2: ~20 mA; 3: ~40
mA. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.56: RTCIO_RTC_PAD19_REG (0x00D0)
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RTCIO_RTC_PAD19_FUN_IE Input enable in normal execution. (R/W)
RTCIO_RTC_PAD19_SLP_OE Output enable in sleep mode. (R/W)
RTCIO_RTC_PAD19_SLP_IE Input enable in sleep mode. (R/W)
RTCIO_RTC_PAD19_SLP_SEL 1: enable sleep mode; O: no sleep mode. (R/W)
RTCIO_RTC_PAD19_FUN_SEL Function selection (R/W)
RTCIO_RTC_PAD19_MUX_SEL 1: use RTC GPIO, 0: use digital GPIO (R/W)

RTCIO_RTC_PAD19_RUE Pull-down enable of the pad. 1: internal pull-down enabled, O: internal
pull-down disabled. (R/W)

RTCIO_RTC_PAD19_RDE Pull-up enable of the pad. 1: internal pull-up enabled; O: internal pull-up

disabled. (R/W)
RTCIO_RTC_PAD19_DRV Select drive strength of the pad. 0: ~5 mA; 1: ~10 mA; 2: ~20 mA,; 3:
~40 mA. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.57: RTCIO_RTC_PAD20_REG (0x00D4)
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RTCIO_RTC_PAD20_FUN_IE Input enable in normal execution. (R/W)
RTCIO_RTC_PAD20_SLP_OE Output enable in sleep mode. (R/W)
RTCIO_RTC_PAD20_SLP_IE Input enable in sleep mode. (R/W)
RTCIO_RTC_PAD20_SLP_SEL 1: enable sleep mode; O: no sleep mode. (R/W)
RTCIO_RTC_PAD20_FUN_SEL Function selection. (R/W)
RTCIO_RTC_PAD20_MUX_SEL 1: use RTC GPIO, 0O: use digital GPIO. (R/W)

RTCIO_RTC_PAD20_RUE Pull-down enable of the pad. 1: internal pull-down enabled; O: internal
pull-down disabled. (R/W)

RTCIO_RTC_PAD20_RDE Pull-up enable of the pad. 1: internal pull-up enabled; O: internal pull-up

disabled. (R/W)
RTCIO_RTC_PAD20_DRV Select drive strength of the pad. 0: ~5 mA; 1: ~10 mA; 2: ~20 mA,; 3:
~40 mA. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.58: RTCIO_RTC_PAD21_REG (0x00D8)
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RTCIO_RTC_PAD21_FUN_IE Input enable in normal execution. (R/W)
RTCIO_RTC_PAD21_SLP_OE Output enable in sleep mode. (R/W)
RTCIO_RTC_PAD21_SLP_IE Input enable in sleep mode. (R/W)
RTCIO_RTC_PAD21_SLP_SEL 1: enable sleep mode; O: no sleep mode. (R/W)
RTCIO_RTC_PAD21_FUN_SEL Function selection. (R/W)
RTCIO_RTC_PAD21_MUX_SEL 1: use RTC GPIO,0: use digital GPIO. (R/W)

RTCIO_RTC_PAD21_RUE Pull-down enable of the pad. 1: internal pull-down enabled; O: internal
pull-down disabled. (R/W)

RTCIO_RTC_PAD21_RDE Pull-up enable of the pad. 1: internal pull-up enabled; O: internal pull-up

disabled. (R/W)
RTCIO_RTC_PAD21_DRV Select drive strength of the pad. 0: ~5 mA; 1: ~10 mA; 2: ~20 mA,; 3:
~40 mA. (R/W)
Register 5.59: RTCIO_XTL_EXT_CTR_REG (0x00EQ)
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RTCIO_XTL_EXT_CTR_SEL Select the external crystal power down enable source to get into
sleep mode. 0: select GPIOO; 1: select GPIO1, etc. The input value on this pin XOR
RTC_CNTL_EXT_XTL_CONF_REGI30] is the crystal power down enable signal. (R/W)
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5. 10 MUX and GPIO Matrix

Register 5.60: RTCIO_SAR_I2C_IO_REG (0x00E4)
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RTCIO_SAR_I2C_SCL_SEL Selects a pad the RTC 12C SCL signal connects to. 0: use TOUCH
PADQO; 1: use TOUCH PAD2. (R/W)

RTCIO_SAR_I2C_SDA_SEL Selects a pad the RTC 12C SDA signal connects to. 0: use TOUCH
PAD1; 1: use TOUCH PAD3. (R/W)

Espressif Systems

133 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

6. System Registers

6. System Registers

6.1 Overview

The ESP32-S2 integrates a large number of peripherals, and enables the control of individual peripherals to
achieve optimal characteristics in performance-vs-power-consumption scenarios. Specifically, ESP32-S2 has a
various of system configuration registers that can be used for the chip’s clock management (clock gating), power
management, and the configuration of peripherals and core-system modules. This chapter lists all these system
registers and their functions.

6.2 Features
ESP32-S2 system registers can be used to control the following peripheral blocks and core modules:

e System and memory

Reset and clock

Interrupt matrix

eFuse controller

¢ Low-power management

Peripheral clock gating and reset

6.3 Function Description

6.3.1 System and Memory Registers
The following registers are used for system and memory configuration, such as cache configuration and memory
remapping. For additional information, please refer to Chapter 1 System and Memory.

e SYSTEM_ROM_CTRL_O_REG

e SYSTEM_ROM_CTRL_1_REG

e SYSTEM_SRAM_CTRL_O0_REG

e SYSTEM_SRAM_CTRL_1_REG

e SYSTEM_SRAM_CTRL_2_REG

o SYSTEM_RSA_PD_CTRL_REG

¢ SYSTEM_MEM_PD_MASK_REG

e SYSTEM_CACHE_CONTROL_REG

e SYSTEM_BUSTOEXTMEM_ENA_REG

e SYSTEM_EXTERNAL_DEVICE_ENCRYPT_DECRYPT_CONTROL_REG
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6. System Registers

ROM Power Consumption Control

Registers SYSTEM_ROM_CTRL_0O_REG and SYSTEM_ROM_CTRL_1_REG can be used to control the power
consumption of ESP32-52’s ROM. Specifically:

e Setting different bits of the SYSTEM_ROM_FO field in register SYSTEM_ROM_CTRL_0_REG forces on the
clock gates of different blocks of ROM.

e Setting different bits of the SYSTEM_ROM_FORCE_PD field in register SYSTEM_ROM_CTRL_1_REG
powers down different blocks of internal ROM.

e Setting different bits of the SYSTEM_ROM_FORCE_PU field in register SYSTEM_ROM_CTRL_1_REG
powers up different blocks of internal ROM.

For detailed information about the controlling bits of different blocks, please see Table 30 below.

Table 30: ROM Controlling Bit

ROM Lowest Address1 Highest Address1 | Lowest Address2 | Highest Address2 | Controlling Bit
BlockO 0x4000_0000 0x4000_FFFF - - Bit0
Block 0x4001_2000 0x4001_FFFF Ox3FFA_0000 Ox3FFA_FFFF Bit1

SRAM Power Consumption Control

Registers SYSTEM_SRAM_CTRL_0_REG, SYSTEM_SRAM_CTRL_1_REG, and SYSTEM_SRAM_CTRL_2_REG
can be used to control the power consumption of ESP32-S2’s internal SRAM. Specifically,

e Setting different bits of the SYSTEM_SRAM_FO field in register SYSTEM_SRAM_CTRL_0_REG forces on
the clock gates of different blocks of internal SRAM.

¢ Setting different bits of the SYSTEM_SRAM_FORCE_PD field in register SYSTEM_SRAM_CTRL_1_REG

powers down different blocks of internal SRAM.

e Setting different bits of the SYSTEM_SRAM_FORCE_PU field in register SYSTEM_SRAM_CTRL_2_REG
powers up different blocks of internal SRAM.

For detailed information about the controlling bits of different blocks, please see Table 31 below.

Table 31: SRAM Controlling Bit

SRAM Lowest Address1 Highest Address1 | Lowest Address2 | Highest Address2 | Controlling Bit
BlockO 0x4002_0000 0x4002_1FFF Ox3FFB_0000 Ox3FFB_1FFF Bit0
Block1 0x4002_2000 0x4002_3FFF Ox3FFB_2000 Ox3FFB_3FFF Bit1
Block2 0x4002_4000 0x4002_5FFF Ox3FFB_4000 Ox3FFB_5FFF Bit2
Block3 0x4002_6000 0x4002_7FFF Ox3FFB_6000 Ox3FFB_7FFF Bit3
Block4 0x4002_8000 0x4002_BFFF 0x3FFB_8000 Ox3FFB_BFFF Bit4
Block5 0x4002_C000 Ox4002_FFFF Ox3FFB_C000 Ox3FFB_FFFF Bit5
Block6 0x4003_0000 0x4003_3FFF Ox3FFC_0000 Ox3FFC_SFFF Bit6
Block7 0x4003_4000 0x4003_7FFF Ox3FFC_4000 OX3FFC_7FFF Bit7
Block8 0x4003_8000 0x4003_BFFF Ox3FFC_8000 Ox3FFC_BFFF Bit8
Block9 0x4003_C000 0x4003_FFFF Ox3FFC_C000 Ox3FFC_FFFF Bit9
Block10 0x4004_0000 0x4004_3FFF Ox3FFD_0000 Ox3FFD_3FFF Bit10
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Block11

0x4004_4000

0x4004_7FFF

Ox3FFD_4000

Ox3FFD_7FFF

Bit11

Block12

0x4004_8000

0x4004_BFFF

Ox3FFD_8000

Ox3FFD_BFFF

Bit12

Block13

0x4004_C000

0x4004_FFFF

Ox3FFD_C000

OX3FFD_FFFF

Bit13

Block14

0x4005_0000

0x4005_3FFF

Ox3FFE_0000

Ox3FFE_3FFF

Bit14

Block15

0x4005_4000

Ox4005_7FFF

Ox3FFE_4000

Ox3FFE_7FFF

Bit15

Block16

0x4005_8000

0x4005_BFFF

Ox3FFE_8000

Ox3FFE_BFFF

Bit16

Block17

0x4005_C000

Ox4005_FFFF

Ox3FFE_C000

OX3FFE_FFFF

Bit17

Block18

0x4006_0000

0x4006_3FFF

Ox3FFF_0000

Ox3FFF_3FFF

Bit18

Block19

0x4006_4000

O0x4006_7FFF

Ox3FFF_4000

OX3FFF_7FFF

Bit19

Block20

0x4006_8000

0x4006_BFFF

Ox3FFF_8000

Ox3FFF_BFFF

Bit20

Block21

0x4006_C000

O0x4006_FFFF

Ox3FFF_C000

OX3FFF_FFFF

Bit21

6.3.2 Reset and Clock Registers

The following registers are used for reset and clock. For additional information, please refer to Chapter 2 Reset

and Clock.

e SYSTEM_CPU_PER_CONF_REG

o SYSTEM_SYSCLK_CONF_REG

e SYSTEM_BT_LPCK_DIV_FRAC_REG

6.3.3 Interrupt Matrix Registers

The following registers are used for generating the CPU interrupt signals for the interrupt matrix. For additional
information, please refer to Chapter 4 Interrupt Matrix

e SYSTEM_CPU_INTR_FROM_CPU_O_REG

e SYSTEM_CPU_INTR_FROM_CPU_1_REG

e SYSTEM_CPU_INTR_FROM_CPU_2_REG

e SYSTEM_CPU_INTR_FROM_CPU_3_REG

6.3.4 JTAG Software Enable Registers

The following registers are used for revoking the temporary disable of eFuse to JTAG.

o SYSTEM_JTAG_CTRL_O_REG

o SYSTEM_JTAG_CTRL_1_REG

e SYSTEM_JTAG_CTRL_2_REG

o SYSTEM_JTAG_CTRL_3_REG

e SYSTEM_JTAG_CTRL_4_REG

e SYSTEM_JTAG_CTRL_5_REG

e SYSTEM_JTAG_CTRL_6_REG

e SYSTEM_JTAG_CTRL_7_REG
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6.3.5 Low-power Management Registers
The following registers are used for low-power management.

e SYSTEM_RTC_FASTMEM_CONFIG_REG

e SYSTEM_RTC_FASTMEM_CRC_REG

6.3.6 Peripheral Clock Gating and Reset Registers
The following registers are used for controlling the clock gating and reset of different peripherals. Details can be

seen in Table 32.

SYSTEM_CPU_PERI_CLK_EN_REG
SYSTEM_CPU_PERI_RST_EN_REG
SYSTEM_PERIP_CLK_ENO_REG
SYSTEM_PERIP_RST_ENO_REG
SYSTEM_PERIP_CLK_EN1_REG
SYSTEM_PERIP_RST_EN1_REG

Table 32: Peripheral Clock Gating and Reset Bits

Peripheral

Clock Enabling Bit*

Reset Controlling Bit??

CPU Peripherals

SYSTEM_CPU_PERI_CLK_EN_REG

SYSTEM_CPU_PERI_RST_EN_REG

DEDICATED GPIO SYSTEM_CLK_EN_DEDICATED_GPIO | SYSTEM_RST_EN_DEDICATED_GPIO
Peripherals SYSTEM_PERIP_CLK_ENO_REG SYSTEM_PERIP_RST_ENO_REG
Timers SYSTEM_TIMERS_CLK_EN SYSTEM_TIMERS_RST

Timer GroupO SYSTEM_TIMERGROUP_CLK_EN SYSTEM_TIMERGROUP_RST

Timer Group1 SYSTEM_TIMERGROUP1_CLK_EN SYSTEM_TIMERGROUP1_RST

System Timer

SYSTEM_SYSTIMER_CLK_EN

SYSTEM_SYSTIMER_RST

UARTO SYSTEM_UART_CLK_EN SYSTEM_UART_RST
UART1 SYSTEM_UART1_CLK_EN SYSTEM_UART1_RST
UART MEM SYSTEM_UART_MEM_CLK_EN 4 SYSTEM_UART_MEM_RST
SPI0, SPI1 SYSTEM_SPIO1_CLK_EN SYSTEM_SPIO1_RST
SPI2 SYSTEM_SPI2_CLK_EN SYSTEM_SPI2_RST

SPI3 SYSTEM_SPI3_DMA_CLK_EN SYSTEM_SPI3_RST

SP14 SYSTEM_SPI4_CLK_EN SYSTEM_SPI4_RST

SPI2 DMA SYSTEM_SPI2_DMA_CLK_EN SYSTEM_SPI2_DMA_RST
SPI3 DMA SYSTEM_SPI3_DMA_CLK_EN SYSTEM_SPI3_DMA_RST
12CO SYSTEM_I2C_EXTO_CLK_EN SYSTEM_I2C_EXTO_RST
12C1 SYSTEM_I2C_EXT1_CLK_EN SYSTEM_I2C_EXT1_RST
12S0 SYSTEM_I2S0_CLK_EN SYSTEM_I2SO_RST

1251 SYSTEM_I251_CLK_EN SYSTEM_SPI2_DMA_RST

TWAI Controller

SYSTEM_CAN_CLK_EN

SYSTEM_CAN_RST

UHCIO

SYSTEM_UHCIO_CLK_EN

SYSTEM_UHCIO_RST

UHCI1 SYSTEM_UHCI1_CLK_EN SYSTEM_UHCI1_RST
USB SYSTEM_USB_CLK_EN SYSTEM_USB_RST
RMT SYSTEM_RMT_CLK_EN SYSTEM_RMT_RST
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PCNT SYSTEM_PCNT_CLK_EN SYSTEM_PCNT_RST

PWMO SYSTEM_PWMO_CLK_EN SYSTEM_PWMO_RST
PWM1 SYSTEM_PWM1_CLK_EN SYSTEM_PWM1_RST
PWM2 SYSTEM_PWM2_CLK_EN SYSTEM_PWM2_RST
PWM3 SYSTEM_PWM3_CLK_EN SYSTEM_PWM3_RST

LED_PWM Controller

SYSTEM_LEDC_CLK_EN

SYSTEM_LEDC_RST

eFuse

SYSTEM_EFUSE_CLK_EN

SYSTEM_EFUSE_RST

2
3. Reset registers are not cleared by hardware.
4

UART memory from entering the clock-gated state.

5. Crypto DMA is shared by AES and SHA accelerators.

APB SARADC SYSTEM_APB_SARADC_CLK_EN SYSTEM_APB_SARADC_RST
ADC2 ARB SYSTEM_ADC2_ARB_CLK_EN SYSTEM_ADC2_ARB_RST
WDG SYSTEM_WDG_CLK_EN SYSTEM_WDG_RST
Accelerators SYSTEM_PERIP_CLK_EN1_REG SYSTEM_PERIP_RST_EN1_REG
DMA SYSTEM_CRYPTO_DMA_CLK_EN SYSTEM_CRYPTO_DMA_RST °
HMAC SYSTEM_CRYPTO_HMAC_CLK_EN SYSTEM_CRYPTO_HMAC_RST ¢
Digital Signature SYSTEM_CRYPTO_DS_CLK_EN SYSTEM_CRYPTO_DS_RST 7
RSA Accelerator SYSTEM_CRYPTO_RSA_CLK_EN SYSTEM_CRYPTO_RSA_RST
SHA Accelerator SYSTEM_CRYPTO_SHA_CLK_EN SYSTEM_CRYPTO_SHA_RST
AES Accelerator SYSTEM_CRYPTO_AES_CLK_EN SYSTEM_CRYPTO_AES_RST
Note:

1. Set the clock enable register to 1 to enable the clock, and to 0 to disable the clock;

. Set the reset enabling register to 1 to reset a peripheral, and to 0 to disable the reset.

. UART memory is shared by all UART peripherals, meaning having any active UART peripherals will prevent the

6. Resetting this bit also resets the SHA accelerator.

7. Resetting this bit also resets the AES, SHA, and RSA accelerators.
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6.4 Base Address

Users can access the system registers with base address, which can be seen in the following table. For more
information about accessing system registers, please see Chapter 1 System and Memory.

Table 33: System Register Base Address

Bus to Access Peripheral Base Address
PeriBUST 0x3F4C0000

6.5 Register Summary
The addresses in the following table are relative to the system registers base addresses provided in Section
6.4.

Name ‘ Description Address | Access
System and Memory Registers
SYSTEM_ROM_CTRL_0_REG System ROM configuration register O Ox0000 | R/W
SYSTEM_ROM_CTRL_1_REG System ROM configuration register 1 0x0004 | R/W
SYSTEM_SRAM_CTRL_0_REG System SRAM configuration register O 0x0008 | R/W
SYSTEM_SRAM_CTRL_1_REG System SRAM configuration register 1 0x000C | R/W
SYSTEM_SRAM_CTRL_2_REG System SRAM configuration register 2 0x0088 | R/W
SYSTEM_MEM_PD_MASK_REG Memory power-related controlling register (under | Ox003C | R/W
low-sleep)
SYSTEM_RSA_PD_CTRL_REG RSA memory remapping register 0x0068 | R/W
SYSTEM_BUSTOEXTMEM_ENA_REG EDMA enable register 0x006C | R/W
SYSTEM_CACHE_CONTROL_REG Cache control register 0x0070 | R/W
SYSTEM_EXTERNAL_DEVICE_ENCRYPT_ | External memory encrypt and decrypt controlling 0074 | RAW
DECRYPT_CONTROL_REG register
Reset and Clock Registers
SYSTEM_CPU_PER_CONF_REG CPU peripheral clock configuration register 0x0018 | R/W
SYSTEM_BT_LPCK_DIV_FRAC_REG Divider fraction configuration register for low- | Ox0054 | R/W
power clock
SYSTEM_SYSCLK_CONF_REG SoC clock configuration register 0x008C | Varies
Interrupt Matrix Registers
SYSTEM_CPU_INTR_FROM_CPU_0_REG | CPU interrupt controlling register O 0x0058 | R/W
SYSTEM_CPU_INTR_FROM_CPU_1_REG | CPU interrupt controlling register 1 0x005C | R/W
SYSTEM_CPU_INTR_FROM_CPU_2_REG | CPU interrupt controlling register 2 0x0060 | R/W
SYSTEM_CPU_INTR_FROM_CPU_3_REG | CPU interrupt controlling register 3 0x0064 | R/W
JTAG Software Enable Registers
SYSTEM_JTAG_CTRL_O_REG JTAG configuration register O 0x001C | WO
SYSTEM_JTAG_CTRL_1_REG JTAG configuration register 1 0x0020 | WO
SYSTEM_JTAG_CTRL_2_REG JTAG configuration register 2 0x0024 | WO
SYSTEM_JTAG_CTRL_3_REG JTAG configuration register 3 0x0028 | WO
SYSTEM_JTAG_CTRL_4_REG JTAG configuration register 4 0x002C | WO
SYSTEM_JTAG_CTRL_5_REG JTAG configuration register 5 0x0030 | WO
SYSTEM_JTAG_CTRL_6_REG JTAG configuration register 6 0x0034 | WO
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Name Description Address | Access
SYSTEM_JTAG_CTRL_7_REG JTAG configuration register 7 0x0038 | WO
Low-Power Management Registers
SYSTEM_RTC_FASTMEM_CONFIG_REG | RTC fast memory configuration register 0x0078 | Varies
SYSTEM_RTC_FASTMEM_CRC_REG RTC fast memory CRC controlling register 0x007C | RO
Peripheral Clock Gating and Reset Registers
SYSTEM_CPU_PERI_CLK_EN_REG CPU peripheral clock enable register 0x0010 | R/W
SYSTEM_CPU_PERI_RST_EN_REG CPU peripheral reset register 0x0014 | R/W
SYSTEM_PERIP_CLK_ENO_REG System peripheral clock (for hardware accelera- | 0x0040 | R/W
tors) enable register O
SYSTEM_PERIP_CLK_EN1_REG System peripheral clock (for hardware accelera- | 0x0044 | R/W
tors) enable register 1
SYSTEM_PERIP_RST_ENO_REG System peripheral (hardware accelerators) reset | Ox0048 | R/W
register O
SYSTEM_PERIP_RST_EN1_REG System peripheral (hardware accelerators) reset | Ox004C | R/W
register 1
Version Register
SYSTEM_REG_DATE_REG Version control register ‘ OXOFFC | R/W
6.6 Registers
The addresses below are relative to the system registers base addresses provided in Section 6.4.
Register 6.1: SYSTEM_ROM_CTRL_0_REG (0x0000)
O
@O&
& &
& S
E T
\oooooooooooooooooooooooooooooo|0x3\Reset
SYSTEM_ROM_FO This field is used to force on clock gate of internal ROM. For details, please refer
to Table 30. (R/W)
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Register 6.2: SYSTEM_ROM_CTRL_1_REG (0x0004)

) QO
& &8
s
L L
O@/ O@/
S SN
NG & &
& £ &£
\oooooooooooooooooooooooooooo|3|0\Reset
SYSTEM_ROM_FORCE_PD This field is used to power down internal ROM. For details, please refer
to Table 30. (R/W)
SYSTEM_ROM_FORCE_PU This field is used to power up internal ROM. For details, please refer to
Table 30. (R/W)
Register 6.3: SYSTEM_SRAM_CTRL_0_REG (0x0008)
Q
?\@/
XK
)} 7
Q)GQP &Q/@
& o
‘31 22|21 0‘
\oooooooooo Oxafffff \Reset
SYSTEM_SRAM_FO This field is used to force on clock gate of internal SRAM. For details, please
refer to Table 31. (R/W)
Register 6.4: SYSTEM_SRAM_CTRL_1_REG (0x000C)
QO
c5</g
&
&
S b
& &
& s
‘ 31 22 | 21 0 ‘
\oooooooooo| 0 \Reset
SYSTEM_SRAM_FORCE_PD This field is used to power down internal SRAM. For details, please
refer to Table 31. (R/W)
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Register 6.5: SYSTEM_CPU_PERI_CLK_EN_REG (0x0010)

Q\O
&
X
O
%
Q
@/
\[_./
O\/
(@b\ &®¥ :4 D D
P © P B
NS S @ N

SYSTEM_CLK_EN_DEDICATED_GPIO Set this bit to enable clock of DEDICATED GPIO module.

Register 6.6: SYSTEM_CPU_PERI_RST_EN_REG (0x0014)

o
N
&
&
R
O
Q@
((/%/
A/
N Q@& '
S p
& R &2
& 1O & &
N 2N @
‘31 8| 7|1 6 |5 0‘
\oooooooooooooooooooooooo11oooooo\Reset

SYSTEM_RST_EN_DEDICATED_GPIO Set this bit to reset DEDICATED GPIO module. (R/W)
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Register 6.7: SYSTEM_CPU_PER_CONF_REG (0x0018)

\oooooooooooooooooooooooo 0x0 110\Reset

SYSTEM_CPUPERIOD_SEL This field is used to select the clock frequency of CPU or CPU period.
For details, please refer to Table 8 in Chapter 2 Reset and Clock. (R/W)

SYSTEM_PLL_FREQ_SEL This field is used to select the PLL clock frequency based on CPU period.
For details, please refer to Table 8 in Chapter 2 Reset and Clock. (R/W)

SYSTEM_CPU_WAIT_MODE_FORCE_ON Set this bit to force on CPU wait mode. In this mode,
the clock gate of CPU is turned off until any interrupts happen. This mode could also be force on
via WAITI instruction. (R/W)

SYSTEM_CPU_WAITI_DELAY_NUM Sets the number of delay cycles to enter CPU wait mode after
a WAITI instruction. (R/W)

Register 6.8: SYSTEM_JTAG_CTRL_0_REG (0x001C)

E ]

‘ 0 ‘Reset

SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_0 Stores the 0 to 31 bits of the 256
bits register used to cancel the temporary disable of eFuse to JTAG.
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Register 6.9: SYSTEM_JTAG_CTRL_1_REG (0x0020)

A
&
QO
N\
L&
&
N
\(5//
QD
&
%
\)"o
&
&
8
L&
S
2
‘ 31 0 ‘
‘ 0 ‘Reset

SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_1 Stores the 32 to 63 bits of the 256
bits register used to cancel the temporary disable of eFuse to JTAG.

Register 6.10: SYSTEM_JTAG_CTRL_2_REG (0x0024)

Vs
??‘
&
QO
R
L&
&
N
\(5//
QD
\%?‘
Q
&7
N
&
&
O?‘
Q/ 7/
A
S
S
‘ 31 0 ‘
‘ 0 ‘Reset

SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_2 Stores the 64 to 95 bits of the 256
bits register used to cancel the temporary disable of eFuse to JTAG.
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Register 6.11: SYSTEM_JTAG_CTRL_3_REG (0x0028)

42
&
&
QO
N\
L&
&
N
\(5//
QD
&
%
\)"o
&
&
8
L&
S
2
‘ 31 0 ‘
‘ 0 ‘ Reset

SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_3 Stores the 96 to 127 bits of the 256
bits register used to cancel the temporary disable of eFuse to JTAG.

Register 6.12: SYSTEM_JTAG_CTRL_4_REG (0x002C)

A
&
QO
R
L&
&
N
\(5//
QD
\%?‘
Q
&7
N
&
&
O?‘
Q/ 7/
A
S
S
‘ 31 0 ‘
‘ 0 ‘Reset

SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_4 Stores the 128 to 159 bits of the
256 bits register used to cancel the temporary disable of eFuse to JTAG.
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Register 6.13: SYSTEM_JTAG_CTRL_5_REG (0x0030)

12
&
&
QO
N\
L&
&
N
\(5//
QD
&
%
\)"o
&
&
8
L&
S
2
‘ 31 0 ‘
‘ 0 ‘ Reset

SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_5 Stores the 160 to 191 bits of the
256 bits register used to cancel the temporary disable of eFuse to JTAG.

Register 6.14: SYSTEM_JTAG_CTRL_6_REG (0x0034)

A
&
QO
R
L&
&
N
\(5//
QD
\%?‘
Q
&7
N
&
&
O?‘
Q/ 7/
A
S
S
‘ 31 0 ‘
‘ 0 ‘Reset

SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_6 Stores the 192 to 223 bits of the
256 bits register used to cancel the temporary disable of eFuse to JTAG.
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Register 6.15: SYSTEM_JTAG_CTRL_7_REG (0x0038)

A
&
QO
N\
L&
&
N
\(/<//
QD
&
%
\)"o
&
/
&
8
L&
S
2
‘ 31 0 ‘
‘ 0 ‘Reset

SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_7 Stores the 224 to 255 bits of the
256 bits register used to cancel the temporary disable of eFuse to JTAG.

Register 6.16: SYSTEM_MEM_PD_MASK_REG (0x003C)

3 N
Q)GQ. ©

& S
0

‘31 1|

\ooooooooooooooooooooooooooooooo|1\Reset

SYSTEM_LSLP_MEM_PD_MASK Set this bit to allow the memory to work as usual when the chip
enters the light-sleep state. (R/W)

Register 6.17: SYSTEM_PERIP_CLK_ENO_REG (0x0040)

SYSTEM_CPU_PERI_CLK_ENO_REG Configures this register to enable different peripheral clocks.
For details, please refer to Table 32.
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Register 6.18: SYSTEM_PERIP_CLK_EN1_REG (0x0044)

\ e e 7 7/
ébé@b U e
<&

A\ © 9 9 9 9 9 ¥

SYSTEM_PERIP_CLK_EN1_REG Configures this register to enable different accelerator clocks. For
details, please refer to Table 32.

Register 6.19: SYSTEM_PERIP_RST_ENO_REG (0x0048)

A & A
4 &L 4
LA ROK S A PR
NP & ) A N ) A
CEIFRC L L Ox NP A L LA &
$ SEFTLELE NG €50 Eg SENLL LG Lo g o £ L85
b VA 2 VR %0, a7 . P 0 L FE PR I O Y 0l &8 0 KA
S P RS NN F PR P X R AR RO RS USE N

SYSTEM_PERIP_RST_ENO_REG Configures this register to reset different peripherals. For details,
please refer to Table 32.

Register 6.20: SYSTEM_PERIP_RST_EN1_REG (0x004C)

S L

SYSTEM_PERIP_RST_EN1_REG Configures this register to reset different accelerators. For details,
please refer to Table 32.
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Register 6.21: SYSTEM_BT_LPCK_DIV_FRAC_REG (0x0054)

S

%) Q
@Q’G @Q’é

STSS TS S N NS

‘31 29|28|27|26|25|24|23 12|11 0‘

\o 0 o|o|o|o|w|o| 1 | 1 \Reset

SYSTEM_LPCLK_SEL_RTC_SLOW Set this bit to select RTC slow clock as the low power clock.
R/W)

SYSTEM_LPCLK_SEL_8M Set this bit to select 8m clock as the low power clock. (R/W)
SYSTEM_LPCLK_SEL_XTAL Set this bit to select xtal clock as the low power clock. (R/W)
SYSTEM_LPCLK_SEL_XTAL32K Set this bit to select xtal32k clock as the low power clock. (R/W)

SYSTEM_LPCLK_RTC_EN Set this bit to enable the RTC low power clock. (R/W)

Register 6.22: SYSTEM_CPU_INTR_FROM_CPU_0_REG (0x0058)

SYSTEM_CPU_INTR_FROM_CPU_0 Set this bit to generate CPU interrupt 0. This bit needs to be
reset by software in the ISR process. (R/W)

Register 6.23: SYSTEM_CPU_INTR_FROM_CPU_1_REG (0x005C)

&
S Q\>\§
%Q,c\ @9
NS &©
\31 1| 0 \
\oooooooooooooooooooooooooooooooo\Reset
SYSTEM_CPU_INTR_FROM_CPU_1 Set this bit to generate CPU interrupt 1. This bit needs to be
reset by software in the ISR process. (R/W)
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Register 6.24: SYSTEM_CPU_INTR_FROM_CPU_2_REG (0x0060)

\oooooooooooooooooooooooooooooooo\Rese»c

SYSTEM_CPU_INTR_FROM_CPU_2 Set this bit to generate CPU interrupt 2. This bit needs to be
reset by software in the ISR process. (R/W)

Register 6.25: SYSTEM_CPU_INTR_FROM_CPU_3_REG (0x0064)

\oooooooooooooooooooooooooooooooo\Reset

SYSTEM_CPU_INTR_FROM_CPU_3 Set this bit to generate CPU interrupt 3. This bit needs to be
reset by software in the ISR process. (R/W)

Register 6.26: SYSTEM_RSA_PD_CTRL_REG (0x0068)

SYSTEM_RSA_MEM_PD Set this bit to power down RSA memory. This bit has the lowest priority.
When Digital Signature occupies the RSA, this bit is invalid. (R/W)

SYSTEM_RSA_MEM_FORCE_PU Set this bit to force power up RSA memory. This bit has the
second highest priority. (R/W)

SYSTEM_RSA_MEM_FORCE_PD Set this bit to force power down RSA memory. This bit has the
highest priority. (R/W)
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Register 6.27: SYSTEM_BUSTOEXTMEM_ENA_REG (0x006C)

v
N3
&
O
@0%&
N 7
Q,&b &
& &
\ooooooooooooooooooooooooooooooo1\Reset
SYSTEM_BUSTOEXTMEM_ENA Set this bit to enable bus to EDMA. (R/W)
Register 6.28: SYSTEM_CACHE_CONTROL_REG (0x0070)
%
5
S
& Q,%/S’V
S
0?* QQ \Q?‘
. LR’
& S
& N
‘31 31 2 1 0‘
\oooooooooooooooooooooooooooooo11\Reset
SYSTEM_PRO_ICACHE_CLK_ON Set this bit to enable clock of i-cache. (R/W)
SYSTEM_PRO_DCACHE_CLK_ON Set this bit to enable clock of d-cache. (R/W)
SYSTEM_PRO_CACHE_RESET Set this bit to reset cache. (R/W)
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Register 6.29: SYSTEM_EXTERNAL_DEVICE_ENCRYPT_DECRYPT_CONTROL_REG (0x0074)

O’ O ©
X K X
S §\ §\ Q7
$ P F 3
& Y Y
N > & & &
(@b &
MRS
& LR
A s & &

SYSTEM_ENABLE_SPI_MANUAL_ENCRYPT Set this bit to enable Manual Encryption under SPI
Boot mode. (R/W)

SYSTEM_ENABLE_DOWNLOAD_DB_ENCRYPT Set this bit to enable Auto Encryption under
Download Boot mode. (R/W)

SYSTEM_ENABLE_DOWNLOAD_GOCB_DECRYPT Set this bit to enable Auto Decryption under
Download Boot mode. (R/W)

SYSTEM_ENABLE_DOWNLOAD_MANUAL_ENCRYPT Set this bit to enable Manual Encryption
under Download Boot mode. (R/W)

Register 6.30: SYSTEM_RTC_FASTMEM_CONFIG_REG (0x0078)

3 &
3 & & ¥
Q7 Q7 Q7 Q7
X R QX QX
& 2 & 2 & 7 & 2
o o o o
A N N N
7 7 7 7 N
< < < & 5
S S S S @
‘31 30 20|19 9|8|7 0‘
\ 0 | ox7ff | 0x0 | 0 |o 0 0 00 0 0 O‘Reset

SYSTEM_RTC_MEM_CRC_START Set this bit to start the CRC of RTC memory. (R/W)
SYSTEM_RTC_MEM_CRC_ADDR This field is used to set address of RTC memory for CRC. (R/W)

SYSTEM_RTC_MEM_CRC_LEN This field is used to set length of RTC memory for CRC based on
start address. (R/W)

SYSTEM_RTC_MEM_CRC_FINISH This bit stores the status of RTC memory CRC. High level means
finished while low level means not finished. (RO)
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Register 6.31: SYSTEM_RTC_FASTMEM_CRC_REG (0x007C)
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‘ 31 0 ‘
‘ 0 ‘Reset

SYSTEM_RTC_MEM_CRC_RES This field stores the CRC result of RTC memory. (RO)

Register 6.32: SYSTEM_SRAM_CTRL_2_REG (0x0088)
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‘31 22|21 0‘
\oooooooooo Ox3Hfff \Reset

SYSTEM_SRAM_FORCE_PU This field is used to power up internal SRAM. For details, please refer
to Table 31. (R/W)

Register 6.33: SYSTEM_SYSCLK_CONF_REG (0x008C)

& o $
b o o
S O\\”L—/ @OQ/ &
O
Q)&@ é\&/ %«@ ’ %,\Q/ .
)
@ S S S
‘31 19 | 18 12| 11 109 0‘
oo 0o 00 0o o000 00 0 0 oxd |Reset

SYSTEM_PRE_DIV_CNT This field is used to set the count of prescaler of XTAL_CLK. For details,
please refer to Table 10 in Chapter 2 Reset and Clock. (R/W)

SYSTEM_SOC_CLK_SEL This field is used to select SOC clock. For details, please refer to Table 8
in Chapter 2 Reset and Clock. (R/W)

SYSTEM_CLK_XTAL_FREQ This field is used to read XTAL frequency in MHz. (RO)
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Register 6.34: SYSTEM_REG_DATE_REG (0xOFFC)

&
@/
I
' @?
& N
& o
‘ 31 28|27 0 ‘
\o 0 0 o0 0x1908020 \Reset
SYSTEM_DATE Version control register. (R/W)
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7. DMA Controller

7. DMA Controller

7.1 Overview

Direct Memory Access (DMA) is a feature that allows peripheral-to-memory and memory-to-memory data transfer
at a high speed. The CPU is not involved in the DMA transfer, and therefore it becomes more efficient.

ESP32-S2 has three types of DMA, namely Internal DMA, EDMA and Copy DMA. Internal DMA can only access
internal RAM and is used for data transfer between internal RAM and peripherals. EDMA can access both

internal RAM and external RAM and is used for data transfer between internal RAM, external RAM and
peripherals. Copy DMA can only access internal RAM and is used for data transfer from one location in internal

RAM to another.

Eight peripherals on ESP32-S2 have DMA features. As shown in figure 7-1, UARTO and UART1 share one
Internal DMA; SPI3 and ADC Controller share one Internal DMA; AES Accelerator and SHA Accelerator share one
EDMA; SPI2 and I2S0 have their individual EDMA. Besides, the CPU Peripheral module on ESP32-S2 also has

one Copy DMA.

Modules

UARTO

UART1

SPI3

ADC

AES

SHA

SPI2

[2S0

CPU Peripheral

Data Transfer

Between internal
RAM and
peripherals

Between internal
RAM, external
RAM and
peripherals

} Within internal RAM

Figure 7-1. Modules with DMA and Supported Data Transfers

7.2 Features

The DMA controller has the following features:

e AHB bus architecture

Half-duplex and full-duplex mode

Programmable length of data to be transferred in bytes

INCR burst transfer when accessing internal RAM

e Access to an address space of 320 KB at most in internal RAM

e Access to an address space of 10.5 MB at most in external RAM
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7.3 Functional Description

In ESP32-S2, all modules that need high-speed data transfer support DMA. The DMA controller and CPU data
bus have access to the same address space in internal RAM and external RAM. DMA controllers for different
modules vary in functions according to needs, but their architecture is identical.

7.3.1 DMA Engine Architecture

DMA_ENGINE
outlink

Internal descriptor 0
Ram Tx

A

A4
\

descriptor n

sNg gHvY

inlink

descriptor 0

External RX
Ram

A

descriptor n

Figure 7-2. DMA Engine Architecture

A DMA engine reads/writes data to/from external RAM or internal RAM via the AHB_BUS. Figure 7-2 shows the
basic architecture of a DMA engine. For how to access RAM, please see Chapter 1 System and Memory.
Software can use the DMA engine through linked lists. The DMA_ENGINE transmits data in corresponding RAM
according to the outlink (i.e. a linked list of transmit descriptors), and stores received data into specific address
space in RAM according to the inlink (i.e. a linked list of receive descriptors).

7.3.2 Linked List

Linked List

31 30 29 28 27 23 11 0
DWO

-~ DWO ‘owner ‘suc_eof‘Reserved‘err_eof‘Reserved‘Iength‘ size ‘

DW2 \» DW1 ‘ buffer address pointer ‘

< DWO bw2 ‘ Next descriptor address ‘
DW1
DwW2
< DWO
DwW1
DW2

Figure 7-3. Structure of a Linked List

Figure 7-3 shows the structure of a linked list. An outlink and an inlink have the same structure. A linked list is
formed by one or more descriptors, and each descriptor consists of three words. Linked lists should be in
internal RAM for the DMA engine to be able to use them. The meaning of each field is as follows:

e Owner (DWO) [31]: Specifies who is allowed to access the buffer that this descriptor points to.
1’b0: CPU can access the buffer;
1’b1: The DMA controller can access the buffer.
When the DMA controller stops using the buffer, this bit is cleared by hardware. You can set
PERI_IN_LOOP_TEST bit to disable automatic clearing by hardware. When software loads a linked list, this
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bit should be set to 1.
Note: PERI refers to modules that support DMA transfers, e.g. 12S, SPI, UHCI, etc.

e suc_eof (DWO) [30]: Specifies whether this descriptor is the last descriptor in the list.
1’b0: This descriptor is not the last one;
1’b1: This descriptor is the last one.
When a packet has been received, this bit in the last receive descriptor is set to 1 by hardware, and this bit
in the last transmit descriptor is set to 1 by software.

* Reserved (DWO0) [29]: Reserved.

e err_eof (DWO) [28]: Specifies whether the received data has errors.
This bit is used only when UART DMA receives data. When an error is detected in the received packet, this
bit in the receive descriptor is set to 1 by hardware.

e Reserved (DWO0) [27:24]: Reserved.

e Length (DWO0) [23:12]: Specifies the number of valid bytes in the buffer that this descriptor points to. This
field in a transmit descriptor is written by software and indicates how many bytes can be read from the
buffer; this field in a receive descriptor is written by hardware automatically and indicates how many bytes
have been stored into the buffer.

When the DMA controller accesses external RAM, this filed must be a multiple of 16/32/64 bytes. Please
see more details in Section 7.3.6 Accessing External RAM..

e Size (DWO) [11:0]: Specifies the size of the buffer that this descriptor points to.
When the DMA controller accesses external RAM, this field must be a multiple of 16/32/64 bytes. Please
see more details in Section 7.3.6 Accessing External RAM..

e Buffer address pointer (DW1): Pointer to the buffer.
When the DMA controller accesses external RAM, the destination address must be aligned with
PERI_EXT_MEM_BK_SIZE field. Please see more details in Section 7.3.6 Accessing External RAM.

e Next descriptor address (DW2): Pointer to the next descriptor. If the current descriptor is the last one
(suc_eof = 1), this value is 0. This field can only point to internal RAM.

If the length of data received is smaller than the size of the buffer, the DMA controller will not use available space
of the buffer in the next transaction.

7.3.3 Enabling DMA

Software uses the DMA controller through linked lists. When the DMA controller receives data, software loads an
inlink, configures PERI_INLINK_ADDR field with address of the first receive descriptor, and sets
PERI_INLINK_START bit to enable DMA. When the DMA controller transmits data, software loads an outlink,
prepares data to be transmitted, configures FERI_OUTLINK_ADDR field with address of the first transmit
descriptor, and sets PER/_OUTLINK_START bit to enable DMA. PERI_INLINK_START bit and
PERI_OUTLINK_START bit are cleared automatically by hardware.

The DMA controller can be restarted. If you are not sure whether the loaded linked list has been used up or not
and want to load a new linked list, you can use this Restart function without affecting the loaded linked list. When
using the Restart function, software needs to rewrite address of the first descriptor in the new list to DW2 of the
last descriptor in the loaded list, loads the new list as shown in Figure 7-4, and set PER/_INLINK_RESTART bit or
PERI_OUTLINK_RESTART bit (these two bits are cleared automatically by hardware). By doing so, hardware can
obtain the address of the first descriptor in the new list when reading the last descriptor in the loaded list, and
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then read the new list.

The last descriptor
of linked list

Next descriptor address \\‘
Next descriptoriddry
( : New linked list

Figure 7-4. Relationship among Linked Lists

7.3.4 Linked List reading process

Once configured and enabled by software, the DMA controller starts to read the linked list from internal RAM.
PERI_IN_DSCR_ERR_INT_ENA bit or PERI_OUT_DSCR_ERR_INT_ENA bit can be set to enable descriptor error
interrupt. If the buffer address pointer (DW1) does not point to Ox3FFBO0O0O ~ Ox3FFFFFFF when the DMA
controller accesses internal RAM, or does not point to Ox3F500000 ~ Ox3FF7FFFF when the DMA controller
accesses external RAM, a descriptor error interrupt is generated.

Note: The third word (DW?2) in a descriptor can only point to internal RAM; it points to the next descriptor to use
and descriptors must be in internal memory.

7.3.5 EOF
The DMA controller uses EOF (end of file) flags to indicate the completion of data transfer.

Before the DMA controller transmits data, PER_OUT_TOTAL_EOF_INT_ENA bit should be set. If data in the
buffer pointed by the last descriptor has been transmitted, a PER_OUT_TOTAL_EOF_INT interrupt is
generated.

Before the DMA controller receives data, PER_IN_SUC_EOF_INT_ENA bit should be set. If data has been
received successfully, a PERI_IN_SUC_EOF_INT interrupt is generated. In addition to PERI_IN_SUC_EOF_INT
interrupt, UART DMA also supports UHCI_IN_ERR_EOF_INT. This interrupt is enabled by setting
UHCI_IN_ERR_EOF_INT_ENA bit, and it indicates that a data packet has been received with errors.

When a PERI_OUT_TOTAL_EOF_INT or a PER/_IN_SUC_EOF_INT interrupt is detected, software can record the
value of field PER/_OUTLINK_DSCR_ADDR or PERI_INLINK_DSCR_ADDR, i.e. address of the last descriptor
(right shifted 2 bits). Therefore, software can tell which descriptors have been used and reclaim them.

7.3.6 Accessing External RAM

Of all DMA controllers for ESP32-S2 peripherals, only 12S0, SPI2, AES and SHA DMA have access to external
RAM. The address space of external RAM that the DMA controller can access is 0x3F500000 ~ Ox3FF7FFFF.
Please note that destination addresses (in this case addresses for writing data to external RAM) must be 16-byte,
32-byte or 64-byte aligned. Table 35 illustrates the value of PERI_EXT_MEM_BK_SIZE bit when destination
address is 16-byte, 32-byte and 64-byte aligned respectively.

Note: Source addresses (in this case, namely addresses for reading data from external RAM) do not need to be
aligned.
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Table 35: Relationship Between Configuration Register and Destination Address

PERI_EXT_MEM_BK_SIZE Destination address align-
ment

0 16-bit aligned
32-bit aligned

2 64-bit aligned

7.4 Copy DMA Controller

Copy DMA is used for data transfer from one location in internal RAM to another. Figure 7-5 shows the
architecture of a Copy DMA engine. Unlike Internal DMA and EDMA, Copy DMA first reads data to be transferred
from internal RAM, stores the data into the DMA FIFO via an outlink, and then writes the data to the target
internal RAM via an inlink.

Copy DMA should be configured by software as follows:

1. Set CP_DMA_IN_RST, CP_DMA_QUT_RST, CP_DMA_FIFO_RST and CP_DMA_CMDFIFO_RST bit first to
1 and then to O, to reset Copy DMA state machine and FIFO pointer;

2. Set CP_DMA_FIFO_RST hit first to 1 and then to 0, to reset FIFO pointer;

3. Load an outlink, and configure CP_DMA_OUTLINK_ADDR with address of the first transmit descriptor;
4. Load an inlink, and configure CP_DMA_INLINK_ADDR with address of the first receive descriptor;

5. Set CP_DMA_OUTLINK_START to enable DMA transmission;

6. Set CP_DMA_INLINK_START to enable DMA reception.

DMA_ENGINE
outlink

descriptor 0

A4
4

descriptor n
Internal P

Ram

sng gHvY

inlink

descriptor 0

A
A

descriptor n

Figure 7-5. Copy DMA Engine Architecture

7.5 UART DMA (UDMA) Controller
ESP32-S2 has two UART controllers. They share one UDMA controller. UHCI_UART_CE specifies which UART
controller gets access to UDMA.

Figure 7-6 shows how data is transferred using UDMA. Before UDMA receives data, software prepares an inlink.
UHCI_INLINK_ADDR points to the first receive descriptor in the inlink. After UHCI_INLINK_START is set, UHCI
sends data that UART has received to the Decoder. The decoded data is then stored into the RAM pointed by
the inlink under the control of UDMA.
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UDMA UART
UHCI
It Encoder Transmitter txd_out
DMA_ENGINE
Decoder Receiver ~xd_in

Figure 7-6. Data Transfer in UDMA Mode

Before UDMA sends data, software prepares an outlink and data to be sent. UHCI_OUTLINK_ADDR points to
the first transmit descriptor in the outlink. After UHCI_OUTLINK_START is set, UDMA reads data from the RAM
pointed by outlink. The data is then encoded by the Encoder, and sent sequentially by the UART

transmitter.

Data packets of UDMA have separators at the beginning and the end, with data bits in the middle. The encoder
inserts separators in front of and after data bits, and replaces data bits identical to separators with special
characters. The decoder removes separators in front of and after data bits, and replaces special characters with
separators. There can be more than one continuous separator at the beginning and the end of a data packet.
The separator is configured by UHCI_SEPER_CHAR, 0xCO by default. The special character is configured by
UHCI_ESC_SEQO_CHARO (0xDB by default) and UHCI_ESC_SEQO_CHAR1 (0xDD by default). When all data
has been sent, a UHCI_OUT_TOTAL_EOF_INT interrupt is generated. When all data has been received, a
UHCI_IN_SUC_EOF_INT is generated.

7.6 SPI DMA Controller

DMA_ENGINE |+, SPI2

DMA_ENGINE

'Y
Y

SPI3

Figure 7-7. SPI DMA

As shown in Figure 7-7, SPI2 and SPI3 have separate DMA controllers.

SPI DMA receives and transmits data through descriptors at least one byte at a time. The transmission of data
can be done in bursts.

SPI_OUTLINK_START bit of SPI_DMA_OUT_LINK_REG register and SPI_INLINK_START bit of
SPI_DMA_IN_LINK_REG register are used to enable the DMA engine and are cleared by hardware. When
SPI_OUTLINK_START is set to 1, the DMA engine loads an outlink and prepares data to be transferred; when
SPI_INLINK_START is set to 1, the DMA engine loads an inlink and prepares to receive data.

When receiving data, SPI DMA should be configured by software as follows:
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1. Set SPI_DMA_IN_RST, SPI_AHBM_FIFO_RST and SPI_AHBM_RST bit first to 1 and then to O, to reset
DMA state machine and FIFO pointer;

2. Load an inlink, and configure SPI_DMA_INLINK_ADDR with address of the first receive descriptor;
3. Set SPI_DMA_INLINK_START to enable DMA reception.
When transmitting data, SPI DMA should be configured by software as follows:

1. Set SPI_DMA_OUT_RST, SPI_AHBM_FIFO_RST and SPI_AHBM_RST bit first to 1 and then to 0, to reset
RMA state machine and FIFO pointer;

2. Load an outlink, and configure SPI_DMA_OUTLINK_ADDR with address of the first transmit descriptor;
3. Set SPI_DMA_OUTLINK_START to enable DMA transmission.

Note: When SPI DMA transfers data between internal RAM and external RAM, SPI_MEM_TRANS_EN should be
set.

SPI DMA also supports data transfer in segments.

7.7 12S DMA Controller

ESP32-S2 I2S has an individual DMA. 12S_DSCR_EN bit of I2S_FIFO_CONF_REG register is used to enable
DMA transfer of I12S. 12S DMA receives and transmits data through linked lists. The transmission of data can be
done in bursts. 12S_RX_EOF_NUM][31:0] bit of I2S_RXEOF_NUM_REG register is used to configure how many
words of data to be received at a time.

12S_OUTLINK_START bit of I2S_OUT_LINK_REG and 12S_INLINK_START bit of I2S_IN_LINK_REG register are
used to enable the DMA engine and are cleared by hardware. When 12S_OUTLINK_START bit is set to 1,the
DMA engine loads an outlink and prepares data to be transferred; when 12S_INLINK_START is set to 1,the DMA
engine loads an inlink and prepares to receive data.

When receiving data, 1S DMA should be configured by software as follows:

1. Set 12S_IN_RST, 12S_AHBM_FIFO_RST and 12S_AHBM_RST bit first to 1 and then to O, to reset DMA state
machine and FIFO pointer;

2. Load an inlink, and configure 12S_INLINK_ADDR with address of the first receive descriptor;
3. Set I2S_INLINK_START to enable DMA reception.
When transmitting data, 12S DMA should be configured by software as follows:

1. Set 125_OUT_RST, I25_AHBM_FIFO_RST and 12S5_AHBM_RST bit first to 1 and then to 0, to reset DMA
state machine and FIFO pointer;

2. Load an outlink, and configure 12S_OUTLINK_ADDR with address of the first transmit descriptor;
3. Set 125_OUTLINK_START to enable DMA transmission.

Note: When 12S DMA transfers data between internal RAM and external RAM using 12S DMA,
I2S_MEM_TRANS_EN should be set.
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8. UART Controller

8.1 Overview

In embedded system applications, data is required to be transferred in a simple way with minimal system
resources. This can be achieved by a Universal Asynchronous Receiver/Transmitter (UART), which flexibly
exchanges data with other peripheral devices in full duplex mode. ESP32-S2 has two UART controllers
compatible with various UART devices. They support Infrared Data Association (IrDA) and RS-485
transmission.

ESP32-S2 has two UART controllers. Each has a group of registers that function identically. In this chapter, the
two UART controllers are referred to as UARTn, in which n denotes O or 1.

8.2 Features
Each UART controller has the following features:

® Programmable baud rate

e 512 x 8-bit RAM shared by TX FIFOs and RX FIFOs of two UART controllers
e Full duplex asynchronous communication

* Automatic baud rate detection

¢ Data bits ranging from 5 to 8

e Stop bits whose length can be 1, 1.5, 2 or 3 bits
e Parity bits

e Special character AT_CMD detection

e RS-485 protocol

¢ DA protocol

¢ High-speed data communication using DMA

e UART as wake-up source

e Software and hardware flow control

8.3 Functional Description

8.3.1 UART Introduction

A UART is a character-oriented data link for asynchronous communication between devices. Such
communication does not add clock signals to data sent. Therefore, in order to communicate successfully, the
transmitter and the receiver must operate at the same baud rate with the same stop bit and parity bit.

A UART data packet usually begins with one start bit, followed by data bits, one parity bit (optional) and one or
more stop bits. UART controllers on ESP32-S2 support various lengths of data bits and stop bits. These
controllers also support software and hardware flow control as well as DMA for seamless high-speed data
transfer. This allows developers to use multiple UART ports at minimal software cost.
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Figure 8-1. UART Structure

8.3.2 UART Structure

Figure 8-1 shows the basic structure of a UART controller. It has two possible clock sources: a 80 MHz
APB_CLK and a reference clock REF_TICK (for details, please refer to Chapter 2 Reset and Clock), which are
selected by configuring UART_TICK_REF_ALWAYS_ON. The selected clock source is divided by a divider to
generate clock signals that drive the UART controller. The divisor is configured by UART_CLKDIV_REG:
UART_CLKDIV for the integral part, and UART_CLKDIV_FRAG for the fractional part.

A UART controller is broken down into two parts according to functions: a transmitter and a receiver.

The transmitter contains a TX FIFO, which buffers data to be sent. Software can write data to Tx_FIFO via the
APB bus, or move data to Tx_FIFO using DMA. Tx_FIFO_Ctrl controls writing and reading Tx_FIFO. When
Tx_FIFO is not empty, Tx_FSM reads bytes via Tx_FIFO_Ctrl, and converts them into a bitstream. The levels of
output signal txd_out can be inverted by configuring UART_TXD_INV register.

The receiver contains a RX FIFO, which buffers data to be processed. Software can read data from Rx_FIFO via
the APB bus, or receive data using DMA. The levels of input signal rxd_in can be inverted by configuring
UART_RXD_INV register, and the signal is then input to the Rx components of the UART Controller;
Baudrate_Detect measures the baud rate of input signal rxd_in by detecting its minimum pulse width.
Start_Detect detects the start bit in a data frame. If the start bit is detected, Rx_FSM stores data bits in the data
frame into Rx_FIFO by Rx_FIFO_Ctrl.

HW_Flow_Ctrl controls rxd_in and txd_out data flows by standard UART RTS and CTS flow control signals
(rtsn_out and ctsn_in). SW_Flow_Citrl controls data flows by automatically adding special characters to outgoing
data and detecting special characters in incoming data. When a UART controller is in the Light-sleep mode,
Wakeup_Ctrl counts up rising edges of rxd_in. When the number reaches (UART_ACTIVE_THRESHOLD + 2), a
wake_up signal is generated and sent to RTC, which then wakes up the ESP32-S2 chip.
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Figure 8-2. UART Controllers Sharing RAM

8.3.3 UART RAM

The two UART controllers on ESP32-S2 share 512 x 8 bits of FIFO RAM. As figure 8-2 illustrates, RAM is divided
into 4 blocks, each has 128 x 8 bits. Figure 8-2 shows by default how many RAM blocks are allocated to TX
FIFOs and RX FIFOs of the two UART controllers. UARTn Tx_FIFO can be expanded by configuring
UART_TX_SIZE, while UARTn Rx_FIFO can be expanded by configuring UART_RX_SIZE. The size of UARTO
Tx_FIFO can be increased to 4 blocks (the whole RAM), the size of UART1 Tx_FIFO can be increased to 3 blocks
(from offset 128 to the end address), the size of UARTO Rx_FIFO can be increased to 2 blocks (from offset 256 to
the end address), but the size of UART1 Rx_FIFO cannot be increased. Please note that expanding one FIFO
may take up the default space of other FIFOs. For example, by setting UART_TX_SIZE of UARTO to 2, the size of
UARTO Tx_FIFO is increased by 128 bytes (from offset O to offset 255). In this case, UARTO Tx_FIFO takes up
the default space for UART1 Tx_FIFO, and UART1’s transmitting function cannot be used as a resullt.

When neither of the two UART controllers is active, RAM could enter low-power mode by setting
UART_MEM_FORCE_PD.

UARTO Tx_FIFO and UART1 Tx_FIFO are reset by setting UART_TXFIFO_RST. UARTO Rx_FIFO and UART1
Rx_FIFO are reset by setting UART_RXFIFO_RST.

Data to be sent is written to TX FIFO via the APB bus or using DMA, read automatically and converted from a
frame into a bitstream by hardware Tx_FSM; data received is converted from a bitstream into a frame by
hardware Rx_FSM, written into RX FIFO, and then stored into RAM via the APB bus or using DMA. The two
UART controllers share one DMA controller.

The empty signal threshold for Tx_FIFO is configured by setting UART_TXFIFO_EMPTY_THRHD. When data
stored in Tx_FIFO is less than UART_TXFIFO_EMPTY_THRHD, a UART_TXFIFO_EMPTY_INT interrupt is
generated.

The full signal threshold for Rx_FIFO is configured by setting UART_RXFIFO_FULL_THRHD. When data stored in
Rx_FIFO is greater than UART_RXFIFO_FULL_THRHD, a UART_RXFIFO_FULL_INT interrupt is generated. In
addition, when Rx_FIFO receives more data than its capacity, a UART_RXFIFO_OVF_INT interrupt is

generated.

8.3.4 Baud Rate Generation and Detection
8.3.4.1 Baud Rate Generation

Before a UART controller sends or receives data, the baud rate should be configured by setting corresponding
registers. A UART Controller baud rate generator functions by dividing the input clock source. It can divide the
clock source by a fractional amount. The divisor is configured by UART_CLKDIV_REG: UART_CLKDIV for the
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8. UART Controller

integral part, and UART_CLKDIV_FRAG for the fractional part. When using an 80 MHz input clock, the UART
controller supports a maximum baud rate of 5 Mbaud.

The divisor of the baud rate divider is equal to UART_CLKDIV + (UART_CLKDIV_FRAG / 16), meaning that the
final baud rate is equal to INPUT_FREQ / (UART_CLKDIV + (UART_CLKDIV_FRAG / 16)). For example, if
UART_CLKDIV = 694 and UART_CLKDIV_FRAG = 7 then the divisor value is (694 + 7/16) = 694.4375. If the
input clock frequency is 80MHz APB_CLK, the baud rate will be (80MHz / 69.4375) = 115201.

When UART_CLKDIV_FRAG is zero, the baud rate generator is an integer clock divider where an output pulse is
generated every UART_CLKDIV input pulses.

When UART_CLKDIV_FRAG is not zero, the divider is fractional and the output baud rate clock pulses are not
strictly uniform. As shown in figure 8-3, for every 16 output pulses, the generator divides either (UJART_CLKDIV +
1) input pulses or UART_CLKDIV input pulses per output pulse. A total of UART_CLKDIV_FRAG output pulses
are generated by dividing (UART_CLKDIV + 1) input pulses, and the remaining (16 - UART_CLKDIV_FRAG)
output pulses are generated by dividing UART_CLKDIV input pulses.

The output pulses are interleaved as shown in figure 8-3 below, to make the output timing more uniform:

Divider input clock m m H_H
UART_CLKDIV ~ «++ UART_CLKDIV UART_CLKDIV+1 UART_CLKDIV ... UART_CLKDIV UART_CLKDIV+1 UART_CLKDIV UART_CLKDIV+1
clock pluses clock pluses clock pluses clock pluses clock pluses clock pluses clock pluses clock pluses

t

UART_CLKDIV_FRAG

PSR | I | | | N | L]

16 output clock pluses

Figure 8-3. UART Controllers Division

To support IrDA (see Section 8.3.7 IrDA for details), the fractional clock divider for IrDA data transmission
generates clock signals divided by 16x UART_CLKDIV_REG. This divider works similarly as the one elaborated
above: it takes UART_CLKDIV/16 as the integer value and the lowest four bits of UART_CLKDIV as the fractional
value.

8.3.4.2 Baud Rate Detection

Automatic baud rate detection (Autobaud) on UARTs is enabled by setting UART_AUTOBAUD_EN. The
Baudrate_Detect module shown in figure 8-1 will measure pulse widths while filtering any noise whose pulse
width is shorter than UART_GLITCH_FILT.

Before communication starts, the transmitter could send random data to the receiver for baud rate detection.
UART_LOWPULSE_MIN_CNT stores the minimum low pulse width, UART_HIGHPULSE_MIN_CNT stores the
minimum high pulse width, UART_POSEDGE_MIN_CNT stores the minimum pulse width between two rising
edges, and UART_NEGEDGE_MIN_CNT stores the minimum pulse width between two falling edges. These four
registers are read by software to determine the transmitter’s baud rate.

Baud rate can be determined in the following three ways:

1. Normally, to avoid sampling erroneous data along rising or falling edges in semi-stable state, which results in
inaccuracy of UART_LOWPULSE_MIN_CNT or UART_HIGHPULSE_MIN_CNT, use a weighted average of these
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UART_HIGHPULSE_MIN_CNT

-

- >

UART_LOWPULSE_MIN_CNT

Figure 8-4. The Timing Diagram of Weak UART Signals Along Falling Edges

two values to eliminate errors. In this case, baud rate is calculated as follows:

f clk
(UART_LOWPULSE_MIN_CNT + UART_HIGHPULSE_MIN_CNT)/2

Buart =

2. If UART signals are weak along falling edges as shown in figure 8-4, which leads to inaccurate average of
UART_LOWPULSE_MIN_CNT and UART_HIGHPULSE_MIN_CNT, use UART_POSEDGE_MIN_CNT to
determine the transmitter’s baud rate as follows:

f clk
UART_POSEDGE_MIN_CNT/2

3. If UART signals are weak along rising edges, use UART_NEGEDGE_MIN_CNT to determine the transmitter’s
baud rate as follows:

Buart =

f clk
UART_NEGEDGE_MIN_CNT/2

Buar’[ =

8.3.5 UART Data Frame

1 N e
\START/ BITO m BIT2 >< BITn >< ParityX STOR\SﬁﬁT/

\Time to generate UART_PARITY_ERR_INT, UART_FRM_ERR_INT

oo+ o] (oo

brk_num UART_TX_IDLE_NUM brk_num

Figure 8-5. Structure of UART Data Frame

Figure 8-5 shows the basic structure of a data frame. A frame starts with one START bit, and ends with STOP
bits which can be 1, 1.5, 2 or 3 bits long, configured by UART_STOP_BIT_NUM, UART_DL1_EN and
UART_DLO_EN. The START bit is logical low, whereas STOP bits are logical high.

The actual data length can be anywhere between 5 ~ 8 bit, configured by UART_BIT_NUM. When
UART_PARITY_EN is set, a parity bit is added after data bits. UART_PARITY is used to choose even parity or
odd parity. When the receiver detects a parity bit error in data received, a UART_PARITY_ERR_INT interrupt is
generated and data received is still stored into RX FIFO. When the receiver detects a data frame error, a
UART_FRM_ERR_INT interrupt is generated, and data received by default is stored into RX FIFO.

If all data in Tx_FIFO has been sent, a UART_TX_DONE_INT interrupt is generated. After this, if the
UART_TXD_BRK bit is set then the transmitter will send several NULL characters in which the TX data line is
logical low. The number of NULL characters is configured by UART_TX_BRK_NUM. Once the transmitter has
sent all NULL characters, a UART_TX_BRK_DONE_INT interrupt is generated. The minimum interval between
data frames can be configured using UART_TX_IDLE_NUM. If the transmitter stays idle for UART_TX_IDLE_NUM
or more time, a UART_TX_BRK

_IDLE_DONE_INT interrupt is generated.
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UART PRE_IDLE_NUM UART_RX_GAP_TOUT UART_POST_IDLE_NUM
-t -
data | AT_CMD AT_CMD AT_CMD |4 > Gata
_CHAR _CHAR _CHAR

UART_CHAR_NUM

Figure 8-6. AT_CMD Character Structure

Figure 8-6 is the structure of a special character AT_CMD. If the receiver constantly receives AT_CMD_CHAR and
the following conditions are met, a UART_AT_CMD_CHAR_DET_INT interrupt is generated.

* The interval between the first AT_CMD_CHAR and the last non AT_CMD_CHAR character is at least UART
_PRE_IDLE_NUM single-bit cycles.

¢ The interval between two AT_CMD_CHAR characters is less than UART_RX_GAP_TOUT single-bit cycles.
e The number of AT_CMD_CHAR characters is equal to or greater than UART_CHAR_NUM.

* The interval between the last AT_CMD_CHAR character and next non AT_CMD_CHAR character is at least
UART_POST_IDLE_NUM single-bit cycles.

8.3.6 RS485

The two UART controllers support RS485 standard. This standard uses differential signals to transmit data, so it
can communicate over longer distances at higher bit rates than RS232. RS485 has two-wire half-duplex mode
and four-wire full-duplex mode. UART controllers support two-wire half-duplex transmission and bus snooping.
In a two-wire RS485 multidrop network, there can be 32 slaves at most.

8.3.6.1 Driver Control

As shown in figure 8-7, in a two-wire multidrop network, an external RS485 transceiver is needed for differential
to single-ended conversion. A RS485 transceiver contains a driver and a receiver. When a UART controller is not
in transmitter mode, the connection to the differential line can be broken by disabling the driver. When DE is 1,
the driver is enabled; when DE is O, the driver is disabled.

The receiving UART converts differential signals to single-ended signals via an external receiver. RE is the enable
control signal for the receiver. When RE is O, the receiver is enabled; when RE is 1, the receiver is disabled. If RE
is configured as O, the UART controller is allowed to snoop data on the bus, including data sent by itself.

DE can be controlled by either software or hardware. To reduce cost of software, in our design DE is controlled
by hardware. As shown in figure 8-7, DE is connected to dtrn_out of UART (please refer to Section8.3.9.1
Hardware Flow Control for more details).

RS485 transeciver

D+
TXD O D-
dtrn_out
" DE
UART
0 RE
<RXD x

Figure 8-7. Driver Control Diagram in RS485 Mode
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8.3.6.2 Turnaround Delay

By default, the two UART controllers work in receiver mode. When a UART controller is switched from transmitter
mode to receiver mode, the RS485 protocol requires a turnaround delay of at least one cycle after the stop bit.
The transmitter supports turnaround delay of two cycles added after the stop bit. When UART_DL1_EN is set,
turnaround delay of one single-bit cycle is added; when UART_DLO_EN is set, turnaround delay of a second
cycle is added.

8.3.6.3 Bus Snooping

By default, an RS485 device is not allowed to transmit and receive data simultaneously. However, the UART
controller peripheral supports snooping this bus by receiving while transmitting. If UART_RS485TX_RX_EN is set
and the external RS485 transceiver is configured as in figure 8-7, a UART controller may receive data in
transmitter mode and snoop the bus. If UART_RS485RXBY_TX_EN is set, a UART controller may transmit data
in receiver mode.

The two UART controllers can snoop data sent by themselves. In transmitter mode, when a UART controller
monitors a collision between data sent and data received, a UART_RS485_CLASH_INT is generated; when a
UART controller monitor a data frame error, a UART_RS485_FRM_ERR_INT interrupt is generated; when a UART
controller monitors a polarity error, a UART_RS485_PARITY_ERR_INT is generated.

8.3.7 IrDA

IrDA protocol consists of three layers, namely the physical layer, the link access protocol and the link management
protocol. The two UART controllers implement IrDA physical layer. In I[rDA encoding, a UART controller supports
data rates up to 115.2 kbit/s (SIR, or serial infrared mode). As shown in figure 8-8, the IrDA encoder converts a
NRZ (non-return to zero code) signal to a RZI (return to zero code) signal and sends it to the external driver and
infrared LED. This encoder uses modulated signals whose pulse width is 3/16 bits to indicate logic “0”, and low
levels to indicate logic “1”. The IrDA decoder receives signals from the infrared receiver and converts them to
NRZ signals. In most cases, the receiver is high when it is idle, and the encoder output polarity is the opposite of
the decoder input polarity. If a low pulse is detected, it indicates that a start bit has been received.

When IrDA function is enabled, one bit is divided into 16 clock cycles. If the bit to be sent is zero, then the 9th,
10th and 11th clock cycle is high.
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UART Frame

START Stop Bit
UART Tx 0 1 0 1 1 0 0 1 0 1
START Stop Bit
IrDA Tx 0 H 1 0 H 1 1 0 H 0 H 1 0 H 1
Bit Time IR Frame |
Pulse Width = 3/16 Bit Time
IrDA RX 0 J T | o J 1 1 o J 0 H 1 o J 1

UART Rx

Figure 8-8. The Timing Diagram of Encoding and Decoding in SIR mode

The IrDA transceiver is half-duplex, meaning that it cannot send and receive data simultaneously. As shown in
figure 8-9, IrDA function is enabled by setting UART_IRDA_EN. When UART_IRDA_TX_EN is set (high), the IrDA
transceiver is enabled to send data and not allowed to receive data; when UART_IRDA_TX_EN is reset (low), the
IrDA transceiver is enabled to receive data and not allowed to send data.

IrDA
0
L.

UART_TXD 1 -
—| I'DAENnc ol
UART_TXD

A

UART UART_IRDA_EN |[UART_IRDA_TX_EN

A

- IrDA Dec
UART_RXD 1
-
0

Figure 8-9. IrDA Encoding and Decoding Diagram

UART_RXD

8.3.8 Wake-up

UARTO and UART1 can be set as wake-up source. When a UART controller is in Light-sleep mode, Wakeup_Ctrl
counts up the rising edges of rxd_in. When the number of rising edges is greater than
(UART_ACTIVE_THRESHOLD + 2), a wake_up signal is generated and sent to RTC, which then wakes up
ESP32-S2.

8.3.9 Flow Control

UART controllers have two ways to control data flow, namely hardware flow control and software flow control.
Hardware flow control is achieved using output signal rtsn_out and input signal dsrn_in. Software flow control is
achieved by inserting special characters in data flow sent and detecting special characters in data flow
received.
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Hardware Flow Control
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Figure 8-10. Hardware Flow Control Diagram

8.3.9.1 Hardware Flow Control

Figure 8-10 shows hardware flow control of a UART controller. Hardware flow control uses output signal rtsn_out
and input signal dsrn_in. Figure 8-11 illustrates how these signals are connected between ESP32-S2 UART
(hereinafter referred to as IUQ) and the external UART (hereinafter referred to as EUQ).

When rtsn_out of IUO is low, EUO is allowed to send data; when rtsn_out of IUO is high, EUO is notified to stop
sending data until rtsn_out of IUO returns to low. Output signal rtsn_out can be controlled in two ways.

e Software control: Enter this mode by setting UART_RX_FLOW_EN to 0. In this mode, the level of rtsn_out
is changed by configuring UART_SW_RTS.

e Hardware control: Enter this mode by setting UART_RX_FLOW_EN to 1. In this mode, rtsn_out is pulled
high when data in Rx_FIFO exceeds UART_RX_FLOW_THRHD.

ESP32-S2 UART External UART
) TX RX )
Transmitter > Receiver
rtsn_out rtsn_out
ctsn_in ctsn_in
Receiver RX TX| Transmitter

Figure 8-11. Connection between Hardware Flow Control Signals
When ctsn_in of IUQ is low, 1UO is allowed to send data; when ctsn_in is high, IUO is not allowed to send data.
When IUO detects an edge change of ctsn_in, a UART_CTS_CHG_INT interrupt is generated.

If dtrn_out of IUQ is high, it indicates that IUO is ready to transmit data. dtrn_out is generated by configuring
register UART_SW_DTR. When the IUO transmitter detects a edge change of dsrn_in, a UART_DSR_CHG_INT
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interrupt is generated. After this interrupt is detected, software can obtain the level of input signal dsrn_in by
reading UART_DSRN. If dsrn_in is high, it indicates that EUO is ready to transmit data.

In a two-wire RS485 multidrop network enabled by setting UART_RS485_EN, dtrn_out is used for
transmit/receive turnaround. In this case, dtrn_out is generated by hardware. When data transmission starts,
dtrn_out is pulled high and the external driver is enabled; when data transmission completes, dtrn_out is pulled
low and the external driver is disabled. Please note that when there is turnaround delay of one cycle added after
the stop bit, dtrn_out is pulled low after the delay.

UART loopback test is enabled by setting UART_LOOPBACK. In the test, UART output signal txd_out is
connected to its input signal rxd_in, rtsn_out is connected to ctsn_in, and dtrn_out is connected to dsrn_out. If
data sent matches data received, it indicates that UART controllers are working properly.

8.3.9.2 Software Flow Control

Instead of CTS/RTS lines, software flow control uses XON/XOFF characters to start or stop data transmission.
Such flow control is enabled by setting UART_SW_FLOW_CON_EN to 1.

When using software flow control, hardware automatically detects if there are XON/XOFF characters in data flow
received, and generate a UART_SW_XOFF_INT or a UART_SW_XON_INT interrupt accordingly. If an XOFF
character is detected, the transmitter stops data transmission once the current byte has been transmitted; if an
XON character is detected, the transmitter starts data transmission. In addition, software can force the
transmitter to stop sending data by setting UART_FORCE_XOFF, or to start sending data by setting
UART_FORCE_XON.

Software determines whether to insert flow control characters according to the remaining room in RX FIFO. When
UART_SEND_XOFF is set, the transmitter sends an XOFF character configured by UART_XOFF_CHAR after the
current byte in transmission; when UART_SEND_XON is set, the transmitter sends an XON character configured
by UART_XON_CHAR after the current byte in transmission. If the RX FIFO of a UART controller stores more data
than UART_XOFF_THRESHOLD, UART_SEND_XOFF is set by hardware. As a result, the transmitter sends an
XOFF character after the current byte in transmission. If the RX FIFO of a UART controller stores less data than
UART_XON_THRESHOLD, UART_SEND_XON is set by hardware. As a result, the transmitter sends an XON
character after the current byte in transmission.

8.3.10 UDMA
The two UART controllers on ESP32-S2 share one UDMA (UART DMA), which supports the decoding and
encoding of HCI data packets. For more information, please refer to Chapter 7: DMA Controller.

8.3.11 UART Interrupts
e UART_AT_CMD_CHAR_DET_INT: Triggered when the receiver detects an AT_CMD character.

UART_RS485_CLASH_INT: Triggered when a collision is detected between the transmitter and the receiver
in RS485 mode.

UART_RS485_FRM_ERR_INT: Triggered when an error is detected in the data frame sent by the
transmitter in RS485 mode.

UART_RS485_PARITY_ERR_INT: Triggered when an error is detected in the parity bit sent by the
transmitter in RS485 mode.

UART_TX_DONE_INT: Triggered when all data in the transmitter’s TX FIFO has been sent.
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e UART_TX_BRK_IDLE_DONE_INT: Triggered when the transmitter stays idle for the minimum interval
(threshold) after sending the last data bit.

e UART_TX_BRK_DONE_INT: Triggered when the transmitter sends a NULL character after all data in TX
FIFO has been sent.

e UART_GLITCH_DET_INT: Triggered when the receiver detects a glitch in the middle of the start bit.

o UART_SW_XOFF_INT: Triggered when UART_SW_FLOW_CON_EN is set and the receiver receives a Xoff
character.

e UART_SW_XON_INT: Triggered when UART_SW_FLOW_CON_EN is set and the receiver receives a Xon
character.

o UART_RXFIFO_TOUT_INT: Triggered when the receiver takes more time than UART_RX_TOUT_THRHD to
receive one byte.

o UART_BRK_DET_INT: Triggered when the receiver detects a NULL character after stop bits.

e UART_CTS_CHG_INT: Triggered when the receiver detects an edge change of CTSn signals.

¢ UART_DSR_CHG_INT: Triggered when the receiver detects an edge change of DSRn signals.

e UART_RXFIFO_OVF_INT: Triggered when the receiver receives more data than the capacity of RX FIFO.
o UART_FRM_ERR_INT: Triggered when the receiver detects a data frame error.

e UART_PARITY_ERR_INT: Triggered when the receiver detects a parity error.

e UART_TXFIFO_EMPTY_INT: Triggered when TX FIFO stores less data than what
UART_TXFIFO_EMPTY_THRHD specifies.

o UART_RXFIFO_FULL_INT: Triggered when the receiver receives more data than what
UART_RXFIFO_FULL_THRHD specifies.

o UART_WAKEUP_INT: Triggered when UART is woken up.

8.3.12 UHCI Interrupts
e UHCI_DMA_INFIFO_FULL_WM_INT: Triggered when the counter value of DMA RX FIFO exceeds
UHCI_DMA_INFIFO_FULL_THRS.

e UHCI_SEND_A_REG_Q_INT: Triggered when DMA has sent a series of short packets using always_send.
e UHCI_SEND_S_REG_Q_INT: Triggered when DMA has sent a series of short packets using single_send.
e UHCI_OUT_TOTAL_EOF_INT: Triggered when all data has been sent.

e UHCI_OUTLINK_EOF_ERR_INT: Triggered when an EQOF error is detected in an transmit descriptor.

e UHCI_IN_DSCR_EMPTY_INT: Triggered when there are not enough receive descriptors for DMA.

e UHCI_OUT_DSCR_ERR_INT: Triggered when an error is detected in an transmit descriptor.

e UHCI_IN_DSCR_ERR_INT: Triggered when an error is detected in an receive descriptor.

e UHCI_OUT_EOF_INT: Triggered when the EOF bit in a descriptor is 1.

e UHCI_OUT_DONE_INT: Triggered when an transmit descriptor is completed.

e UHCI_IN_ERR_EOF_INT: Triggered when an EOF error is detected in an receive descriptor.
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UHCI_IN_SUC_EOF_INT: Triggered when a data packet has been received.

UHCI_IN_DONE_INT: Triggered when an receive descriptor is completed.

UHCI_TX_HUNG_INT: Triggered when DMA spends too much time on reading RAM.

UHCI_RX_HUNG_INT: Triggered when DMA spends too much time on receiving data.

UHCI_TX_START_INT: Triggered when DMA detects a separator character.

UHCI_RX_START_INT: Triggered when a separator character has been sent.

8.4 Base Address

Users can access UARTO, UART1 and UHCIO respectively with two register base addresses shown in the
following table. For more information about accessing peripherals from different buses please see Chapter 1:

System and Memory.
Table 36: Base addresses of UARTO, UART1 and UHCIO

Name Bus to Access Peripheral Base Address

PeriBUS1 0x3F400000
UARTO ,

PeriBUS2 0x60000000

PeriBUS 0x3F410000
UART1 ,

PeriBUS2 0x60010000

PeriBUS 0x3F414000
UHCIO ,

PeriBUS2 0x60014000

8.5 Register Summary

The addresses in the following table are relative to the UART base addresses provided in Section 8.4.

Name ‘ Description Address | Access
FIFO Configuration

UART_FIFO_REG FIFO data register 0x0000 | RO
UART_MEM_CONF_REG UART threshold and allocation configuration 0x005C | R/W
Interrupt registers

UART_INT_RAW_REG Raw interrupt status 0x0004 | RO
Interrupt Register

UART_INT_ST_REG Masked interrupt status 0x0008 | RO
UART_INT_ENA_REG Interrupt enable bits 0x000C | R/W
UART_INT_CLR_REG Interrupt clear bits 0x0010 | WO
Configuration Register

UART_CLKDIV_REG Clock divider configuration 0x0014 | R/W
UART_CONFO_REG Configuration register O 0x0020 | R/W
UART_CONF1_REG Configuration register 1 0x0024 | R/W
UART_FLOW_CONF_REG Software flow control configuration 0x0034 | R/W
UART_SLEEP_CONF_REG Sleeping mode configuration 0x0038 | R/W
UART_SWFC_CONFO_REG Software flow control character configuration 0x003C | R/W
UART_SWFC_CONF1_REG Software flow-control character configuration 0x0040 | R/W
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Name Description Address | Access
UART_IDLE_CONF_REG Frame-end idle configuration 0x0044 | R/W
UART_RS485_CONF_REG RS485 mode configuration 0x0048 | R/W
Autobaud Register

UART_AUTOBAUD_REG Autobaud configuration register 0x0018 | R/'W
UART_LOWPULSE_REG Autobaud minimum low pulse duration register | 0x0028 | RO
UART_HIGHPULSE_REG Autobaud minimum high pulse duration register | Ox002C | RO
UART_RXD_CNT_REG Autobaud edge change count register 0x0030 | RO
UART_POSPULSE_REG Autobaud high pulse register 0x006C | RO
UART_NEGPULSE_REG Autobaud low pulse register 0x0070 | RO
Status Register

UART_STATUS_REG UART status register 0x001C | RO
UART_MEM_TX_STATUS_REG TX FIFO write and read offset address 0x0060 | RO
UART_MEM_RX_STATUS_REG RX FIFO write and read offset address 0x0064 | RO
UART_FSM_STATUS_REG UART transmit and receive status 0x0068 | RO
AT Escape Sequence Selection Configuration

UART_AT_CMD_PRECNT_REG Pre-sequence timing configuration 0x004C | R/'W
UART_AT_CMD_POSTCNT_REG Post-sequence timing configuration 0x0050 | R/W
UART_AT_CMD_GAPTOUT_REG Timeout configuration 0x0054 | R/W
UART_AT_CMD_CHAR_REG AT Escape Sequence Selection Configuration 0x0058 | R/W
Version Register

UART_DATE_REG | UART version control register | ox0074 | RW
Name ‘ Description ‘ Address ‘ Access
Configuration Register

UHCI_CONFO_REG UHCI configuration register 0x0000 | R/W
UHCI_CONF1_REG UHCI configuration register 0x002C | R/W
UHCI_AHB_TEST_REG AHB test register 0x0048 | R/W
UHCI_ESCAPE_CONF_REG Escape characters configuration 0x0064 | R/W
UHCI_HUNG_CONF_REG Timeout configuration 0x0068 | R/W
UHCI_QUICK_SENT_REG UHCI quick send configuration register 0x0074 | R/W
UHCI_REG_Q0_WORDO_REG QO_WORDO quick_sent register 0x0078 | R/W
UHCI_REG_Q0_WORD1_REG QO_WORD1 quick_sent register 0x007C | R/'W
UHCI_REG_Q1_WORDO_REG Q1_WORDO quick_sent register 0x0080 | R/W
UHCI_REG_Q1_WORD1_REG Q1_WORD1 quick_sent register 0x0084 | R/W
UHCI_REG_Q2_WORDO_REG Q2_WORDO quick_sent register 0x0088 | R/W
UHCI_REG_Q2_WORD1_REG Q2_WORD1 quick_sent register 0x008C | R/W
UHCI_REG_Q3_WORDO_REG QB8_WORDO quick_sent register 0x0090 | R/W
UHCI_REG_Q3_WORD1_REG QB3_WORD1 quick_sent register 0x0094 | R/W
UHCI_REG_Q4_WORDO_REG Q4_WORDO quick_sent register 0x0098 | R/W
UHCI_REG_Q4_WORD1_REG Q4_WORD1 quick_sent register 0x009C | R/W
UHCI_REG_Q5_WORDO_REG Q5_WORDO quick_sent register Ox00A0 | R/W
UHCI_REG_Q5_WORD1_REG Q5_WORD1 quick_sent register 0x00A4 | R/W
UHCI_REG_Q6_WORDO_REG Q6_WORDO quick_sent register Ox00A8 | R/W
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8. UART Controller

Name Description Address | Access
UHCI_REG_Q6_WORD1_REG Q6_WORD1 quick_sent register Ox00AC | R/W
UHCI_ESC_CONFO_REG Escape sequence configuration register O 0x00BO | R/W
UHCI_ESC_CONF1_REG Escape sequence configuration register 1 0x00B4 | R/W
UHCI_ESC_CONF2_REG Escape sequence configuration register 2 0x00B8 | R/W
UHCI_ESC_CONF3_REG Escape sequence configuration register 3 0x00BC | R/W
UHCI_PKT_THRES_REG Configure register for packet length 0x00CO | R/W
Interrupt Register

UHCI_INT_RAW_REG Raw interrupt status 0x0004 | RO
UHCI_INT_ST_REG Masked interrupt status 0x0008 | RO
UHCL_INT_ENA_REG Interrupt enable bits 0x000C | R/'W
UHCL_INT_CLR_REG Interrupt clear bits 0x0010 | WO
DMA Status

UHCI_DMA_OUT_STATUS_REG DMA data-output status register 0x0014 | RO
UHCI_DMA_IN_STATUS_REG UHCI data-input status register 0x001C | RO
UHCI_STATEO_REG UHCI decoder status register 0x0030 | RO
UHCI_DMA_OUT_EOF_DES_ADDR Outlink descriptor address when EOF occurs 0x0038 | RO
_REG

UHCI_DMA_IN_SUC_EOF_DES_ADDR | Inlink descriptor address when EOF occurs 0x003C | RO
_REG

UHCI_DMA_IN_ERR_EOF_DES_ADDR | Inlink descriptor address when errors occur 0x0040 | RO
_REG

UHCI_DMA_OUT_EOF_BFR_DES_ Outlink descriptor address before the last trans- | 0x0044 | RO
ADDR_REG mit descriptor

UHCI_DMA_IN_DSCR_REG The third word of the next receive descriptor 0x004C | RO
UHCI_DMA_IN_DSCR_BFO_REG The third word of current receive descriptor 0x0050 | RO
UHCI_DMA_IN_DSCR_BF1_REG The second word of current receive descriptor 0x0054 | RO
UHCI_DMA_OUT_DSCR_REG The third word of the next transmit descriptor 0x0058 | RO
UHCI_DMA_OUT_DSCR_BF0O_REG The third word of current transmit descriptor 0x005C | RO
UHCI_DMA_OUT_DSCR_BF1_REG The second word of current transmit descriptor | Ox0060 | RO
UHCI_RX_HEAD_REG UHCI packet header register 0x0070 | RO
UHCI_STATE1_REG UHCI encoder status register 0x0034 | RO
DMA Configuration

UHCI_DMA_OUT_PUSH_REG Push control register of data-output FIFO 0x0018 | R/W
UHCI_DMA_IN_POP_REG Pop control register of data-input FIFO 0x0020 | varies
UHCI_DMA_OUT_LINK_REG Link descriptor address and control 0x0024 | varies
UHCI_DMA_IN_LINK_REG Link descriptor address and control 0x0028 | varies
Version Register

UHCI_DATE_REG UHCI version control register Ox00FC | R/W
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8. UART Controller

8.6 Registers

Register 8.1: UART_FIFO_REG (0x0000)

<
&
oF
K
& £
A/
@%QJ \5??\
‘ 31 8|7 0 ‘
\oooooooooooooooooooooooo 0x0 \Reset
UART_RXFIFO_RD_BYTE This register stores one byte data read from RX FIFO. (RO)
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UART_RX_SIZE This register is used to configure the amount of mem allocated for RX FIFO. The
default number is 128 bytes. (R/W)

UART_TX_SIZE This register is used to configure the amount of mem allocated for TX FIFO. The
default number is 128 bytes. (R/W)

UART_RX_FLOW_THRHD This register is used to configure the maximum amount of data that can
be received when hardware flow control works. (R/W)

UART_RX_TOUT_THRHD This register is used to configure the threshold time that receiver takes to
receive one byte. The UART_RXFIFO_TOUT_INT interrupt will be triggered when the receiver takes
more time to receive one byte with UART RX_TOUT_EN set to 1. (R/W)

UART_MEM_FORCE_PD Set this bit to force power down UART memory. (R/W)

UART_MEM_FORCE_PU Set this bit to force power up UART memory. (R/W)
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8. UART Controller

Register 8.3: UART_INT_RAW_REG (0x0004)

UART_RXFIFO_FULL_INT_RAW This interrupt raw bit turns to high level when receiver receives more
data than what UART_RXFIFO_FULL_THRHD specifies. (RO)

UART_TXFIFO_EMPTY_INT_RAW This interrupt raw bit turns to high level when the amount of data
in TX FIFO is less than what UART_TXFIFO_EMPTY_THRHD specifies. (RO)

UART_PARITY_ERR_INT_RAW This interrupt raw bit turns to high level when receiver detects a parity
error in the data. (RO)

UART_FRM_ERR_INT_RAW This interrupt raw bit turns to high level when receiver detects a data
frame error. (RO)

UART_RXFIFO_OVF_INT_RAW This interrupt raw bit turns to high level when receiver receives more
data than the FIFO can store. (RO)

UART_DSR_CHG_INT_RAW This interrupt raw bit turns to high level when receiver detects the edge
change of DSRn signal. (RO)

UART_CTS_CHG_INT_RAW This interrupt raw bit turns to high level when receiver detects the edge
change of CTSn signal. (RO)

UART_BRK_DET_INT_RAW This interrupt raw bit turns to high level when receiver detects a O after
the stop bit. (RO)

UART_RXFIFO_TOUT_INT_RAW This interrupt raw bit turns to high level when receiver takes more
time than UART_RX_TOUT_THRHD to receive a byte. (RO)

UART_SW_XON_INT_RAW This interrupt raw bit turns to high level when receiver receives XON char-
acter when UART_SW_FLOW_CON_EN is set to 1. (RO)

UART_SW_XOFF_INT_RAW This interrupt raw bit turns to high level when receiver receives XOFF
character when UART_SW_FLOW_CON_EN is set to 1. (RO)

UART_GLITCH_DET_INT_RAW This interrupt raw bit turns to high level when receiver detects a
glitch in the middle of a start bit. (RO)

UART_TX_BRK_DONE_INT_RAW This interrupt raw bit turns to high level when transmitter com-
pletes sending NULL characters, after all data in TX FIFO are sent. (RO)

UART_TX_BRK_IDLE_DONE_INT_RAW This interrupt raw bit turns to high level when transmitter
has kept the shortest duration after sending the last data. (RO)
Continued on the next page...
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8. UART Controller

Register 8.3: UART_INT_RAW_REG (0x0004)

Continued from the previous page...

UART_TX_DONE_INT_RAW This interrupt raw bit turns to high level when transmitter has sent out
all data in FIFO. (RO)

UART_RS485_PARITY_ERR_INT_RAW This interrupt raw bit turns to high level when receiver de-
tects a parity error from the echo of transmitter in RS485 mode. (RO)

UART_RS485_FRM_ERR_INT_RAW This interrupt raw bit turns to high level when receiver detects
a data frame error from the echo of transmitter in RS485 mode. (RO)

UART_RS485_CLASH_INT_RAW This interrupt raw bit turns to high level when detects a clash be-
tween transmitter and receiver in RS485 mode. (RO)

UART_AT_CMD_CHAR_DET_INT_RAW This interrupt raw bit turns to high level when receiver de-
tects the configured UART_AT_CMD CHAR. (RO)

UART_WAKEUP_INT_RAW This interrupt raw bit turns to high level when input rxd edge changes
more times than what UART_ACTIVE_THRESHOLD specifies in Light-sleep mode. (RO)
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8. UART Controller

Register 8.4: UART_INT_ST_REG (0x0008)

UART_RXFIFO_FULL_INT_ST This is the status bit for UART_RXFIFO_FULL_INT_RAW when
UART_RXFIFO_FULL_INT_ENA is set to 1. (RO)

UART_TXFIFO_EMPTY_INT_ST This is the status bit for UART_TXFIFO_EMPTY_INT_RAW when
UART_TXFIFO_EMPTY_INT_ENA is set to 1. (RO)

UART_PARITY_ERR_INT_ST This is the status bit for UART_PARITY_ERR_INT_RAW when
UART_PARITY_ERR_INT_ENAis set to 1. (RO)

UART_FRM_ERR_INT_ST This is the status bit for UART_FRM_ERR_INT_RAW when
UART_FRM_ERR_INT_ENA is set to 1. (RO)

UART_RXFIFO_OVF_INT_ST This is the status bit for UART_RXFIFO_OVF_INT_RAW when
UART_RXFIFO_OVF_INT_ENA is set to 1. (RO)

UART_DSR_CHG_INT_ST This is the status bit for UART_DSR_CHG_INT_RAW when
UART_DSR_CHG_INT_ENA is set to 1. (RO)

UART_CTS_CHG_INT_ST This is the status bit for UART_CTS_CHG_INT_RAW when
UART_CTS_CHG_INT_ENA is set to 1. (RO)

UART_BRK_DET_INT_ST This is the status bit for UART_BRK_DET_INT_RAW when
UART_BRK_DET_INT_ENAis set to 1. (RO)

UART_RXFIFO_TOUT_INT_ST This is the status bit for UART_RXFIFO_TOUT_INT_RAW when
UART_RXFIFO_TOUT_INT_ENAis set to 1. (RO)

UART_SW_XON_INT_ST This is the status bit for UART_SW_XON_INT_RAW when
UART_SW_XON_INT_ENA is set to 1. (RO)

UART_SW_XOFF_INT_ST This is the status bit for UART_SW_XOFF_INT_RAW when
UART_SW_XOFF_INT_ENAis set to 1. (RO)

UART_GLITCH_DET_INT_ST This is the status bit for UART_GLITCH_DET_INT_RAW when
UART_GLITCH_DET_INT_ENAis set to 1. (RO)

UART_TX_BRK_DONE_INT_ST This is the status bit for UART_TX_BRK_DONE_INT_RAW when
UART_TX_BRK_DONE_INT_ENA is set to 1. (RO)

UART_TX_BRK_IDLE_DONE_INT_ST This is the status bit for
UART_TX_BRK_IDLE_DONE_INT_RAW when UART_TX_BRK_IDLE_DONE_INT_ENA is set
to 1. (RO)

Continued on the next page...
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8. UART Controller

Register 8.4: UART_INT_ST_REG (0x0008)

Continued from the previous page...

UART_TX_DONE_INT_ST This is the status bit for UART_TX_DONE_INT_RAW when
UART_TX_DONE_INT_ENA is set to 1. (RO)

UART_RS485_PARITY_ERR_INT_ST Thisis the status bit for UART_RS485_PARITY_ERR_INT_RAW
when UART_RS485_PARITY_INT_ENA is set to 1. (RO)

UART_RS485_FRM_ERR_INT_ST This is the status bit for UART_RS485_FRM_ERR_INT_RAW
when UART_RS485_FM_ERR_INT_ENAis set to 1. (RO)

UART_RS485_CLASH_INT_ST This is the status bit for UART_RS485_CLASH_INT_RAW when
UART_RS485_CLASH_INT_ENAis set to 1. (RO)

UART_AT_CMD_CHAR_DET_INT_ST This is the status bit for UART_AT_CMD_DET_INT_RAW
when UART_AT_CMD_CHAR_DET_INT_ENA is set to 1. (RO)

UART_WAKEUP_INT_ST This is the status bit for UART_WAKEUP_INT_RAW when
UART_WAKEUP_INT_ENA is set to 1. (RO)
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8. UART Controller

Register 8.5: UART_INT_ENA_REG (0x000C)
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UART_RXFIFO_FULL_INT_ENA This is the enable bit for UART_RXFIFO_FULL_INT_ST register.
(R/W)

UART_TXFIFO_EMPTY_INT_ENA This is the enable bit for UART_TXFIFO_EMPTY_INT_ST register.
(R/W)

UART_PARITY_ERR_INT_ENA This is the enable bit for UART_PARITY_ERR_INT_ST register. (R/W)

UART_FRM_ERR_INT_ENA This is the enable bit for UART_FRM_ERR_INT_ST register. (R/W)

UART_RXFIFO_OVF_INT_ENA This is the enable bit for UART_RXFIFO_OVF_INT_ST register. (R/W)

UART_DSR_CHG_INT_ENA This is the enable bit for UART_DSR_CHG_INT_ST register. (R/W)
UART_CTS_CHG_INT_ENA This is the enable bit for UART_CTS_CHG_INT_ST register. (R/W)
UART_BRK_DET_INT_ENA This is the enable bit for UART_BRK_DET_INT_ST register. (R/W)

UART_RXFIFO_TOUT_INT_ENA This is the enable bit for UART_RXFIFO_TOUT_INT_ST register.
(R/W)

UART_SW_XON_INT_ENA This is the enable bit for UART_SW_XON_INT_ST register. (R/W)
UART_SW_XOFF_INT_ENA This is the enable bit for UART_SW_XOFF_INT_ST register. (R/W)

UART_GLITCH_DET_INT_ENA Thisis the enable bit for UART_GLITCH_DET_INT_ST register. (R/W)

UART_TX_BRK_DONE_INT_ENA This is the enable bit for UART_TX_BRK_DONE_INT_ST register.
(R/W)

UART_TX_BRK_IDLE_DONE_INT_ENA This is the enable bit for
UART_TX_BRK_IDLE_DONE_INT_ST register. (R/W)
UART_TX_DONE_INT_ENA This is the enable bit for UART_TX_DONE_INT_ST register. (R/W)

UART_RS485_PARITY_ERR_INT_ENA This is the enable bit for
UART_RS485_PARITY_ERR_INT_ST register. (R/W)

UART_RS485_FRM_ERR_INT_ENA This is the enable bit for UART_RS485_PARITY_ERR_INT_ST
register. (R/W)

Continued on the next page...
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8. UART Controller

Register 8.5: UART_INT_ENA_REG (0x000C)

Continued from the previous page...

UART_RS485_CLASH_INT_ENA This is the enable bit for UART_RS485_CLASH_INT_ST register.
R/W)

UART_AT_CMD_CHAR_DET_INT_ENA This is the enable bit for
UART_AT_CMD_CHAR_DET_INT_ST register. (R/W)

UART_WAKEUP_INT_ENA This is the enable bit for UART_WAKEUP_INT_ST register. (R/W)
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8. UART Controller

Register 8.6: UART_INT_CLR_REG (0x0010)

UART_RXFIFO_FULL_INT_CLR Set this bit to clear UART_THE RXFIFO_FULL_INT_RAW interrupt.

(WO)

UART_TXFIFO_EMPTY_INT_CLR Set this bit to clear UART_TXFIFO_EMPTY_INT_RAW interrupt.

(WO)

UART_PARITY_ERR_INT_CLR Set this bit to clear UART_PARITY_ERR_INT_RAW interrupt. (WO)

UART_FRM_ERR_INT_CLR Set this bit to clear UART_FRM_ERR_INT_RAW interrupt. (WO)

UART_RXFIFO_OVF_INT_CLR Set this bit to clear UART_UART_RXFIFO_OVF_INT_RAW interrupt.

(WO)

UART_DSR_CHG_INT_CLR Set this bit to clear UART_DSR_CHG_INT_RAW interrupt. (WO)

UART_CTS_CHG_INT_CLR Set this bit to clear UART_CTS_CHG_INT_RAW interrupt. (WO)

UART_BRK_DET_INT_CLR Set this bit to clear UART_BRK_DET_INT_RAW interrupt. (WO)

UART_RXFIFO_TOUT_INT_CLR Set this bit to clear UART_RXFIFO_TOUT_INT_RAW interrupt.

(WO)

UART_SW_XON_INT_CLR Set this bit to clear UART_SW_XON_INT_RAW interrupt. (WO)

UART_SW_XOFF_INT_CLR Set this bit to clear UART_SW_XOFF_INT_RAW interrupt. (WO)

UART_GLITCH_DET_INT_CLR Set this bit to clear UART_GLITCH_DET_INT_RAW interrupt. (WO)

UART_TX_BRK_DONE_INT_CLR Set this bit to clear UART_TX_BRK_DONE_INT_RAW interrupt.

(WO)

UART_TX_BRK_IDLE_DONE_INT_CLR Set this bit to clear UART_TX_BRK_IDLE_DONE_INT_RAW
interrupt. (WO)

UART_TX_DONE_INT_CLR Set this bit to clear UART_TX_DONE_INT_RAW interrupt. (WO)

UART_RS485_PARITY_ERR_INT_CLR Set this bit to clear UART_RS485_PARITY_ERR_INT_RAW
interrupt. (WO)

UART_RS485_FRM_ERR_INT_CLR Set this bit to clear UART_RS485_FRM_ERR_INT_RAW inter-

rupt. (WO)

UART_RS485_CLASH_INT_CLR Set this bit to clear UART_RS485_CLASH_INT_RAW interrupt.

(WO)
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8. UART Controller

Register 8.6: UART_INT_CLR_REG (0x0010)

Continued from the previous page...

UART_AT_CMD_CHAR_DET_INT_CLR Set this bit to clear UART_AT_CMD_CHAR_DET_INT_RAW
interrupt. (WQO)

UART_WAKEUP_INT_CLR Set this bit to clear UART_WAKEUP_INT_RAW interrupt. (WO)

Register 8.7: UART_CLKDIV_REG (0x0014)
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UART_CLKDIV The integral part of the frequency divisor. (R/W)

UART_CLKDIV_FRAG The decimal part of the frequency divisor. (R/W)
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8. UART Controller

Register 8.8: UART_CONFO_REG (0x0020)
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UART_PARITY This register is used to configure the parity check mode. 1°h0: even. 1’h1: odd.
(RW)

UART_PARITY_EN Set this bit to enable UART parity check. (R/W)

UART_BIT_NUM This register is used to set the length of data. O: 5 bits 1: 6 bits 2: 7 bits 3: 8 bits.
RW)

UART_STOP_BIT_NUM This register is used to set the length of stop bit. 1: 1 bit 2: 1.5 bits 3: 2
bits. (R/W)

UART_SW_RTS This register is used to configure the software RTS signal which is used in software
flow control. (R/W)

UART_SW_DTR This register is used to configure the software DTR signal which is used in software
flow control. (R/W)

UART_TXD_BRK Set this bit to enable transmitter to send NULL when the process of sending data
is done. (R/W)

UART_IRDA_DPLX Set this bit to enable IrDA loopback mode. (R/W)
UART_IRDA_TX_EN This is the start enable bit for IrDA transmitter. (R/W)

UART_IRDA_WCTL 1’h1: The IrDA transmitter’s 11th bit is the same as 10th bit. 1’h0: Set IFDA
transmitter’s 11th bit to 0. (R/W)

UART_IRDA_TX_INV Set this bit to invert the level of IrDA transmitter. (R/W)
UART_IRDA_RX_INV Set this bit to invert the level of IrDA receiver. (R/W)
UART_LOOPBACK Set this bit to enable UART loopback test mode. (R/W)
UART_TX_FLOW_EN Set this bit to enable flow control function for transmitter. (R/W)
UART_IRDA_EN Set this bit to enable IrDA protocol. (R/W)

UART_RXFIFO_RST Set this bit to reset the UART RX FIFO. (R/W)
UART_TXFIFO_RST Set this bit to reset the UART TX FIFO. (R/W)

UART_RXD_INV Set this bit to inverse the level value of UART RXD signal. (R/W)
UART_CTS_INV Set this bit to inverse the level value of UART CTS signal. (R/W)
UART_DSR_INV Set this bit to inverse the level value of UART DSR signal. (R/W)
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8. UART Controller

Register 8.8: UART_CONFO_REG (0x0020)

Continued from the previous page...

UART_TXD_INV Set this bit to inverse the level value of UART TXD signal. (R/W)
UART_RTS_INV Set this bit to inverse the level value of UART RTS signal. (R/W)
UART_DTR_INV Set this bit to inverse the level value of UART DTR signal. (R/W)

UART_TICK_REF_ALWAYS_ON This register is used to select the clock. 1’h1: APB_CLK. 1’h0:
REF_TICK. (R/W)

UART_MEM_CLK_EN UART memory clock gate enable signal. 1: UART memory powers on, the
data of which can be read and written. 0: UART memory powers down. (R/W)

Register 8.9: UART_CONF1_REG (0x0024)
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NaNaNs @ \a N
‘31 30 29 |28 18 | 17 918 0‘
‘O ofojo o o o 0o O O O o o0 o 0x60 0x60 ‘Reset

UART_RXFIFO_FULL_THRHD It will produce UART_RXFIFO_FULL_INT interrupt when receiver re-
ceives more data than this register value. (R/W)

UART_TXFIFO_EMPTY_THRHD It will produce UART_TXFIFO_EMPTY_INT interrupt when the data
amount in TX FIFO is less than this register value. (R/W)

UART_RX_TOUT_FLOW_DIS Set this bit to stop accumulating idle_cnt when hardware flow control
works. (R/W)

UART_RX_FLOW_EN This is the flow enable bit for UART receiver. 1'h1: Choose software flow
control with configuring sw_rts signal. 1’hQ: Disable software flow control. (R/W)

UART_RX_TOUT_EN This is the enable bit for UART receiver’s timeout function. (R/W)
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8. UART Controller

Register 8.10: UART_FLOW_CONF_REG (0x0034)
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UART_SW_FLOW_CON_EN Set this bit to enable software flow control. It is used with register
SW_XON or SW_XOFF. (R/W)

UART_XONOFF_DEL Set this bit to remove flow control character from the received data. (R/W)
UART_FORCE_XON Set this bit to enable the transmitter to go on sending data. (R/W)
UART_FORCE_XOFF Set this bit to stop the transmitter from sending data. (R/W)

UART_SEND_XON Set this bit to send XON character. It is cleared by hardware automatically. (R/W)

UART_SEND_XOFF Set this bit to send XOFF character. It is cleared by hardware automatically.

(R'W)
Register 8.11: UART_SLEEP_CONF_REG (0x0038)
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UART_ACTIVE_THRESHOLD The UART is activated from light sleeping mode when the input rxd
edge changes more times than this register value. (R/W)
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8. UART Controller

Register 8.12: UART_SWFC_CONF0_REG (0x003C)
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UART_XOFF_THRESHOLD When the data amount in RX FIFO is more than this register value with
UART_SW_FLOW_CON_EN set to 1, it will send a XOFF character. (R/W)

UART_XOFF_CHAR This register stores the XOFF flow control character. (R/W)

Register 8.13: UART_SWFC_CONF1_REG (0x0040)
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UART_XON_THRESHOLD When the data amount in RX FIFO is less than this register value with
UART_SW_FLOW_CON_EN set to 1, it will send a XON character. (R/W)

UART_XON_CHAR This register stores the XON flow control character. (R/W)

Register 8.14: UART_IDLE_CONF_REG (0x0044)
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UART_RX_IDLE_THRHD It will produce frame end signal when receiver takes more time to receive
one byte data than this register value. (R/W)

UART_TX_IDLE_NUM This register is used to configure the duration time between transfers. (R/W)

UART_TX_BRK_NUM This register is used to configure the number of O to be sent after the process
of sending data is done. It is active when UART_TXD_BRK is set to 1. (R/W)
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8. UART Controller

Register 8.15: UART_RS485_CONF_REG (0x0048)
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UART_RS485_EN Set this bit to choose the RS485 mode. (R/W)
UART_DLO_EN Set this bit to delay the stop bit by 1 bit. (R/W)
UART_DL1_EN Set this bit to delay the stop bit by 1 bit. (R/W)

UART_RS485TX_RX_EN Set this bit to enable receiver could receive data when the transmitter is
transmitting data in RS485 mode. (R/W)

UART_RS485RXBY_TX_EN 1’h1: enable RS485 transmitter to send data when RS485 receiver line
is busy. 1’h0: RS485 transmitter should not send data when its receiver is busy. (R/W)

UART_RS485_RX_DLY_NUM This register is used to delay the receiver’s internal data signal. (R/W)

UART_RS485_TX_DLY_NUM This register is used to delay the transmitter’s internal data signal.

(R/W)
Register 8.16: UART_AUTOBAUD_REG (0x0018)
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UART_AUTOBAUD_EN This is the enable bit for detecting baudrate. (R/W)

UART_GLITCH_FILT when input pulse width is lower than this value, the pulse is ignored. This register
is used in autobaud detect process. (R/W)
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8. UART Controller

Register 8.17: UART_LOWPULSE_REG (0x0028)
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UART_LOWPULSE_MIN_CNT This register stores the value of the minimum duration time of the low
level pulse. It is used in baud rate detection. (RO)

Register 8.18: UART_HIGHPULSE_REG (0x002C)
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UART_HIGHPULSE_MIN_CNT This register stores the value of the maximum duration time for the
high level pulse. It is used in baud rate detection. (RO)

Register 8.19: UART_RXD_CNT_REG (0x0030)

&
9%
&O
» &
5 &
§®% X
‘31 1o|9 o‘
\oooooooooooooooooooooo| ox0 \Reset

UART_RXD_EDGE_CNT This register stores the count of rxd edge change. It is used in baud rate
detection. (RO)
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8. UART Controller

Register 8.20: UART_POSPULSE_REG (0x006C)
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UART_POSEDGE_MIN_CNT This register stores the minimal input clock count between two positive
edges. It is used in baud rate detection. (RO)

Register 8.21: UART_NEGPULSE_REG (0x0070)
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UART_NEGEDGE_MIN_CNT This register stores the minimal input clock count between two negative
edges. It is used in baud rate detection. (RO)
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8. UART Controller

Register 8.22: UART_STATUS_REG (0x001C)
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UART_RXFIFO_CNT Stores the byte number of valid data in RX FIFO. (RO)
UART_DSRN The register represent the level value of the internal UART DSR signal. (RO)
UART_CTSN This register represent the level value of the internal UART CTS signal. (RO)
UART_RXD This register represent the level value of the internal UART RXD signal. (RO)
UART_TXFIFO_CNT Stores the byte number of data in TX FIFO. (RO)

UART_DTRN This bit represents the level of the internal UART DTR signal. (RO)
UART_RTSN This bit represents the level of the internal UART RTS signal. (RO)

UART_TXD This bit represents the level of the internal UART TXD signal. (RO)

Register 8.23: UART_MEM_TX_STATUS_REG (0x0060)
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UART_APB_TX_WADDR This register stores the offset address in TX FIFO when software writes TX
FIFO via APB. (RO)

UART_TX_RADDR This register stores the offset address in TX FIFO when TX FSM reads data via
Tx_FIFO_Citrl. (RO)
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8. UART Controller

Register 8.24: UART_MEM_RX_STATUS_REG (0x0064)
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UART_APB_RX_RADDR This register stores the offset address in RX_FIFO when software reads data
from RX FIFO via APB. (RO)

UART_RX_WADDR This register stores the offset address in RX FIFO when Rx_FIFO_Ctrl writes RX

FIFO. (RO)
Register 8.25: UART_FSM_STATUS_REG (0x0068)
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UART_ST_URX_OUT This is the status register of receiver. (RO)
UART_ST_UTX_OUT This is the status register of transmitter. (RO)
Register 8.26: UART_AT_CMD_PRECNT_REG (0x004C)
S
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UART_PRE_IDLE_NUM This register is used to configure the idle duration time before the first
AT_CMD is received by receiver. It will not take the next data received as AT_CMD character

when the duration is less than this register value. (R/W)
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8. UART Controller

Register 8.27: UART_AT_CMD_POSTCNT_REG (0x0050)
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UART_POST_IDLE_NUM This register is used to configure the duration time between the last
AT_CMD and the next data. It will not take the previous data as AT_CMD character when the
duration is less than this register value. (R/W)

Register 8.28: UART_AT_CMD_GAPTOUT_REG (0x0054)
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UART_RX_GAP_TOUT This register is used to configure the duration time between the AT_CMD
chars. It will not take the data as continuous AT_CMD chars when the duration time is less than
this register value. (R/W)

Register 8.29: UART_AT_CMD_CHAR_REG (0x0058)
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UART_AT_CMD_CHAR This register is used to configure the content of AT_CMD character. (R/W)

UART_CHAR_NUM This register is used to configure the number of continuous AT_CMD chars re-
ceived by receiver. (R/W)
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8. UART Controller

Register 8.30: UART_DATE_REG (0x0074)
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UART_DATE This is the version control register. (R/W)
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8. UART Controller

Register 8.31: UHCI_CONFO_REG (0x0000)

‘31 24|23|22|21|20|19|18|17|16|15|14|13|12|11|10|9|8|7|6|5|4|3|2|1|0‘

UHCI_IN_RST Set this bit to reset in DMA FSM. (R/W)

UHCI_OUT_RST Set this bit to reset out DMA FSM. (R/W)
UHCI_AHBM_FIFO_RST Set this bit to reset AHB interface cmdFIFO of DMA. (R/W)
UHCI_AHBM_RST Set this bit to reset AHB interface of DMA. (R/W)
UHCI_IN_LOOP_TEST Reserved. (R/W)

UHCI_OUT_LOOP_TEST Reserved. (R/W)

UHCI_OUT_AUTO_WRBACK Set this bit to enable automatic outlink-writeback when all the data in
TX Buffer has been transmitted. (R/W)

UHCI_OUT_NO_RESTART_CLR Reserved. (R/W)

UHCI_OUT_EOF_MODE This register is used to specify the generation mode of UHCI_OUT_EOF_INT
interrupt. 1: When DMA has popped all data from FIFO. 0: When AHB has pushed all data to FIFO.

(R/W)
UHCI_UARTO_CE Set this bit to link up HCl and UARTO. (R/W)
UHCI_UART1_CE Set this bit to link up HCl and UART1. (R/W)

UHCI_OUTDSCR_BURST_EN This register is used to specify DMA transmit descriptor transfer
mode. 1: burst mode. O: byte mode. (R/W)

UHCI_INDSCR_BURST_EN This register is used to specify DMA receive descriptor transfer mode.
1: burst mode. 0: byte mode. (R/W)

UHCI_OUT_DATA_BURST_EN This register is used to specify data transfer mode. 1: Transmit data
in burst mode. 0: Transmit data in byte mode. (R/W)

UHCI_MEM_TRANS_EN 1: UHCI transmitted data would be write back into DMA INFIFO. (R/W)
UHCI_SEPER_EN Set this bit to separate the data frame using a special char. (R/W)
UHCI_HEAD_EN Set this bit to encode the data packet with a formatting header. (R/W)
UHCI_CRC_REC_EN Set this bit to enable UHCI to receive the 16 bit CRC. (R/W)

UHCI_UART_IDLE_EOF_EN If this bit is set to 1, UHCI will end the payload receiving process when
UART has been in idle state. (R/W)

Continued on the next page...
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8. UART Controller

Register 8.31: UHCI_CONFO_REG (0x0000)

Continued from the previous page...

UHCI_LEN_EOF_EN If this bit is set to 1, UHCI decoder receiving payload data is end when the
receiving byte count has reached the specified value. The value is payload length indicated
by UCHI packet header when UHCI_HEAD_EN is 1 or the value is a configuration value when
UHCI_HEAD_EN is 0. If this bit is set to 0, UHCI decoder receiving payload data is end when OxcO
is received. (R/W)

UHCI_ENCODE_CRC_EN Set this bit to enable data integrity checking by appending a 16 bit CCITT-
CRC to the end of the payload. (R/W)

UHCI_CLK_EN 1’b1: Force clock on for register. 1'b0: Support clock only when application writes
registers. (R/W)

UHCI_UART_RX_BRK_EOF_EN if this bit is set to 1, UHCI will end payload_rec process when NULL
frame is received by UART. (R/W)
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8. UART Controller

Register 8.32: UHCI_CONF1_REG (0x002C)
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UHCI_CHECK_SUM_EN This is the enable bit to check header checksum when UHCI receives a
data packet. (R/W)

UHCI_CHECK_SEQ_EN This is the enable bit to check sequence number when UHCI receives a data
packet. (R/W)

UHCI_CRC_DISABLE Set this bit to support CRC calculation. Data Integrity Check Present bit in
UHCI packet frame should be 1. (R/W)

UHCI_SAVE_HEAD Set this bit to save the packet header when HCI receives a data packet. (R/W)

UHCI_TX_CHECK_SUM_RE Set this bit to encode the data packet with a checksum. (R/W)

UHCI_TX_ACK_NUM_RE Set this bit to encode the data packet with an acknowledgement when a
reliable packet is to be transmit. (R/W)

UHCI_CHECK_OWNER 1: Check the link list descriptor when link list owner is DMA controller; O:
Always check link list descriptor. (R/W)

UHCI_WAIT_SW_START The uhci-encoder will jump to ST_SW_WAIT status if this register is set to
1. (R/'W)

UHCI_SW_START If current UHCI_ENCODE_STATE is ST_SW_WAIT, the UHCI will start to send data
packet out when this bit is set to 1. (R/W)

UHCI_DMA_INFIFO_FULL_THRS This field is used to generate the
UHCI_DMA_INFIFO_FULL_WM_INT interrupt when the counter value of DMA RX FIFO ex-
ceeds the value of the register. (R/W)
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8. UART Controller

Register 8.33: UHCI_AHB_TEST_REG (0x0048)
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UHCI_AHB_TESTMODE Reserved. (R/W)

UHCI_AHB_TESTADDR Reserved. (R/W)

Register 8.34: UHCI_ESCAPE_CONF_REG (0x0064)
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UHCI_TX_CO0_ESC_EN Set this bit to enable decoding char 0xcO when DMA receives data. (R/W)
UHCI_TX_DB_ESC_EN Set this bit to enable decoding char Oxdb when DMA receives data. (R/W)

UHCI_TX_11_ESC_EN Set this bit to enable decoding flow control char Ox11 when DMA receives
data. (R/W)

UHCI_TX_13_ESC_EN Set this bit to enable decoding flow control char 0x13 when DMA receives
data. (R/W)

UHCI_RX_CO0_ESC_EN Set this bit to enable replacing OxcO by special char when DMA sends data.
R/W)

UHCI_RX_DB_ESC_EN Set this bit to enable replacing Oxdb by special char when DMA sends data.
R/W)

UHCI_RX_11_ESC_EN Set this bit to enable replacing flow control char 0x11 by special char when
DMA sends data. (R/W)

UHCI_RX_13_ESC_EN Set this bit to enable replacing flow control char 0x13 by special char when
DMA sends data. (R/W)
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8. UART Controller

Register 8.35: UHCI_HUNG_CONF_REG (0x0068)
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UHCI_TXFIFO_TIMEOUT This register stores the timeout value. It will produce the

UHCI_TX_HUNG_INT interrupt when DMA takes more time to receive data. (R/W)

UHCI_TXFIFO_TIMEOUT_SHIFT This register is used to configure the tick count maximum value.
RW)

UHCI_TXFIFO_TIMEOUT_ENA This is the enable bit for Tx-FIFO receive-data timeout. (R/W)

UHCI_RXFIFO_TIMEOUT This register stores the timeout value. It will produce the
UHCI_RX_HUNG_INT interrupt when DMA takes more time to read data from RAM. (R/W)

UHCI_RXFIFO_TIMEOUT_SHIFT This register is used to configure the tick count maximum value.

(R/W)
UHCI_RXFIFO_TIMEOUT_ENA This is the enable bit for DMA send-data timeout. (R/W)

Register 8.36: UHCI_QUICK_SENT_REG (0x0074)
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UHCI_SINGLE_SEND_NUM This register is used to specify the single_send register. (R/W)
UHCI_SINGLE_SEND_EN Set this bit to enable single_send mode to send short packet. (R/W)
UHCI_ALWAYS_SEND_NUM This register is used to specify the always_send register. (R/W)
UHCI_ALWAYS_SEND_EN Set this bit to enable always_send mode to send short packet. (R/W)
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8. UART Controller

Register 8.37: UHCI_REG_QO0_WORDO_REG (0x0078)

E ]

’ 0x000000 \ Reset

UHCI_SEND_QO_WORDO This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Register 8.38: UHCI_REG_Q0_WORD1_REG (0x007C)
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UHCI_SEND_QO_WORD1 This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Register 8.39: UHCI_REG_Q1_WORDO_REG (0x0080)
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UHCI_SEND_Q1_WORDO This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)
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8. UART Controller

Register 8.40: UHCI_REG_Q1_WORD1_REG (0x0084)

E ]

’ 0x000000 \ Reset

UHCI_SEND_Q1_WORD1 This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Register 8.41: UHCI_REG_Q2_WORDO_REG (0x0088)

0
O
QQ//
&
o\/
X
’ 31 0 ‘
’ 0x000000 \ Reset

UHCI_SEND_Q2_WORDO This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Register 8.42: UHCI_REG_Q2_WORD1_REG (0x008C)

OQ\Q
OQ//
Q 7/
&
S
’ 31 0 ‘
’ 0x000000 \ Reset

UHCI_SEND_Q2_WORD1 This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)
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8. UART Controller

Register 8.43: UHCI_REG_Q3_WORDO_REG (0x0090)

E ]

’ 0x000000 \ Reset

UHCI_SEND_Q3_WORDO This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Register 8.44: UHCI_REG_Q3_WORD1_REG (0x0094)

N
O
QQ) /
&
o\/
X
’ 31 0 ‘
’ 0x000000 \ Reset

UHCI_SEND_Q3_WORD1 This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Register 8.45: UHCI_REG_Q4_WORDO_REG (0x0098)

E ]

’ 0x000000 \ Reset

UHCI_SEND_Q4_WORDO This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)
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8. UART Controller

Register 8.46: UHCI_REG_Q4_WORD1_REG (0x009C)

E ]

’ 0x000000 \ Reset

UHCI_SEND_Q4_WORD1 This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Register 8.47: UHCI_REG_Q5_WORDO_REG (0x00A0)

o
O
Q(O s
&
o\/
X
’ 31 0 ‘
’ 0x000000 \ Reset

UHCI_SEND_Q5_WORDO This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Register 8.48: UHCI_REG_Q5_WORD1_REG (0x00A4)

OQ\Q
O@ s
Q 7/
&
S
’ 31 0 ‘
’ 0x000000 \ Reset

UHCI_SEND_Q5_WORD1 This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Espressif Systems 204 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

8. UART Controller

Register 8.49: UHCI_REG_Q6_WORDO_REG (0x00AS8)

E ]

‘ 0x000000 \ Reset

UHCI_SEND_Q6_WORDO This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Register 8.50: UHCI_REG_Q6_WORD1_REG (0x00AC)

N
O
QQ) /
&
o\/
X
‘ 31 0 ‘
‘ 0x000000 \ Reset

UHCI_SEND_Q6_WORD1 This register is used as a quick_sent register when specified by
UHCI_ALWAYS_SEND_NUM or UHCI_SINGLE_SEND_NUM. (R/W)

Register 8.51: UHCI_ESC_CONFO0_REG (0x00B0)

N o
K R
© © Q
i & &
<<</2\/ (<</2\/ (<</2\/
S & & &
%Q)é O O o
@2) \)‘2\ 0‘2‘ \)‘2\
‘31 24|23 16|l5 8|7 0‘
\ 0 000 0 0 0 O | Oxdc | oxdb | 0xc0 \Reset

UHCI_SEPER_CHAR This register is used to define the separate char that need to be encoded,
default is OxcO. (R/W)

UHCI_SEPER_ESC_CHARO This register is used to define the first char of slip escape sequence
when encoding the separate char, default is Oxdb. (R/W)

UHCI_SEPER_ESC_CHAR1 This register is used to define the second char of slip escape sequence
when encoding the separate char, default is Oxdc. (R/W)
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8. UART Controller

Register 8.52: UHCI_ESC_CONF1_REG (0x00B4)

N o
& &
0\2\?‘ \2\?‘
QO Q7 Q
o o) o)
?Q/ ?Q/ ?<</
@& o & o
%) O O O
&2)% \32\ 0‘2‘ 0‘2‘
‘31 24 | 23 16 | 15 8|7 0‘
\o 0 0 00 0 0 O Oxdd oxdo oxdb \Reset

UHCI_ESC_SEQO This register is used to define a char that need to be encoded, default is Oxdb that
used as the first char of slip escape sequence. (R/W)

UHCI_ESC_SEQO_CHARO This register is used to define the first char of slip escape sequence when
encoding the UHCI_ESC_SEQQ, default is Oxdb. (R/W)

UHCI_ESC_SEQO_CHAR1 This register is used to define the second char of slip escape sequence
when encoding the UHCI_ESC_SEQO, default is Oxdd. (R/W)

Register 8.53: UHCI_ESC_CONF2_REG (0x00B8)

N QO
& &
N N N
5 e g
D &’ 7 7
%Q?\ o ol )
&Q’ 0‘2‘ \)‘2‘ 0‘2‘
‘ 31 24123 16 | 15 8|7 0 ‘
‘ O 0 O O O O o0 o Oxde Oxdb Ox11 ‘Reset

UHCI_ESC_SEQ1 This register is used to define a char that need to be encoded, default is 0x11 that
used as flow control char. (R/W)

UHCI_ESC_SEQ1_CHARO This register is used to define the first char of slip escape sequence when
encoding the UHCI_ESC_SEQ1, default is Oxdb. (R/W)

UHCI_ESC_SEQ1_CHAR1 This register is used to define the second char of slip escape sequence
when encoding the UHCI_ESC_SEQ1, default is Oxde. (R/W)
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8. UART Controller

Register 8.54: UHCI_ESC_CONF3_REG (0x00BC)

N o
& &
0\2\?‘ \2\?‘
% % 9
& & &
(\\& %Q/ ({/%Q/ %Q/
%) O O O
&2)% \32\ 0‘2‘ 0‘2‘
‘31 24 | 23 16 | 15 8|7 0‘
\o 0 0 00 0 0 O oxdf oxdo ox13 \Reset

UHCI_ESC_SEQ2 This register is used to define a char that need to be decoded, default is Ox13 that
used as flow control char. (R/W)

UHCI_ESC_SEQ2_CHARO This register is used to define the first char of slip escape sequence when
encoding the UHCI_ESC_SEQ?2, default is Oxdb. (R/W)

UHCI_ESC_SEQ2_CHAR1 This register is used to define the second char of slip escape sequence
when encoding the UHCI_ESC_SEQ2, default is Oxdf. (R/W)

Register 8.55: UHCI_PKT_THRES_REG (0x00CO0)

&
@6\ Q\f}/
& O
i NS
N N
‘31 13|12 0‘
‘OOOOOOOOOOOOOOOOOOO 0x80 ‘Reset

UHCI_PKT_THRS This register is used to configure the maximum value of the packet length when
UHCI_HEAD_EN is 0. (R/W)
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8. UART Controller

Register 8.56: UHCI_INT_RAW_REG (0x0004)

s K7 F LI
S Q@%@%{b@% ) 0\%”00 \é/oo OO AN A

\&Q?’Q)(A O\/O\/O\/O\/O\/C}/C}/Q\/O\/O\/Q\/Q\/O\/O\/ N/ ON O\
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UHCI_RX_START_INT_RAW This is the interrupt raw bit. Triggered when a separator char has been
sent. (RO)

UHCI_TX_START_INT_RAW This is the interrupt raw bit. Triggered when DMA detects a separator
char. (RO)

UHCI_RX_HUNG_INT_RAW This is the interrupt raw bit. Triggered when DMA takes more time to
receive data than the configure value. (RO)

UHCI_TX_HUNG_INT_RAW This is the interrupt raw bit. Triggered when DMA takes more time to
read data from RAM than the configured value. (RO)

UHCI_IN_DONE_INT_RAW This is the interrupt raw bit. Triggered when an receive descriptor is
completed. (RO)

UHCI_IN_SUC_EOF_INT_RAW This is the interrupt raw bit. Triggered when a data packet has been
received successfully. (RO)

UHCI_IN_ERR_EOF_INT_RAW This is the interrupt raw bit. Triggered when there are some errors in
EOF in the receive descriptor. (RO)

UHCI_OUT_DONE_INT_RAW This is the interrupt raw bit. Triggered when an transmit descriptor is
completed. (RO)

UHCI_OUT_EOF_INT_RAW This is the interrupt raw bit. Triggered when the current descriptor’s EOF
bitis 1. (RO)

UHCI_IN_DSCR_ERR_INT_RAW This is the interrupt raw bit. Triggered when there are some errors
in the receive descriptor. (RO)

UHCI_OUT_DSCR_ERR_INT_RAW This is the interrupt raw bit. Triggered when there are some er-
rors in the transmit descriptor. (RO)

UHCI_IN_DSCR_EMPTY_INT_RAW This is the interrupt raw bit. Triggered when there are not
enough inlinks for DMA. (RO)

UHCI_OUTLINK_EOF_ERR_INT_RAW This is the interrupt raw bit. Triggered when there are some
errors in EOF in the transmit descriptor. (RO)

UHCI_OUT_TOTAL_EOF_INT_RAW This is the interrupt raw bit. Triggered when all data in the last
buffer address has been sent out. (RO)

Continued on the next page...
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8. UART Controller

Register 8.56: UHCI_INT_RAW_REG (0x0004)

Continued from the previous page...

UHCI_SEND_S_REG_Q_INT_RAW This is the interrupt raw bit. Triggered when DMA has sent out a
short packet using single_send registers. (RO)

UHCI_SEND_A_REG_Q_INT_RAW This is the interrupt raw bit. Triggered when DMA has sent out a
short packet using always_send registers. (RO)

UHCI_DMA_INFIFO_FULL_WM_INT_RAW This is the interrupt raw bit. Triggered when the DMA
INFIFO count has reached the configured threshold value. (RO)
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8. UART Controller

Register 8.57: UHCI_INT_ST_REG (0x0008)

VA VOTANY
55 R R R CATCA

‘31 17|16|15|14|13|12

[ofwolole ] fe]s]s]s]2] ]0]
\o 0 00000 O0O0GO0OGO0G OO OO o|o|o|o|o|o|0|0|o|o|o|o|o|0|0|0|0|0\Reset

UHCI_RX_START_INT_ST This is the masked interrupt bit for UHCI_RX_START_INT interrupt when
UHCI_RX_START_INT_ENA is set to 1. (RO)

UHCI_TX_START_INT_ST This is the masked interrupt bit for UHCI_TX_START_INT interrupt when
UHCI_TX_START_INT_ENA is set to 1. (RO)

UHCI_RX_HUNG_INT_ST This is the masked interrupt bit for UHCI_RX_HUNG_INT interrupt when
UHCI_RX_HUNG_INT_ENA is set to 1. (RO)

UHCI_TX_HUNG_INT_ST This is the masked interrupt bit for UHCI_TX_HUNG_INT interrupt when
UHCI_TX_HUNG_INT_ENA is set to 1. (RO)

UHCI_IN_DONE_INT_ST This is the masked interrupt bit for UHCI_IN_DONE_INT interrupt when
UHCI_IN_DONE_INT_ENA is set to 1. (RO)

UHCI_IN_SUC_EOF_INT_ST This is the masked interrupt bit for UHCI_IN_SUC_EOF_INT interrupt
when UHCI_IN_SUC_EOF_INT_ENAis set to 1. (RO)

UHCI_IN_ERR_EOF_INT_ST This is the masked interrupt bit for UHCI_IN_ERR_EOF_INT interrupt
when UHCI_IN_ERR_EOF_INT_ENA is set to 1. (RO)

UHCI_OUT_DONE_INT_ST Thisisthe masked interrupt bit for UHCI_OUT_DONE_INT interrupt when
UHCI_OUT_DONE_INT_ENA is set to 1. (RO)

UHCI_OUT_EOF_INT_ST This is the masked interrupt bit for UHCI_OUT_EOF_INT interrupt when
UHCI_OUT_EOF_INT_ENA is set to 1. (RO)

UHCI_IN_DSCR_ERR_INT_ST This is the masked interrupt bit for UHCI_IN_DSCR_ERR_INT inter-
rupt when UHCI_IN_DSCR_ERR_INT is set to 1. (RO)

UHCI_OUT_DSCR_ERR_INT_ST This is the masked interrupt bit for UHCI_OUT_DSCR_ERR_INT
interrupt when UHCI_OUT_DSCR_ERR_INT_ENA is set to 1. (RO)

UHCI_IN_DSCR_EMPTY_INT_ST This is the masked interrupt bit for UHCI_IN_DSCR_EMPTY_INT
interrupt when UHCI_IN_DSCR_EMPTY_INT_ENAis set to 1. (RO)

UHCI_OUTLINK_EOF_ERR_INT_ST This is the masked interrupt bit for
UHCI_OUTLINK_EOF_ERR_INT interrupt when UHCI_OUTLINK_EOF_ERR_INT_ENA is set
to 1. (RO)

UHCI_OUT_TOTAL_EOF_INT_ST This is the masked interrupt bit for UHCI_OUT_TOTAL_EOF_INT
interrupt when UHCI_OUT_TOTAL_EOF_INT_ENA is set to 1. (RO)
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8. UART Controller

Register 8.57: UHCI_INT_ST_REG (0x0008)

Continued from the previous page...

UHCI_SEND_S_REG_Q_INT_ST This is the masked interrupt bit for UHCI_SEND_S_REG_Q_INT in-
terrupt when UHCI_SEND_S_REG_Q_INT_ENA is set to 1. (RO)

UHCI_SEND_A_REG_Q_INT_ST This is the masked interrupt bit for UHCI_SEND_A_REG_Q_INT in-
terrupt when UHCI_SEND_A_REG_Q_INT_ENA is set to 1. (RO)

UHCI_DMA_INFIFO_FULL_WML_INT_ST This is the masked interrupt bit for
UHCI_DMA_INFIFO_FULL_WM_INT INTERRUPT when UHCI_DMA_INFIFO_FULL_WM_INT_ENA
is setto 1. (RO)
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8. UART Controller

Register 8.58: UHCI_INT_ENA_REG (0x000C)

7/
& OLOLO LT OO O TOLO
A
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UHCI_RX_START_INT_ENA This is the interrupt enable bit for UHCI_RX_START_INT interrupt. (R/W)

UHCI_TX_START_INT_ENA This is the interrupt enable bit for UHCI_TX_START_INT interrupt. (R/W)

UHCI_RX_HUNG_INT_ENA This is the interrupt enable bit for UHCI_RX_HUNG_INT interrupt. (R/W)

UHCI_TX_HUNG_INT_ENA This is the interrupt enable bit for UHCI_TX_HUNG_INT interrupt. (R/W)
UHCI_IN_DONE_INT_ENA This is the interrupt enable bit for UHCI_IN_DONE_INT interrupt. (R/W)

UHCI_IN_SUC_EOF_INT_ENA This is the interrupt enable bit for UHCI_IN_SUC_EOF_INT interrupt.
(R/W)

UHCI_IN_ERR_EOF_INT_ENA This is the interrupt enable bit for UHCI_IN_ERR_EOF_INT interrupt.
(R/W)

UHCI_OUT_DONE_INT_ENA This is the interrupt enable bit for UHCI_OUT_DONE_INT interrupt.
(R/W)

UHCI_OUT_EOF_INT_ENA This is the interrupt enable bit for UHCI_OUT_EOF_INT interrupt. (R/W)

UHCI_IN_DSCR_ERR_INT_ENA This is the interrupt enable bit for UHCI_IN_DSCR_ERR_INT inter-
rupt. (R/W)

UHCI_OUT_DSCR_ERR_INT_ENA This is the interrupt enable bit for UHCI_OUT_DSCR_ERR_INT
interrupt. (R/W)

UHCI_IN_DSCR_EMPTY_INT_ENA This is the interrupt enable bit for UHCI_IN_DSCR_EMPTY_INT
interrupt. (R/W)

UHCI_OUTLINK_EOF_ERR_INT_ENA This is the interrupt enable bit for
UHCI_OUTLINK_EOF_ERR_INT interrupt. (R/W)

UHCI_OUT_TOTAL_EOF_INT_ENA This is the interrupt enable bit for UHCI_OUT_TOTAL_EOF_INT
interrupt. (R/W)

UHCI_SEND_S_REG_Q_INT_ENA This is the interrupt enable bit for UHCI_SEND_S_REG_Q_INT
interrupt. (R/W)

Continued on the next page...
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8. UART Controller

Register 8.58: UHCI_INT_ENA_REG (0x000C)

Continued from the previous page...

UHCI_SEND_A_REG_Q_INT_ENA This is the interrupt enable bit for UHCI_SEND_A_REG_Q_INT
interrupt. (R/W)

UHCI_DMA_INFIFO_FULL_WM_INT_ENA This is the interrupt enable bit for
UHCI_DMA_INFIFO_FULL_WM_INT interrupt. (R/W)
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8. UART Controller

Register 8.59: UHCI_INT_CLR_REG (0x0010)

‘31 17|16|15|14|13|12|11

[ofo el fe]s]e]s]2] ]0]
\o 0O 00000 O0O0GOGO0TU OO OO o|o|o|o|0|0|0|0|o|o|0|0|0|0|0|0|0|0\Reset

UHCI_RX_START_INT_CLR Set this bit to clear UHCI_RX_START_INT interrupt. (WO)
UHCI_TX_START_INT_CLR Set this bit to clear UHCI_TX_START_INT interrupt. (WO)
UHCI_RX_HUNG_INT_CLR Set this bit to clear UHCI_RX_HUNG_INT interrupt. (WO)
UHCI_TX_HUNG_INT_CLR Set this bit to clear UHCI_TX_HUNG_INT interrupt. (WO)
UHCI_IN_DONE_INT_CLR Set this bit to clear UHCI_IN_DONE_INT interrupt. (WO)
UHCI_IN_SUC_EOF_INT_CLR Set this bit to clear UHCI_IN_SUC_EOF_INT interrupt. (WO)
UHCI_IN_ERR_EOF_INT_CLR Set this bit to clear UHCI_IN_ERR_EOF_INT interrupt. (WO)
UHCI_OUT_DONE_INT_CLR Set this bit to clear UHCI_OUT_DONE_INT interrupt. (WO)
UHCI_OUT_EOF_INT_CLR Set this bit to clear UHCI_OUT_EOF_INT interrupt. (WO)
UHCI_IN_DSCR_ERR_INT_CLR Set this bit to clear UHCI_IN_DSCR_ERR_INT interrupt. (WO)

UHCI_OUT_DSCR_ERR_INT_CLR Set this bit to clear UHCI_OUT_DSCR_ERR_INT interrupt. (WO)

UHCI_IN_DSCR_EMPTY_INT_CLR Set this bit to clear UHCI_IN_DSCR_EMPTY_INT interrupt. (WO)

UHCI_OUTLINK_EOF_ERR_INT_CLR Set this bit to clear UHCI_OUTLINK_EOF_ERR_INT interrupt.

(WO)

UHCI_OUT_TOTAL_EOF_INT_CLR Set this bit to clear UHCI_OUT_TOTAL_EOF_INT interrupt. (WO)

UHCI_SEND_S_REG_Q_INT_CLR Set this bit to clear UHCI_SEND_S_UHCI_Q_INT interrupt. (WO)

UHCI_SEND_A_REG_Q_INT_CLR Set this bit to clear UHCI_SEND_A_UHCI_Q_INT interrupt. (WO)

UHCI_DMA_INFIFO_FULL_WM_INT_CLR Set this bit to clear UHCI_DMA_INFIFO_FULL_WM_INT
interrupt. (WO)

Espressif Systems 214 ESP32-S2 TRM (Preliminary VO.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

8. UART Controller

Register 8.60: UHCI_DMA_OUT_STATUS_REG (0x0014)

A
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B 1] ]
\oooooooooooooooooooooooooooooo|1|o\Reset
UHCI_OUT_FULL 1: DMA data-output FIFO is full. (RO)
UHCI_OUT_EMPTY 1: DMA data-output FIFO is empty. (RO)
Register 8.61: UHCI_DMA_IN_STATUS_REG (0x001C)
&
N
$ N
Q)G\ Al Q)& \Q/\Q/
G \/ G N/ A\
2 L OO
& X E Y
\ooooooooooooooooooooooooo 0x0 |0 o1o\Reset

UHCI_IN_FULL Data-input FIFO full signal. (RO)

UHCI_IN_EMPTY Data-input FIFO empty signal. (RO)

UHCI_RX_ERR_CAUSE This register indicates the error type when DMA has received a packet with
error. 3’'b001: Checksum error in HCI packet; 3'b010: Sequence number error in HCI packet;
3’b011: CRC bit error in HCI packet; 3’b100: 0xcO is found but received HCI packet is not end;
3’b101: 0xcO is not found when receiving HCI packet is end; 3'b110: CRC check error. (RO)
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8. UART Controller

Register 8.62: UHCI_STATEO_REG (0x0030)
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S K 5§ s s s
<'o® \2\0 /s \2\0\/ \2\0\/ \2\0\/ C)\/
N N N N N N
‘ 31 | 30 28 | 27 23 | 22 20 | 19 18 | 17 0‘
\ 0 0 0 0 0 0 \Reset

UHCI_INLINK_DSCR_ADDR This register stores the current receive descriptor’s address. (RO)
UHCI_IN_DSCR_STATE reserved (RO)
UHCI_IN_STATE reserved (RO)

UHCIL_INFIFO_CNT_DEBUG This register stores the byte number of the data in the receive descrip-
tor’s FIFO. (RO)

UHCI_DECODE_STATE UHCI decoder status. (RO)

Register 8.63: UHCI_DMA_OUT_EOF_DES_ADDR_REG (0x0038)
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S
‘ 31 0 ‘
‘ 0x000000 \ Reset

UHCI_OUT_EOF_DES_ADDR This register stores the address of the transmit descriptor when the
EOQF bit in this descriptor is 1. (RO)

Register 8.64: UHCI_DMA _IN_SUC_EOF_DES_ADDR_REG (0x003C)
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‘ 31 0 ‘
‘ 0x000000 \ Reset

UHCI_IN_SUC_EOF_DES_ADDR This register stores the address of the receive descriptor when
received successful EOF. (RO)
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8. UART Controller

Register 8.65: UHCI_DMA_IN_ERR_EOF_DES_ADDR_REG (0x0040)
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’ 31 0 ‘
’ 0x000000 \ Reset

UHCI_IN_ERR_EOF_DES_ADDR This register stores the address of the receive descriptor when
there are some errors in this descriptor. (RO)

Register 8.66: UHCI_DMA_OUT_EOF_BFR_DES_ADDR_REG (0x0044)

Q\
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% /
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<
6\ 7
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&
] 3 0 \
] 0x000000 ‘ Reset

UHCI_OUT_EOF_BFR_DES_ADDR This register stores the address of the transmit descriptor before
the last transmit descriptor. (RO)

Register 8.67: UHCI_DMA_IN_DSCR_REG (0x004C)

’ 0 ‘ Reset

UHCI_INLINK_DSCR This register stores the third word of the next receive descriptor. (RO)
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8. UART Controller

Register 8.68: UHCI_DMA_IN_DSCR_BFO0_REG (0x0050)

E ]

’ 0 ‘ Reset

UHCI_INLINK_DSCR_BFO0 This register stores the third word of the current receive descriptor. (RO)

Register 8.69: UHCI_DMA_IN_DSCR_BF1_REG (0x0054)

E ]

’ 0 ‘ Reset

UHCI_INLINK_DSCR_BF1 This register stores the second word of the current receive descriptor.
(RO)

Register 8.70: UHCI_DMA_OUT_DSCR_REG (0x0058)

E ]

’ 0 ‘ Reset

UHCI_OUTLINK_DSCR This register stores the third word of the next transmit descriptor. (RO)
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8. UART Controller

Register 8.71: UHCI_DMA_OUT_DSCR_BF0_REG (0x005C)

E ]

’ 0 ‘ Reset

UHCI_OUTLINK_DSCR_BFO0 This register stores the third word of the current transmit descriptor.
(RO)

Register 8.72: UHCI_DMA_OUT_DSCR_BF1_REG (0x0060)

E ]

’ 0 ‘ Reset

UHCI_OUTLINK_DSCR_BF1 This register stores the second word of the current transmit descriptor.
(RO)

Register 8.73: UHCI_RX_HEAD_REG (0x0070)

&
Q:\‘ ’

O

N

’ 0x000000 \ Reset

UHCI_RX_HEAD This register stores the header of the current received packet. (RO)
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8. UART Controller

Register 8.74: UHCI_DMA_OUT_PUSH_REG (0x0018)

> <
o~ &
L7 &L’
<<\ <<\
S N S &S
& o & o
& NS & NS
N N N N
‘31 17|16|l5 9|8 0‘
\o 0O 000 00O O0O0OU OGO OTU OO 0O o|o|o 0 0 0 0 0 o| 0x0 \Reset

UHCI_OUTFIFO_WDATA This is the data that need to be pushed into data-output FIFO. (R/W)

UHCI_OUTFIFO_PUSH Set this bit to push data into the data-output FIFO. (R/W)

Register 8.75: UHCI_DMA_IN_POP_REG (0x0020)

o} <>€\v
o7 ol
S & o &
& Q\> & Q\>
\@o" \)‘2‘ \@@ 0‘2\
‘31 17| 16 | 15 12 |11 0‘
\oooooooooooooooooooo 0x0 \Reset
UHCI_INFIFO_RDATA This register stores the data popping from data-input FIFO. (RO)
UHCI_INFIFO_POP Set this bit to pop data from data-input FIFO. (R/W)
Register 8.76: UHCI_DMA_OUT_LINK_REG (0x0024)
A
Q\
NaZAS
éﬁ;&é\g«%(g s
?\
«v\ié@i&i& ’ &V\é\u
0305 & oS
7/ 7/ 7/ / (%) 7/
SESESESS & 8
\oooooooooooo 0x000 \Reset

UHCI_OUTLINK_ADDR This register is used to specify the least significant 20 bits of the first transmit
descriptor’s address. (R/W)

UHCI_OUTLINK_STOP Set this bit to stop dealing with the transmit descriptor. (R/W)
UHCI_OUTLINK_START Set this bit to start a new transmit descriptor. (R/W)

UHCI_OUTLINK_RESTART Set this bit to restart the transmit descriptor from the last address. (R/W)

UHCI_OUTLINK_PARK 1: the transmit descriptor’'s FSM is in idle state. O: the transmit descriptor’s
FSM is working. (RO)
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Register 8.77: UHCI_DMA_IN_LINK_REG (0x0028)

& 2
AR o’ 5
R S o
S & Sl
NGO O N ) )
SO S N N\
Q\/Q\/Q\/Q\/ @Q‘A O\/ O\/
RIS & X S
‘31 30 29 28 | 27 21| 20 |19 0‘
‘O 0j]o0olofo0 o0 0 0O O O oOoft1 0x000 ‘Reset

UHCI_INLINK_ADDR This register is used to specify the least significant 20 bits of the first receive
descriptor’s address. (R/W)

UHCI_INLINK_AUTO_RET This is the enable bit to return to current receive descriptor’s address,
when there are some errors in current packet. (R/W)

UHCI_INLINK_STOP Set this bit to stop dealing with the receive descriptors. (R/W)
UHCI_INLINK_START Set this bit to start dealing with the receive descriptors. (R/W)
UHCI_INLINK_RESTART Set this bit to restart new receive descriptors. (R/W)

UHCI_INLINK_PARK 1: the receive descriptor's FSM is in idle state. O: the receive descriptor’'s FSM

is working. (RO)
Register 8.78: UHCI_STATE1_REG (0x0034)
Q\
Q
& ¥
A & & o8 ¥
N O s %O %
> & & & ~
& s > > o >
\/ \ / \/ \/ \/
& X SR S
‘31|3O 28 | 27 23|22 20|19 18|17 0‘
\ 0 | 0 0 | 0 0 | 0 \Reset

UHCI_OUTLINK_DSCR_ADDR This register stores the current transmit descriptor’s address. (RO)
UHCI_OUT_DSCR_STATE reserved (RO)
UHCI_OUT_STATE reserved (RO)

UHCI_OUTFIFO_CNT This register stores the byte number of the data in the transmit descriptor’s
FIFO. (RO)

UHCI_ENCODE_STATE UHCI encoder status. (RO)
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8. UART Controller

Register 8.79: UHCI_DATE_REG (0x00FC)

\/
&

‘ 0x18073001 \ Reset

UHCI_DATE This is the version control register. (R/W)
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9. LED PWM Controller

9. LED PWM Controller

9.1 Overview
The LED PWM controller is primarily designed to control LED devices, as well as generate PWM signals. It has
14-bit timers and waveform generators.

9.2 Features
The LED PWM controller has the following features:

e Four independent timers that support division by fractions

¢ Eight independent waveform generators able to produce eight PWM signals

Fading duty cycle of PWM signals without interference from any processors. An interrupt can be generated
after the fade has completed

Adjustable phase of PWM signal output

PWM signal output in low-power mode

For the convenience of description, in the following sections the eight waveform generators are collectively
referred to as PWMn, and the four timers are collectively referred to as Timerx.

9.3 Functional Description

9.3.1 Architecture
Figure 9-1 shows the architecture of the LED PWM controller. Figure 9-2 illustrates a PWM generator with its
selected timer and a counter.

LED_PWM

. PWMO

Timer0 P
—» PWM1

—» PWM2

Timer1 P
—» PWM3

Mux

— P PWM4
Timer2 ——»

—®» PWM5

Timer3 P PWMé

— » PWM7

Figure 9-1. LED_PWM Architecture
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9. LED PWM Controller

i Timerx LEDC_IDLE_LV_CHn

! LEDC_APB_CLK_SEL[1:0] | | “or

LEDC_CLK_DIV_TIMERx sig_outn

{ LEDC_DUTY_CHn

! APB_TICK 1“7 LEDG_PWM_CLK LEDC_TIMERx_PAUSE 3 | LEDG_HPOINT GHn %17 >

| 8M_CLK | 3 ¢

: »2 - 1

i XTAL_CL 3 Divider Counter | | Timerx_cnt; High/Low_level

§ LEDC_CLKx | (18 bits) (14 bits) . § comparator LEDC_SIG_OUT_EN_CHn
| REF_CLK ) ref_pulsex T i | A

: ! LEDC_DUTY_START_GHn
LEDC_TICK_SEL_TIMERx LEDG_TIMERx_RST | i LEDC_DUTY_INC_CHn
3 LEDC_TIMERx_DUTY_RES | ;  LEDC_DUTY_NUM_CHn
e LEDC_TIMERx SDUIYRES ‘ ! LEDC_DUTY_CYCLE_CHn
! LEDC_DUTY_SCALE_CHn

Figure 9-2. LED_PWM generator Diagram

Divider
input clock H—/ H—/
Aclock pulses  --. Aclock pulses A+l clock pulses ~ Aclock pulses ... Aclock pulses A+1 clock pulses Aclock pulses A+1 clock pulses

B ( A+1 ) counts

[ L]l

256 output clocks

Divider

output clock

— 1
—
—

Figure 9-3. LED_PWM Divider

9.3.2 Timers

The clock of the LED PWM controller, LEDC_PWM_CLK, has three clock sources: APB_CLK, RTC8M_CLK and
XTAL_CLK, selected by configuring LEDC_APB_CLK_SEL[1:0]. The clock of each LED PWM timer, LEDC_CLKX,
has two clock sources: LEDC_PWM_CLK or REF_TICK. When REF_TICK is used as the clock source of a timer,
LEDC_APB_CLK_SEL[1:0] should be set 1 and the cycle of REF_TICK should be an integral multiple of
APB_CLK cycles. Otherwise this clock will be not accurate. For more information on the clock sources, please
see Chapter Reset and Clock.

The output clock derived from LEDC_CLKXx is used as the base clock for the counter. The divider’s divisor is
configured by LEDC_CLK_DIV_TIMERKX. It is a fixed-point number: the highest 10 bits is the integer part
represented as A, while the lowest eight bits is the fractional part represented as B. This divisor LEDC_CLK_DIVx
is calculated as:

LEDC_CLK_DIVx= A+ £

When the fractional part B is not O, the input and output clock of the divider is shown as in figure 9-3. Among the
256 output clocks, B of them are divided by (A+1), whereas the remaining (256-B) are divided by A. Output
clocks divided by (A+1) are evenly distributed in the total 256 output clocks.

The LED PWM controller has a 14-bit counter that counts up to 2-FPC-TIMERCDUTY _RES _ 1 " |f the counting
value reaches 2LFPPCTIMERCDUTY _RES _ 1 the counter will overflow and restart counting from 0. The
counting value can be reset, suspended or read by software. A LEDC_TIMERx_OVF_INT interrupt can be
generated every time when the counter overflows or when it overflows for (LEDC_OVF_NUM_CHn + 1) times.
The interrupt configuration is as follows:

1. Set LEDC_OVF_CNT_EN_CHn
2. Configure LEDC_OVF_NUM_CHn with the times of overflow minus 1
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9. LED PWM Controller

3. Set LEDC_OVF_CNT_CHn_INT_ENA
4. Set LEDC_TIMERx_DUTY_RES to enable the timer and wait for a LEDC_OVF_CNT_CHn_INT interrupt

The frequency of a PWM generator output signal, sig_outn, depends on both the divisor of the divider, as well as
the range of the counter:

. - f LEDC_CLKx
fS'gJ)Ut” - LEDC_CLK DIV - 9LEDC_TIMERx_DUTY_RES

To change the divisor and times of overflow, you should configure LEDC_CLK_DIV_TIMERx and
LEDC_TIMERx_DUTY_RES respectively, and then set LEDC_TIMERx_PARA_UP; otherwise this change is not
valid. The newly configured value is updated upon next overflow of the counter.

9.3.3 PWM Generators

As shown in figure 9-2, each PWM generator has a high/low level comparator and two selectors. A PWM
generator takes the 14-bit counting value of the selected timer, compares it to values of the comparator Hpointn
and Lpointn, and therefore control the level of PWM signals.

e |f Timerx_cnt == Hpointn, sig_outn is 1.
e |f Timerx_cnt == Lpointn, sig_outn is O.

Hpointn is updated by LEDC_HPOINT_CHn when the counter overflows. The initial value of Lpointn is the sum of
LEDC_DUTY_CHn[18..4] and LEDC_HPOINT_CHn when the counter overflows. By configuring these two fields,
the relative phase and the duty cycle of the PWM output can be set.

Figure 9-4 illustrates PWM’s waveform when the duty cycle is fixed.

timer_cnt[13:0]
overflow [======7 T oA g

Ipoint [ 77T AT T

hpoint[-----—> 7 T St R
0

sig_out

Figure 9-4. LED_PWM Output Signal Diagram

~y

LEDC_DUTY_CHn is a fixed-point register with four fractional bits. LEDC_DUTY_CHn[18..4] is the integral part
used directly for PWM calculation. LEDC_DUTY_CHn[3..0] is the fractional part used to dither the output. If
LEDC_DUTY_CHn[3..0] is non-zero, then among every 16 cycles of sig_outn, LEDC_DUTY_CHn[3..0] have PWM
pulses with width one timer cycle longer than that of (16-LEDC_DUTY_CHn[3..0]). This feature effectively
increases the resolution of the PWM generator to 18 bits.

9.3.4 Duty Cycle Fading

The PWM generators is able to fade the duty cycle, that is to gradually change the duty cycle from one value to
another. This is achieved by configuring LEDC_DUTY_CHn, LEDC_DUTY_START_CHn, LEDC_DUTY_INC_CHn,
LEDC_DUTY_NUM_CHn and LEDC_DUTY_SCALE_CHn.

LEDC_DUTY_START_CHn is used to update the value of Lpointn. When this bit is set and the counter overflows,
Lpointn increments or decrements automatically, depending on whether the bit LEDC_DUTY_INC_CHn is set or
cleared.
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9. LED PWM Controller

The duty cycle of sig_outn changes every LEDC_DUTY_CYCLE_CHn PWM pulse cycles by adding or
subtracting the value of LEDC_DUTY_SCALE_CHn.

Figure 9-5 is a diagram of fading duty cycle. Upon reaching LEDC_DUTY_NUM_CHn, the fade stops and

a

LEDC_DUTY_CHNG_END_CHn_INT interrupt is generated. When configured like this, the duty cycle of sig_outn
increases by LEDC_DUTY_SCALE_CHn every LEDC_DUTY_CYCLE_CHn PWM pulse cycles.

timer_cnt[13:0]

Lo P e .

Ipoint.
hpoinf
0

) a H b b | c c
sig_out ; I
- > >
cycle_cnt: 1 2 .. LEDC_DUTY_CYCLE_ CHn 1 2 .. LEDC_DUTY_CYCLE CHn 1 2
num_cnt:1 2 3 ... LEDC_DUTY_NUM_CHn

Figure 9-5. Output Signal Diagram of Fading Duty Cycle

LEDC_SIG_OUT_EN_CHn used to enable PWM waveform output. When LEDC_SIG_OUT_EN_CHn is 0, the
level of sig_outn is constant as specified in LEDC_IDLE_LV_CHn.

If LEDC_HPOINT_CHn, LEDC_DUTY_START_CHn, LEDC_SIG_OUT_EN_CHn, LEDC_TIMER_SEL_CHn,
LEDC_DUTY_NUM_CHn, LEDC_DUTY_CYCLE_CHn, LEDC_DUTY_SCALE_CHn, LEDC_DUTY_INC_CHn
and

LEDC_OVF_CNT_EN_CHn are reconfigured, LEDC_PARA_UP_CHn should be set to apply the new
configuration.

9.3.5 Interrupts
e | EDC_OVF_CNT_CHn_INT: Triggered when the timer counter overflows for (LEDC_OVF_NUM_CHn + 1)
times and register LEDC_OVF_CNT_EN_CHn is set to 1.

e | EDC_DUTY_CHNG_END_CHn_INT: Triggered when a fade on a LED PWM generator has finished.

o | EDC_TIMERx_OVF_INT: Triggered when a LED PWM timer has reached its maximum counter value.

9.4 Base Address

Users can access the LED PWM controller with two base addresses, which can be seen in the following table.
For more information about accessing peripherals from different buses please see Chapter 1 System and

Memory.
Table 39: LED_PWM Base Address
Bus to Access Peripheral Base Address
PeriBUS1 0x3F419000
PeriBUS2 0x60019000
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9.5 Register Summary

The addresses in the following table are relative to the LED PWM controller base addresses provided in Section

9.4.
Name ‘ Description Address | Access
Configuration Register
LEDC_CHO_CONFO_REG Configuration register O for channel 0 0x0000 | varies
LEDC_CHO_CONF1_REG Configuration register 1 for channel O 0x000C | R/W
LEDC_CH1_CONFO_REG Configuration register O for channel 1 0x0014 | varies
LEDC_CH1_CONF1_REG Configuration register 1 for channel 1 0x0020 | R/W
LEDC_CH2_CONFO_REG Configuration register O for channel 2 0x0028 | varies
LEDC_CH2_CONF1_REG Configuration register 1 for channel 2 0x0034 | R/W
LEDC_CHS_CONFO_REG Configuration register 0 for channel 3 0x003C | varies
LEDC_CH3_CONF1_REG Configuration register 1 for channel 3 0x0048 | R/W
LEDC_CH4_CONFO_REG Configuration register O for channel 4 0x0050 | varies
LEDC_CH4_CONF1_REG Configuration register 1 for channel 4 0x005C | R/W
LEDC_CH5_CONFO_REG Configuration register 0 for channel 5 0x0064 | varies
LEDC_CH5_CONF1_REG Configuration register 1 for channel 5 0x0070 | R/W
LEDC_CH6_CONFO_REG Configuration register 0 for channel 6 0x0078 | varies
LEDC_CH6_CONF1_REG Configuration register 1 for channel 6 0x0084 | R/W
LEDC_CH7_CONFO_REG Configuration register O for channel 7 0x008C | varies
LEDC_CH7_CONF1_REG Configuration register 1 for channel 7 0x0098 | R/W
LEDC_CONF_REG Global ledc configuration register 0x00D0 | R/W
Hpoint Register
LEDC_CHO_HPOINT_REG High point register for channel 0 0x0004 | R/W
LEDC_CH1_HPOINT_REG High point register for channel 1 0x0018 | R/W
LEDC_CH2_HPOINT_REG High point register for channel 2 0x002C | R/W
LEDC_CHS_HPOINT_REG High point register for channel 3 0x0040 | R/W
LEDC_CH4_HPOINT_REG High point register for channel 4 0x0054 | R/W
LEDC_CH5_HPOINT_REG High point register for channel 5 0x0068 | R/W
LEDC_CH6_HPOINT_REG High point register for channel 6 0x007C | R/W
LEDC_CH7_HPOINT_REG High point register for channel 7 0x0090 | R/W
Duty Cycle Register
LEDC_CHO_DUTY_REG Initial duty cycle for channel O 0x0008 | R/W
LEDC_CHO_DUTY_R_REG Current duty cycle for channel 0 0x0010 | RO
LEDC_CH1_DUTY_REG Initial duty cycle for channel 1 0x001C | R/W
LEDC_CH1_DUTY_R_REG Current duty cycle for channel 1 0x0024 | RO
LEDC_CH2_DUTY_REG Initial duty cycle for channel 2 0x0030 | R/'W
LEDC_CH2_DUTY_R_REG Current duty cycle for channel 2 0x0038 | RO
LEDC_CH3_DUTY_REG Initial duty cycle for channel 3 0x0044 | R/W
LEDC_CH3_DUTY_R_REG Current duty cycle for channel 3 0x004C | RO
LEDC_CH4_DUTY_REG Initial duty cycle for channel 4 0x0058 | R/W
LEDC_CH4_DUTY_R_REG Current duty cycle for channel 4 0x0060 | RO
LEDC_CH5_DUTY_REG Initial duty cycle for channel 5 0x006C | R/W
LEDC_CH5_DUTY_R_REG Current duty cycle for channel 5 0x0074 | RO
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Name Description Address | Access
LEDC_CH6_DUTY_REG Initial duty cycle for channel 6 0x0080 | R/W
LEDC_CH6_DUTY_R_REG Current duty cycle for channel 6 0x0088 | RO
LEDC_CH7_DUTY_REG Initial duty cycle for channel 7 0x0094 | R/W
LEDC_CH7_DUTY_R_REG Current duty cycle for channel 7 0x009C | RO
Timer Register

LEDC_TIMERO_CONF_REG Timer O configuration OxO00AQ | varies
LEDC_TIMERO_VALUE_REG Timer O current counter value 0x00A4 | RO
LEDC_TIMER1_CONF_REG Timer 1 configuration Ox00A8 | varies
LEDC_TIMER1_VALUE_REG Timer 1 current counter value Ox00AC | RO
LEDC_TIMER2_CONF_REG Timer 2 configuration 0x00BO | varies
LEDC_TIMER2_VALUE_REG Timer 2 current counter value 0x00B4 | RO
LEDC_TIMER3_CONF_REG Timer 3 configuration 0x00B8 | varies
LEDC_TIMER3_VALUE_REG Timer 3 current counter value 0x00BC | RO
Interrupt Register

LEDC_INT_RAW_REG Raw interrupt status 0x00CO | RO
LEDC_INT_ST_REG Masked interrupt status 0x00C4 | RO
LEDC_INT_ENA_REG Interrupt enable bits 0x00C8 | R/W
LEDC_INT_CLR_REG Interrupt clear bits 0x00CC | WO
Version Register

LEDC_DATE_REG Version control register Ox00FC | R/W
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9.6 Registers
Register 9.1: LEDC_CHn_CONFO0_REG (n: 0-7) (0x0000+20%n)
\2\0
£
7 /\2@ \2@
@é@ééf R R R
QIR O O™ S o
K7 K7 K7 Q/ Q 7 O 7 %<</
S0 S 228
<<9<</<</ <<§ QY"Q,\/O &7
& PAPA § SPSHCHN
0207207 O/ 0007 L7
& P N L &
‘31 18| 17 16 15 | 14 5 4 3 2 1 0‘
\ooooooooooooooooo 0x0 OOOOXO‘Reset

LEDC_TIMER_SEL_CHn This field is used to select one of timers for channel n. 0: select timerO 1:
select timer1 2: select timer2 3: select timer3 (R/W)

LEDC_SIG_OUT_EN_CHn Set this bit to enable signal output on channel n. (R/W)
LEDC_IDLE_LV_CHn This bit is used to control the output value when channel n is inactive. (R/W)

LEDC_PARA_UP_CHn This bit is used to update register LEDC_CHn_HPOINT and
LEDC_CHn_DUTY for channel n. (WO)

LEDC_OVF_NUM_CHn This register is used to configure the maximum times of overflow minus
1. The LEDC_OVF_CNT_CHn_INT interrupt will be triggered when channel n overflows for
(LEDC_OVF_NUM_CHn + 1) times. (R/W)

LEDC_OVF_CNT_EN_CHn This bit is used to enable the ovf_cnt of channel n. (R/W)
LEDC_OVF_CNT_RESET_CHn Set this bit to reset the ovf_cnt of channel n. (WO)

LEDC_OVF_CNT_RESET_ST_CHn This is the status bit of LEDC_OVF_CNT_RESET_CHn. (RO)
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9. LED PWM Controller

Register 9.2: LEDC_CHn_CONF1_REG (n: 0-7) (0x000C+20*n)

« 9\2\\;\0 0‘2\0 @9\2\\\ @9\2\\\
S5 S & <
QN & Q7 Q7
DA N) N) )
&£ & & &
AV Vs N A% A%
‘31|30|29 20|19 10|9 0‘
\ 0 | 1 | 0x0 | 0x0 | 0x0 \Reset

LEDC_DUTY_SCALE_CHn Thisregister is used to configure the changing step scale of duty on chan-
nel n. (R/W)

LEDC_DUTY_CYCLE_CHn The duty will change every LEDC_DUTY_CYCLE_CHn on channel n.
RW)

LEDC_DUTY_NUM_CHn This register is used to control the number of times the duty cycle will be
changed. (R/W)

LEDC_DUTY_INC_CHn This register is used to increase or decrease the duty of output signal on
channel n. 1: Increase; 0: Decrease. (R/W)

LEDC_DUTY_START_CHn Other configured fields in LEDC_CHn_CONF1_REG will start to take ef-
fect when this bit is set to 1. (R/W)

Register 9.3: LEDC_CONF_REG (0x00DO0)

&
Q/é 9\/
> S &
O/ %Q)é QQ/
V @ \(5’
‘ 31 |30 2|1 0‘
\oooooooooooooooooooooooooooooomo\Reset
LEDC_APB_CLK_SEL This bit is used to select clock source for the 4 timers. 2’d1: APB_CLK 2’d2:
RTC8M_CLK 2’d3: XTAL_CLK (R/W)
LEDC_CLK_EN This bit is used to control clock. 1’b1: Force clock on for register. 1’h0: Support
clock only when application writes registers. (R/W)
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Register 9.4: LEDC_CH/_HPOINT_REG (1: 0-7) (0x0004+20%)

(\
Q\e\
é\ s
5 &©
@
@’%Q}\\ ‘5)0 ’
N

‘31 14|13 0‘

\oooooooooooooooooo| 0x00 \Reset

LEDC_HPOINT_CHn The output value changes to high when the selected timers has reached the
value specified by this register. (R/W)

Register 9.5: LEDC_CHn_DUTY_REG (n: 0-7) (0x0008+20%)

S
/Q\/
& S
& &
‘31 19|18 0‘
\o 0 000 00O 0O 0 O o| 0x000 \Reset

LEDC_DUTY_CHn This register is used to change the output duty by controlling the Lpoint. The
output value turns to low when the selected timers has reached the Lpoint. (R/W)

Register 9.6: LEDC_CHn_DUTY_R_REG (n: 0-7) (0x0010+20*)

OQQ
o
S N)
@ Q
& QO/
& N4
‘31 19|13 0‘
\o 0 000 00O OGO 0 O o| 0x000 \Reset

LEDC_DUTY_R_CHn This register stores the current duty of output signal on channel n. (RO)
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9. LED PWM Controller

Register 9.7: LEDC_TIMERx_CONF_REG (: 0-3) (0x00A0+8*)

, &
v%v O &
@\l—/ @ng {—9\ ng\/
& A APEA % N
O, 0/ O O O
& S & &

‘31 26| 25 24 23 22 |21 413 0‘

\o o o o o ofofo[1]o 0x000 0x0 \Reset
LEDC_TIMERx_DUTY_RES This register is used to control the range of the counter in timer x. (R/W)
LEDC_CLK_DIV_TIMERx This register is used to configure the divisor for the divider in timer x. The

least significant eight bits represent the fractional part. (R/W)
LEDC_TIMERx_PAUSE This bit is used to suspend the counter in timer x. (R/W)
LEDC_TIMERx_RST This bit is used to reset timer x. The counter will show O after reset. (R/W)
LEDC_TICK_SEL_TIMERx This bit is used to select clock for timer x. When this bit is set to 1
LEDC_APB_CLK_SEL[1:0] should be 1, otherwise the timer clock may be not accurate. 1’h0:
SLOW_CLK 1’h1: REF_TICK (R/W)
LEDC_TIMERx_PARA_UP Set this bit to update LEDC_CLK_DIV_TIMERx and
LEDC_TIMERx_DUTY_RES. (WO)
Register 9.8: LEDC_TIMERx_VALUE_REG (x: 0-3) (0x00A4+8*x)
&
Q*@
> N
%Q’c\ 7
@ Y

\oooooooooooooooooo 0x00 \Reset
LEDC_TIMERx_CNT This register stores the current counter value of timer x. (RO)
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9. LED PWM Controller

Register 9.9: LEDC_INT_RAW_REG (0x00CO0)
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‘31 20|19 18 17 16 15 14|13|12|11|10|9|8|7|6|5|4|3|2|1|0‘
\o 0 000 0 O0O0UO0 OO0 O o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o\Reset
LEDC_TIMERx_OVF_INT_RAW Triggered when the timerx has reached its maximum counter value.
(RO)
LEDC_DUTY_CHNG_END_CHn_INT_RAW Interrupt raw bit for channel n. Triggered when the grad-
ual change of duty has finished. (RO)
LEDC_OVF_CNT_CHn_INT_RAW Interrupt raw bit for channel n. Triggered when the ovf_cnt has
reached the value specified by LEDC_OVF_NUM_CHn. (RO)
Register 9.10: LEDC_INT_ST_REG (0x00C4)
IR

7 7 7 7/ 7/ 7/ 7 Q\
s o G S B G G S B A S S S S S
CIACIACIACIACIACIAG]

0720207
& LELLLLLLELLY

LEDC_TIMERx_OVF_INT_ST This is the masked interrupt status bit for the LEDC_TIMERx_OVF_INT
interrupt when LEDC_TIMERx_OVF_INT_ENAis set to 1. (RO)

LEDC_DUTY_CHNG_END_CH_INT_ST This is the masked interrupt status bit for the
LEDC_DUTY_CHNG_END_CHn_INT interrupt when LEDC_DUTY_CHNG_END_CHn_INT_ENAis
setto 1. (RO)

LEDC_OVF_CNT_CHn_INT_ST This is the masked interrupt status bit for the
LEDC_OVF_CNT_CHn_INT interrupt when LEDC_OVF_CNT_CHn_INT_ENAis set to 1. (RO)
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9. LED PWM Controller

Register 9.11: LEDC_INT_ENA_REG (0x00C8)
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oo oo o000 o000 o0 ofoJoJoJoJo[o[oJoJoJoJoJo[o[o[oJoJoJoJo[o |Reset

LEDC_TIMERx_OVF_INT_ENA The interrupt enable bit for the LEDC_TIMERX_OVF_INT interrupt.
R/W)

LEDC_DUTY_CHNG_END_CHn_INT_ENA The interrupt enable bit for the
LEDC_DUTY_CHNG_END_CHnN_INT interrupt. (R/W)

LEDC_OVF_CNT_CHn_INT_ENA The interrupt enable bit for the LEDC_OVF_CNT_CHn_INT inter-
rupt. (R/W)

Register 9.12: LEDC_INT_CLR_REG (0x00CC)

o&o&o&o&o&o&o\/ x4

SEERE
RIS

K/ K7 LK/ LK 7K 7K 7K 7K N RN KRN
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LEDC_TIMERx_OVF_INT_CLR Set this bit to clear the LEDC_TIMERx_OVF_INT interrupt. (WO)

LEDC_DUTY_CHNG_END_CHr_INT_CLR Set this bit to clear the
LEDC_DUTY_CHNG_END_CHA_INT interrupt. (WO)

LEDC_OVF_CNT_CHn_INT_CLR Set this bit to clear the LEDC_OVF_CNT_CHn_INT interrupt. (WO)
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Register 9.13: LEDC_DATE_REG (0x00FC)

E 3

‘ 0x19072601 \ Reset

LEDC_DATE This is the version control register. (R/W)
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10. Remote Control Peripheral

10. Remote Control Peripheral

10.1 Introduction

The RMT (Remote Control) module is designed to send/receive infrared remote control signals that support for a
variety of remote control protocols. The RMT module converts pulse codes stored in the module’s built-in RAM
into output signals, or converts input signals into pulse codes and stores them back in RAM. In addition, the RMT
module optionally modulates its output signals with a carrier wave, or optionally filters its input signals.

The RMT module has four channels, numbered from zero to three. Each channel has the same functionality
controlled by dedicated set of registers and is able to independently transmit or receive data. Registers in each
channel are indicated by n which is used as a placeholder for the channel number.

10.2 Functional Description
10.2.1 RMT Architecture

S CHO |
.

RMT_CONTI_MODE_CHn
RMT_TX_LIM_Chn C H n
RMT_TX_WRAP_EN
Clock RMT_CARRIER_HIGH_CHn Transmitter
RMT_REF_CNT_RST_CHn RMT_CARRIER_LOW_CHn RMT_CARRIER_EN_CHn
RMT_DIV_CNT_Chn RMT_CARRIER_OUT_LV_CHn
REF_TICK arrier_Generator|
REF_TICK | X
0 Divider clk_div s
APB_CLK @ bits)
= 1
RMT_IDLE_OUT_EN_CHir
RMT_REF_ALWAYS_ON_CHn

RAM ‘

level
mem_rdata Flip_Flop

RMT_IDLE_OUT_LV_CHn

K
Counter
ICLR

block0

block1

Receiver
RMT_RX_FILTER_THRES_CHn

block2 RMT_CARRIER_EN_CHn

block3 mem_wdata RMT_RX_FILTER_EN_CHn

Detect_Edge
I
RMT_CARRIER_HIGH_THRES_CHn

RMT_CARRIER_LOW_THRES_CHn
RMT_CARRIER_OUT_LV_CHn

sig_in

APB BUS

RMT_MEM_PD
RMT_MEM_SIZE_CHn
RMT_MEM_RD_RST_CHn
RMT_MEM_WR_RST_CHn
RMT_MEM_OWNER_CHn

Figure 10-1. RMT Architecture

The RMT module contains four independent channels. Each channel has a clock divider, a counter, a transmitter
and a receiver. As for the transmitter and the receiver of a single channel, only one of them can be active. The
four channels share a 256 x 32-bit RAM.
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10.2.2 RMT RAM

[31] [30:16] [15] [14:0]

level period level period
addr0

[31] [30:16] ) [15] [14:0]

level period level period
addrn

Figure 10-2. Format of Pulse Code in RAM

The format of pulse code in RAM is shown in Figure 10-2. Each pulse code contains a 16-bit entry with two
fields, level and period. Level (O or 1) indicates a high-/low-level value was received or is going to be sent, while
"period” points out the clock cycles (see Figure 10-1 clk_div) for which the level lasts. A zero period is interpreted
as a transmission end-marker.

The RAM is divided into four 64 x 32-bit blocks. By default, each channel uses one block (block zero for channel
zero, block one for channel one, and so on). Usually, only one block of 64 x 32-bit worth of data can be sent or
received in channel n. If the data size is larger than this block size, users can configure the channel to enable
wrap mode or to use more blocks by setting RMT_MEM_SIZE_CHn. Setting RMT_MEM_SIZE_CHn > 1 will
prompt channel n to use the memory of subsequent channels, block (n) ~ block (1 + RMT_MEM_SIZE_CHn -1). If
so, the subsequent channels n +1 ~n + BMT_MEM_SIZE_CHn - 1 cannot be used once their RAM blocks are
occupied. Note that the RAM used by each channel is mapped from low address to high address. In such mode,
channel O is able to use the RAM blocks for channels 1, 2 and 3 by setting RMT_MEM_SIZE_CHn, but channel 3
cannot use the blocks for channels O, 1, or 2.

The RMT RAM can be accessed via APB bus, or read by the transmitter and written by the receiver. To protect a
receiver from overwriting the blocks a transmitter is about to transmit, RMT_MEM_OWNER_CHn can be
configured to designate the block’s owner, be it a transmitter or receiver. This way, if this ownership is violated, an
RMT_MEM_OWNER_ERR_CHn flag will be generated.

When the RMT module is inactive, the RAM can be put into low-power mode by setting
RMT_MEM_FORCE_PD.

10.2.3 Clock

The drive clock of a divider is generated by taking either the APB_CLK or REF_TICK according to the state of
RMT_REF_ALWAYS_ON_CHn. (For more information on clock sources, please see Chapter Reset and Clock).
Divider value is normally equal to the value of RMT_DIV_CNT_CHn, except value 0 that represents divider 256.
The clock divider can be reset to zero by clearing RMT_REF_CNT_RST_CHn. The clock generated from the
divider can be used by the clock counter (see Figure 10-2).

10.2.4 Transmitter

When RMT_TX_START_CHn is set to 1, the transmitter of channel n will start reading and sending pulse codes
from the starting address of its RAM block. The codes are sent starting from low-address entry. The transmitter
will stop the transmission, return to idle state and generate an RMT_CHn_TX_END_INT interrupt, when an
end-marker (a zero period) is encountered. Also, setting RMT_TX_STOP_CHn to 1 stops the transmission and
immediately sets the transmitter back to idle. The output level of a transmitter in idle state is determined by the
"level” field of the end-marker or by the content of RMT_IDLE_OUT_LV_CHn, depending on the configuration of
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RMT_IDLE_OUT_EN_CHn.

To transmit more pulse codes than can be fitted in the channel’s RAM, users can enable wrap mode by
configuring RMT_MEM_TX_WRAP_EN. In this mode, when the transmitter has reached the end-marker in the
channel’s memory, it will loop back to the first byte. For example, if RMT_MEM_SIZE_CHn is set to 1, the
transmitter will start sending data from the address 64 * n, and then the data from higher RAM address. Once the
transmitter finishes sending the data from (64 * (7 +1) - 1), it will continue sending data from 64 * n till encounters
an end-marker. Wrap mode is also applicable for RMT_MEM_SIZE_CHn > 1.

An RMT_CHn_TX_THR_EVENT_INT interrupt will be generated whenever the size of transmitted pulse codes is
larger than or equal to the value set by RMT_TX_LIM_CHn. In wrap mode, RMT_TX_LIM_CHn can be set to a
half or a fraction of the size of the channel's RAM block. When an RMT_CHn_TX_THR_EVENT_INT interrupt is
detected, the already used RAM region should be updated by subsequent user defined events. Therefore, when
the wrap mode happens the transmitter will seamlessly continue sending the new events.

The output of the transmitter can be modulated using a carrier wave by setting RMT_CARRIER_EN_CHn. The
carrier waveform is configurable. In a carrier cycle, the high level lasts for (RMT_CARRIER_HIGH_CHn +1) clock
cycles of APB_CLK or REF_TICK, while the low level lasts for (RMT_CARRIER_LOW_CHn +1) clock cycles of
APB_CLK or REF_TICK. When RMT_CARRIER_OUT_LV_CHn is set to 1, carrier wave will be added on high-level
output signals; while RMT_CARRIER_OUT_LV_CHn is set to 0, carrier wave will be added on low-level output
signals. Carrier wave can be added on output signals during modulation, or just added on valid pulse codes (the
data stored in RAM), which can be set by configuring RMT_CARRIER_EFF_EN_CHn.

The continuous transmission of the transmitter can be enabled by setting RMT_TX_CONTI_MODE_CHn. When
this register is set, the transmitter will send the pulse codes from RAM in loops. If RMT_TX_LOOP_CNT_EN_CHn
is set to 1, the transmitter will start counting loop times. Once the counting reaches the value of register
RMT_TX_LOOP_NUM_CHn, an RMT_CHn_TX_LOOP_INT interrupt will be generated.

Setting RMT_TX_SIM_EN to 1 will enable multiple channels to start sending data simultaneously.
RMT_TX_SIM_CHn will choose which multiple channels are enabled to send data simultaneously.

10.2.5 Receiver

When RMT_RX_EN_CHn is set to 1, the receiver in channel n becomes active, detecting signal levels and
measuring clock cycles the signals lasts for. These data will be written in RAM in the form of pulse codes.
Receiving ends, when the receiver detects no change in a signal level for a number of clock cycles more than the
value set by RMT_IDLE_THRES_CHn. The receiver will return to idle state and generate an
RMT_CHn_RX_END_INT interrupt.

The receiver has an input signal filter which can be enabled by configuring RMT_RX_FILTER_EN_CHn. The filter
samples input signals continuously, and will detect the signals which remain unchanged for a continuous
RMT_RX_FILTER_THRES_CHn APB clock cycles as valid, otherwise, the signals will be detected as invalid. Only
the valid signals can pass through this filter. The filter will remove pulses with a length of less than
RMT_RX_FILTER_THRES_CHn APB clock cycles.

10.2.6 Interrupts
e RMT_CHn_ERR_INT: Triggered when channel n does not read or write data correctly. For example, if the
transmitter still tries to read data from RAM when the RAM is empty, or the receiver still tries to write data
into RAM when the RAM is full, this interrupt will be triggered.

e RMT_CHn_TX_THR_EVENT_INT: Triggered when the amount of data the transmitter has sent matches the
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value of RMT_TX_LIM_CHn.
o RMT_CHn_TX_END_INT: Triggered when the transmitter has finished transmitting signals.
o RMT_CHn_RX_END_INT: Triggered when the receiver has finished receiving signals.

e RMT_CHn_TX_LOOP_INT: Triggered when the loop counting reaches the value set by
RMT_TX_LOOP_NUM_CHn.

10.3 Base Address

Users can access RMT with two base addresses, which can be seen in the following table. For more information
about accessing peripherals from different buses please see Chapter 1 System and Memory.

Table 41: RMT Base Address

Bus to Access Peripheral Base Address
PeriBUS1 0x3F416000
PeriBUS2 0x60016000

10.4 Register Summary

The addresses in the following table are relative to RMT base addresses provided in Section 10.3.

Submit Documentation Feedback

Name ‘ Description Address Access
Configuration registers
RMT_CHOCONFO_REG Channel 0 configuration register O 0x0010 R/W
RMT_CHOCONF1_REG Channel 0 configuration register 1 0x0014 varies
RMT_CH1CONFO_REG Channel 1 configuration register O 0x0018 R/W
RMT_CH1CONF1_REG Channel 1 configuration register 1 0x001C varies
RMT_CH2CONFO_REG Channel 2 configuration register O 0x0020 R/W
RMT_CH2CONF1_REG Channel 2 configuration register 1 0x0024 varies
RMT_CH3CONFO_REG Channel 3 configuration register O 0x0028 R/W
RMT_CH3CONF1_REG Channel 3 configuration register 1 0x002C varies
RMT_APB_CONF_REG RMT APB configuration register 0x0080 R/W
RMT_REF_CNT_RST_REG RMT clock divider reset register 0x0088 R/W
RMT_CHO_RX_CARRIER_RM_REG | Channel O carrier remove register 0x008C R/W
RMT_CH1_RX_CARRIER_RM_REG | Channel 1 carrier remove register 0x0090 R/W
RMT_CH2_RX_CARRIER_RM_REG | Channel 2 carrier remove register 0x0094 R/W
RMT_CH3_RX_CARRIER_RM_REG | Channel 3 carrier remove register 0x0098 R/W
Carrier wave duty cycle registers
RMT_CHOCARRIER_DUTY_REG Channel 0 duty cycle configuration register 0x0060 R/W
RMT_CH1CARRIER_DUTY_REG Channel 1 duty cycle configuration register 0x0064 R/W
RMT_CH2CARRIER_DUTY_REG Channel 2 duty cycle configuration register 0x0068 R/W
RMT_CH3CARRIER_DUTY_REG Channel 3 duty cycle configuration register 0x006C R/W
Tx event configuration registers
RMT_CHO_TX_LIM_REG Channel 0 Tx event configuration register 0x0070 varies
RMT_CH1_TX_LIM_REG Channel 1 Tx event configuration register 0x0074 varies
RMT_CH2_TX_LIM_REG Channel 2 Tx event configuration register 0x0078 varies
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Name Description Address Access
RMT_CH3_TX_LIM_REG Channel 3 Tx event configuration register 0x007C varies
RMT_TX_SIM_REG Enable RMT simultaneous transmission 0x0084 R/W
Status registers
RMT_CHOSTATUS_REG Channel O status register 0x0030 RO
RMT_CH1STATUS_REG Channel 1 status register 0x0034 RO
RMT_CH2STATUS_REG Channel 2 status register 0x0038 RO
RMT_CH3STATUS_REG Channel 3 status register 0x003C RO
RMT_CHOADDR_REG Channel 0 address register 0x0040 RO
RMT_CH1ADDR_REG Channel 1 address register 0x0044 RO
RMT_CH2ADDR_REG Channel 2 address register 0x0048 RO
RMT_CH3ADDR_REG Channel 3 address register 0x004C RO
Version register
RMT_DATE_REG Version control register OxO0FC R/W
FIFO R/W registers
RMT_CHODATA_REG Read and write data for channel O via APB FIFO | 0x0000 RO
RMT_CH1DATA_REG Read and write data for channel 1 via APB FIFO | 0x0004 RO
RMT_CH2DATA_REG Read and write data for channel 2 via APB FIFO | 0x0008 RO
RMT_CH3DATA_REG Read and write data for channel 3 via APB FIFO | 0x000C RO
Interrupt registers
RMT_INT_RAW_REG Raw interrupt status register 0x0050 RO
RMT_INT_ST_REG Masked interrupt status register 0x0054 RO
RMT_INT_ENA_REG Interrupt enable register 0x0058 R/W
RMT_INT_CLR_REG Interrupt clear register 0x005C WO
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10.5 Registers

Register 10.1: RMT_CHNCONFO0_REG (n: 0-3) (0x0010+8*n)

ol | 0x1000 | ox2 |Reset

RMT_DIV_CNT_CHn This field is used to configure clock divider for channel n. (R/W)

RMT_IDLE_THRES_CHn Receiving ends when no edge is detected on input signals for continuous
clock cycles larger than this register value. (R/W)

RMT_MEM_SIZE_CHn This field is used to configure the maximum blocks allocated to channel n.
The valid range is from 1 ~ 4-n. (R/W)

RMT_CARRIER_EFF_EN_CHn 1: Add carrier modulation on output signals only at data sending
state for channel n. 0: Add carrier modulation on signals at all states for channel n. States here
include idle state(ST_IDLE), reading data from RAM (ST_RD_MEM), and sending data stored in
RAM (ST_SEND). Only valid when RMT_CARRIER_EN_CHn is set to 1. (R/W)

RMT_CARRIER_EN_CHn This bit is used to enable carrier modulation for channel n. 1: Add carrier
modulation on output signals. 0: No carrier modulation is added on output signals. (R/W)

RMT_CARRIER_OUT_LV_CHn This bit is used to configure the position of carrier wave for channel
n. 1’h0: Add carrier wave on low-level output signals. 1’h1: Add carrier wave on high-level output
signals. (R/W)
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Register 10.2: RMT_CH/CONF1_REG (: 0-3) (0x0014+8%)
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RMT_TX_START_CHn Set this bit to start sending data on channel n. (R/W)
RMT_RX_EN_CHn Set this bit to enable receiver to receive data on channel n. (R/W)

RMT_MEM_WR_RST_CHn Set this bit to reset RAM write address accessed by the receiver for chan-
nel n. (WO)

RMT_MEM_RD_RST_CHn Set this bit to reset RAM read address accessed by the transmitter for
channel n. (WO)

RMT_MEM_OWNER_CHn This bit marks the ownership of channel n’s RAM block. 1’h1: Receiver
is using the RAM. 1’h0: Transmitter is using the RAM. (R/W)

RMT_TX_CONTI_MODE_CHn Set this bit to restart transmission in continuous mode from the first
data in channel n. (R/W)

RMT_RX_FILTER_EN_CHn Set this bit to enable the receiver’s filter for channel n. (R/W)

RMT_RX_FILTER_THRES_CHn Set this field to ignore the input pulse when its width is less than
RMT_RX_FILTER_THRES_CHn APB clock cycles in receive mode. (R/W)

RMT_CHK_RX_CARRIER_EN_CHn Set this bit to enable memory loop read mode when carrier
modulation is enabled for channel n. (R/W)

RMT_REF_ALWAYS_ON_CHn Set this bit to select a base clock for channel n. 1’h1: APB_CLK;
1’h0: REF_TICK (R/W)

RMT_IDLE_OUT_LV_CHn This bit configures the level of output signals in channel n when the trans-
mitter is in idle state. (R/W)

RMT_IDLE_OUT_EN_CHn This is the output enable bit for channel n in idle state. (R/W)

RMT_TX_STOP_CHn Set this bit to stop the transmitter of channel n sending data out. (R/W)
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Register 10.3: RMT_APB_CONF_REG (0x0080)
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RMT_APB_FIFO_MASK 1’h1: Access memory directly; 1’h0: Access memory via APB FIFO. (R/W)
RMT_MEM_TX_WRAP_EN Set this bit to enable wrap mode. (R/W)

RMT_MEM_CLK_FORCE_ON Set this bit to enable the clock for RAM when RMT module starts
working; disable this clock when RMT stops working, to achieve low-power scheme. (R/W)

RMT_MEM_FORCE_PD Set this bit to power down BMT memory. (R/W)

RMT_MEM_FORCE_PU 1: Disable RAM’s Light-sleep power down function. O: power down RMT
RAM when RMT is in Light-sleep mode. (R/W)

RMT_CLK_EN Clock gating enable bit for RMT registers to achieve low-power scheme. 1: Power up
drive clock for RMT registers. 0: Power down drive clock for RMT registers. (R/W)

Register 10.4: RMT_REF_CNT_RST_REG (0x0088)
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RMT_REF_CNT_RST_CHn This bit is used to reset the clock divider of channel n. (R/W)
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10. Remote Control Peripheral

Register 10.5: RMT_CH/_RX_CARRIER_RM_REG (: 0-3) (0x008C+4%/))

o o

‘ 0x00 0x00 ‘ Reset

RMT_CARRIER_LOW_THRES_CHn The low level period in carrier modulation mode is
(RMT_CARRIER_LOW_THRES_CHn + 1) clock cycles for channel n. (R/W)

RMT_CARRIER_HIGH_THRES_CHn The high level period in carrier modulation mode is
(RMT_CARRIER_HIGH_THRES_CHn + 1) clock cycles for channel n. (R/W)

Register 10.6: RMT_CHNCARRIER_DUTY_REG (n: 0-3) (0x0060+4*1)

‘31 16|15 0‘

‘ 0x40 | 0x40 ‘ Reset

RMT_CARRIER_LOW_CHn This field is used to configure the clock cycles of carrier wave at low level
for channel n. (R/W)

RMT_CARRIER_HIGH_CHn This field is used to configure the clock cycles of carrier wave at high
level for channel n. (R/W)
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10. Remote Control Peripheral

Register 10.7: RMT_CH/_TX_LIM_REG (: 0-3) (0x0070+4*")

\2\&\
(SRS
%QVQY\ &
Q‘<</ Q/ 4 O
7/
'\/é&/ 0@
S < &
07 Q 7 Q7 O
(Ole) QO ;
N KL N \>®
eﬁ“@b S & o
& S & &
‘31 21| 20 19 | 18 918 0‘
\ooooooooooooo 0x0 0x80 \Reset

RMT_TX_LIM_CHn This field is used to configure the maximum entries channel n can send out.
When RMT_MEM_SIZE_CHn = 1, this field can be set to any value among 0 ~ 128 (64 * 32/16
= 128); when RMT_MEM_SIZE_CHn > 1, this field can be set to any value among (0 ~ 128) *
RMT_MEM_SIZE_CHn. (R/W)

RMT_TX_LOOP_NUM_CHn This field is used to configure the maximum loop times when continuous
transmission mode is enabled. (R/W)

RMT_TX_LOOP_CNT_EN_CHn This bit is used to enable loop counting. (R/W)

RMT_LOOP_COUNT_RESET_CHn This bit is used to reset loop counting when continuous trans-
mission mode is valid. (WO)

Register 10.8: RMT_TX_SIM_REG (0x0084)

> S
A @ @ @
S S S
© oo
\@%@ NN @@“ N
\oooooooooooooooooooooooooooooooo\Reset
RMT_TX_SIM_CHn Set this bit to enable channel n to start sending data simultaneously with other
enabled channels. (R/W)
RMT_TX_SIM_EN This bit is used to enable multiple channels to start sending data simultaneously.
(R/W)
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10. Remote Control Peripheral

Register 10.9: RMT_CH/STATUS_REG (1: 0-3) (0x0030+4%/)

NP &
E L X0 & ’ &
39/§Q /\/ %Q/ ‘ \2@ QQ g QQQ\/
Q& @V(?v <§OV/O < 4 ?\v 4 "
D PR S & S D &
& S AYE) I N & <
9 $/$/$/$/$/ é&/ 9 @l&/ g $/
¢RI ¢ Q N <
‘ 31 28| 27 26 25 24 23 | 22 20 19 |18 10 9 8 0 ‘
\o o o ololofofo]o 0x0 0 0x0 0 0x0 \Reset

RMT_MEM_WADDR_EX_CHn This field records the memory address offset when receiver of channel
n is using the RAM. (RO)

RMT_MEM_RADDR_EX_CHn This field records the memory address offset when transmitter of
channel n is using the RAM. (RO)

RMT_STATE_CHn This field records the FSM status of channel n. (RO)

RMT_MEM_OWNER_ERR_CHn This status bit will be set when the ownership of memory block is
violated. (RO)

RMT_MEM_FULL_CHn This status bit will be set if the receiver receives more data than the memory
allows. (RO)

RMT_MEM_EMPTY_CHn This status bit will be set when the data to be sent is more than the memory
allows and the wrap mode is disabled. (RO)

RMT_APB_MEM_WR_ERR_CHn This status bit will be set if the offset address is out of memory size
when channel n writes RAM via APB bus. (RO)

RMT_APB_MEM_RD_ERR_CHn This status bit will be set if the offset address is out of memory size
when channel n reads RAM via APB bus. (RO)

Register 10.10: RMT_CHnADDR_REG (: 0-3) (0x0040+4*n)

cf\\\ OQ\Q
s VQQQ/
\a Q
@Q/ g\ Q/@/
& & & &
& & & &
‘31 19|18 10| 9 |8 0‘
\ooooooooooooo| 0x0 |0| 0x0 \Reset

RMT_APB_MEM_WADDR_CHn This field records the memory address offset when channel n writes
RAM via APB bus. (RO)

RMT_APB_MEM_RADDR_CHn This field records the memory address offset when channel n reads
RAM via APB bus. (RO)
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10. Remote Control Peripheral

Register 10.11: RMT_DATE_REG (0x00FC)

&
&
O
R

‘ 0x19072601 \ Reset

RMT_DATE \Version control register. (R/W)

Register 10.12: RMT_CHnDATA_REG (n: 0-3) (0x0000+4*)

E ]

‘ 0x000000 \ Reset

RMT_CHn_DATA_REG This register is used to read and write data for channel n via APB FIFO. (RO)

Register 10.13: RMT_INT_RAW_REG (0x0050)

@S@S@SS
$$$$ K/ A7 K7 K7
¥ ¥ oy V&§&§&§&§ Q\SS Q\SS Q‘Sﬁ Q\SQS
QLKL X (LT (T S
T T T L LG8 S L SL 0 S Lo S &7
Q,Q,Q,Q,ééééq‘\\éQ‘\\éQ‘\\é \\$
R S IS D P P S N VA Yo e VAR
VOV VTV A A A A S o0 O ol > <

$%
D7 QU7 N7 Q7 D7 Q7 N/ YA U SV INT NN Q7 Q7 R/
& S F S S S S S S S S S S S S S S S S
& RO RO O RO SR AR AR AR R ORI RO

RMT_CHn_TX_END_INT_RAW The interrupt raw bit for channel n. Triggered when transmitting ends.
(RO)

RMT_CHn_RX_END_INT_RAW The interrupt raw bit for channel n. Triggered when receiving ends.
(RO)

RMT_CHn_ERR_INT_RAW The interrupt raw bit for channel n. Triggered when error occurs. (RO)

RMT_CHn_TX_THR_EVENT_INT_RAW The interrupt raw bit for channel n. Triggered when trans-
mitter sends more data than configured value. (RO)

RMT_CHn_TX_LOOP_INT_RAW The interrupt raw bit for channel n. Triggered when loop counting
reaches the configured threshold value. (RO)
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Register 10.14: RMT_INT_ST_REG (0x0054)

LIRS R 0F 0Z 0l 0 8 K70 «§\Q>év>é\/\/§\o>é\ &7QO0
X OO\/OO\/OO&\?\Q\Q?‘Q\Q?‘Q\«‘?‘Q\Q}%@ <<,$Q Q)%‘O% ‘<§0 Q\>$<<§ Q/%Q Q~>$‘<§ ©
IR\ 1 Q/S\:;S\“;S\t:g\-o/s\‘égg\%g\ é§é§%§é§<§\§< z 6/(53\68‘&6/&/
3 FFFFFTITIFTFTSFSFTSITFT XX XX K KX
g @/$/$/$/$/®&/®&/®&/$/$/$/$/®/®/®/$/$/®/$/$/
N AR FARARAFTRARTCARIEER Ve

20| 19 | 18 [ 17 | 16 [ 15 | 14 | 13 | 12 | 11 | 10 9 8 7 6 5 4 3 2 1 0

o o0 o0 o o0 o o o o o ofO0jOfO|jOfO|jO|lO|jOfO|O|lO|O|(O|O|O|O]|O

o

|
010 ‘Reset

RMT_CHn_TX_END_INT_ST The masked interrupt status bit for RMT_CHn_TX_END_INT. (RO)
RMT_CHn_RX_END_INT_ST The masked interrupt status bit for RMT_CHn_RX_END_INT. (RO)
RMT_CHn_ERR_INT_ST The masked interrupt status bit for RMT_CHn_ERR_INT. (RO)

RMT_CHn_TX_THR_EVENT_INT_ST The masked interrupt status bit for
RMT_CHn_TX_THR_EVENT_INT. (RO)

RMT_CHn_TX_LOOP_INT_ST The masked interrupt status bit for RMT_CHn_TX_LOOP_INT. (RO)

Register 10.15: RMT_INT_ENA_REG (0x0058)

& S SIS N SO SO LSS S S S S L L L S S S S Y
& QKKK KKK EECEC LR KEC O S S K
& NP A AP AP AP AAPAIAPAPAPAPAPAN

RMT_CHn_TX_END_INT_ENA Interrupt enable bit for RMT_CHn_TX_END_INT. (R/W)
RMT_CHn_RX_END_INT_ENA Interrupt enable bit for RMT_CHn_RX_END_INT. (R/W)
RMT_CHn_ERR_INT_ENA Interrupt enable bit for RMT_CHn_ERR_INT. (R/W)

RMT_CH/_TX_THR_EVENT_INT_ENA Interrupt enable bit for RMT_CHn_TX_THR_EVENT_INT.
(R/W)

RMT_CHn_TX_LOOP_INT_ENA Interrupt enable bit for RMT_CHn_TX_LOOP_INT. (R/W)
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Register 10.16: RMT_INT_CLR_REG (0x005C)

N

Q7 W7 7
X 5 K
3

|
|

> PR PR PR R LT
g SRR RS AR SRORS

‘ 31 20| 19 | 18 [ 17 | 16 [ 15 | 14 | 13 | 12 | 11 | 10 9 8 7 6 5 4 3

C

Lol
N
@\

[
o

Reset

‘OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

RMT_CHn_TX_END_INT_CLR Set this bit to clear RMT_CHn_TX_END_INT interrupt. (WO)
RMT_CHn_RX_END_INT_CLR Set this bit to clear RMT_CHn_RX_END_INT interrupt. (WO)
RMT_CHn_ERR_INT_CLR Set this bit to clear RMT_CHn_ERR_INT interrupt. (WO)

RMT_CHn_TX_THR_EVENT_INT_CLR Set this bit to clear RMT_CHn_TX_THR_EVENT_INT inter-
rupt. (WO)
RMT_CHn_TX_LOOP_INT_CLR Set this bit to clear RMT_CHn_TX_LOOP_INT interrupt. (WO)

Espressif Systems 249 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

11. Pulse Count Controller

11. Pulse Count Controller

The pulse count controller (PCNT) is designed to count input pulses and generate interrupts. It can increment or

decrement a pulse counter value by keeping track of rising (positive) or falling (negative) edges of the input pulse

signal. The PCNT has four independent pulse counters, called units which have their groups of registers. In this

chapter, n denotes the number of a unit from O ~ 3.

Each unit includes two channels (chO and ch1) which can independently increment or decrement its pulse

counter value. The remainder of the chapter will mostly focus on channel 0 (ch0) as the functionality of the two

channels is identical.

As shown in Figure 11-1, each channel has two input signals:

1. One control signal (e.g. ctrl_chO_un, the control signal for chO of unit n)

2. One input pulse signal (e.g. sig_chO_un, the input pulse signal for chO unit n)

11.1 Features

UL Input pulse ——»

Control

Input pulse
Control

Input pulse
Control

Input pulse
Control

Input pulse
Control

Input pulse
Control

Input pulse
Control

Input pulse
Control

Figure 11-1.

A PCNT has the following features:

e Four independent pulse counters (units)

ctrl_chO_un)

and ctrl_ch1_un) on each unit

Each channel has the following parameters:

CHO

CH1

Unit0

CHO

CH1

Unitl

CHO

CH1

Unit2

CHO

CH1

Unit3

PCNT Block Diagram

Each unit consists of two independent channels sharing one pulse counter

All channels have input pulse signals (e.g. sig_ch0_un) with their corresponding control signals (e.g.

Independent filtering of input pulse signals (sig_chO_un and sig_ch1_un) and control signals (ctrl_chO_un

1. Selection between counting on positive or negative edges of the input pulse signal
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11. Pulse Count Controller

2. Configuration to Increment, Decrement, or Disable counter mode for control signal’s high and low
states

11.2 Functional Description

! PONT_GHO_LCTRL_MODE_Un pGNT FILTER_EN_Un chO |
PCNT_THR_L_LIM_EN_Un [EN i PCNT_CHO_HCTRL_MODE Un 1
_THR_L_LIM_EN_ | PGNT CHO_POS. MODE_Un PCNT_FILTER_THRES_Un

e — | :
PCNTCNT.L LM Un | comparator PC“‘C“"*“EG*MODE*“" 3 1
- ; . :

- 1 ] trl_ch |

: ¢ ° Oiun i

PCNT_THR_H_LIM_EN_Un [EN : 0 3
e — | :

PCNT_CNT_H_LIM_Un _ | Gomparator inc_dec
_CNT_H_LIM_

o 1 ) sig_ch0_un

pulse_cnt

7 T

PCNT_THR_THRESO_EN_Un |EN
—_—

g 3
ctrl_ch1_un !

B i

0 :

inc_dec

PCNT_CNT_PAUSE_Un
PCNT_PLUS_CNT_RST_Un:

PCNT_CNT_THRESO_Un_ | Comparator
—_————»

PCNT_THR_THRES1_EN_Un |EN H
— ™ ! PCNT_CH1_LCTRL_MODE_Un
 PCNT_CH1_HCTRL_MODE_Un

| PCNT_CH1_POS_MODE_Un
i PCNT_CH1_NEG_MODE_Un Chl

PCNT_CNT_THRES1_Un_ | GOmMparator
—_——

PCNT_THR_ZERO_EN_Un EN
—_

0 comparator
—_—

thr_event

Figure 11-2. PCNT Unit Architecture

Figure 11-2 shows PCNT’s architecture. As stated above, ctrl_chO_un is the control signal for chO of unit n. Its
high and low states can be assigned different counter modes and used for pulse counting of the channel’s input
pulse signal sig_chO_un on negative or positive edges. The available counter modes are as follows:

¢ Increment mode: When a channel detects an active edge of sig_chO_un (the one configured for counting),
the counter value pulse_cnt increases by 1. Upon reaching PCNT_CNT_H_LIM_Un, pulse_cnt is cleared. If
the channel’s counter mode is changed or if PCNT_CNT_PAUSE_Un is set before pulse_cnt reaches
PCNT_CNT_H_LIM_Un, then pulse_cnt freezes and its counter mode changes.

e Decrement mode: When a channel detects an active edge of sig_chQ_un (the one configured for counting),
the counter value pulse_cnt decreases by 1. Upon reaching PCNT_CNT_L_LIM_Un, pulse_cnt is cleared. If
the channel’s counter mode is changed or if PCNT_CNT_PAUSE_Un is set before pulse_cnt reaches
PCNT_CNT_H_LIM_Un, then pulse_cnt freezes and its counter mode changes.

¢ Disable mode: Counting is disabled, and the counter value pulse_cnt freezes.
Table 43 to Table 46 provide information on how to configure the counter mode for channel O.

Each unit has one filter for all its control and input pulse signals. A filter can be enabled with the bit
PCNT_FILTER_EN_Un. The filter monitors the signals and ignores all the noise, i.e. the glitches with pulse widths
shorter than

PCNT_FILTER_THRES_Un APB clock cycles in length.

As previously mentioned, each unit has two channels which process different input pulse signals and increase or
decrease values via their respective inc_dec modules, then the two channels send these values to the adder
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11. Pulse Count Controller

Table 43: Counter Mode. Positive Edge of Input Pulse Signal. Control Signal in Low State

PCNT_CHO_POS_MODE_Un

PCNT_CHO_LCTRL_MODE_Un

Counter Mode

0 Increment
1 1 Decrement

Others Disable

0 Decrement
2 1 Increment

Others Disable
Others N/A Disable

Table 44: Counter Mode. Positive Edge of Input Pulse Signal. Control Signal in High State

PCNT_CHO_POS_MODE_Un

PCNT_CHO_HCTRL_MODE_Un

Counter Mode

0 Increment
1 1 Decrement

Others Disable

0 Decrement
2 1 Increment

Others Disable
Others N/A Disable

Table 45: Counter Mode. Negative Edge of Input Pulse Signal. Control Signal in Low State

PCNT_CHO_NEG_MODE_Un

PCNT_CHO_LCTRL_MODE_Un

Counter Mode

0 Increment
1 1 Decrement

Others Disable

0] Decrement
2 1 Increment

Others Disable
Others N/A Disable

Table 46: Counter Mode. Negative Edge of Input Pulse Signal. Control Signal in High State

PCNT_CHO_NEG_MODE_Un

PCNT_CHO_HCTRL_MODE_Un

Counter Mode

0 Increment
1 1 Decrement

Others Disable

0 Decrement
2 1 Increment

Others Disable
Others N/A Disable
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11. Pulse Count Controller

module that is 16-bit wide with a sign bit. This adder can be suspended by setting PCNT_CNT_PAUSE_Un, and
cleared by setting PCNT_PULSE_CNT_RST_Un.

The PCNT has five watchpoints that share one interrupt. The interrupt can be enabled or disabled by interrupt
enable signals of each individual watchpoint.

e Maximum count value: When pulse_cnt reaches PCNT_CNT_H_LIM_Un, an interrupt is triggered and
PCNT_CNT_THR_H_LIM_LAT_Un is high.

e Minimum count value: When pulse_cnt reaches PCNT_CNT_L_LIM_Un, an interrupt is triggered and
PCNT_CNT_THR_L_LIM_LAT_Un is high.

e Two threshold values: When pulse_cnt equals either PCNT_CNT_THRESO_Un or
PCNT_CNT_THRES1_Un, an interrupt is triggered and either PCNT_CNT_THR_THRESO_LAT_Un or
PCNT_CNT_THR_THRES1_LAT_Un is high respectively.

e Zero: When pulse_cnt is 0, an interrupt is triggered and PCNT_CNT_THR_ZERO_LAT_Un is valid.

11.3 Applications

In each unit, channel O and channel 1 can be configured to work independently or together. The three
subsections below provide details of channel O incrementing independently, channel O decrementing
independently, and channel O and channel 1 incrementing together. For other working modes not elaborated in
this section (e.g. channel 1 incrementing/decremeting independently, or one channel incrementing while the
other decrementing), reference can be made to these three subsections.

11.3.1  Channel 0 Incrementing Independently

ctrl_ch0_un

-
wees TN UL U

PCNT_THR_H_LIM_Un

5
plus_cnt 4

o= N w

Figure 11-3. Channel 0 Up Counting Diagram

Figure 11-3 illustrates how channel O is configured to increment independently on the positive edge of
sig_chO_un while channel 1 is disabled (see subsection 11.2 for how to disable channel 1). The configuration of
channel 0 is shown below.

e PCNT_CHO_LCTRL_MODE_Un=0: When ctrl_chO_un is low, the counter mode specified for the low state
turns on, in this case it is Increment mode.

PCNT_CHO_HCTRL_MODE_Un=2: When ctrl_chO_un is high, the counter mode specified for the low state
turns on, in this case it is Disable mode.

PCNT_CHO_POS_MODE_Un=1: The counter increments on the positive edge of sig_ch0_un.

PCNT_CHO_NEG_MODE_Un=0: The counter idles on the negative edge of sig_chO_un.

PCNT_CNT_H_LIM_Un=5: When pulse_cnt counts up to PCNT_CNT_H_LIM_Un, it is cleared.
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11. Pulse Count Controller

11.3.2 Channel 0 Decrementing Independently

ctrl_ch0_un

< JUUUL UL U LUt dugy L

plus_cnt

‘ ‘ PCNT_THR_L_LIM_Un

bh b b LS

Figure 11-4. Channel 0 Down Counting Diagram

Figure 11-4 illustrates how channel O is configured to decrement independently on the positive edge of
sig_chO_un while channel 1 is disabled. The configuration of channel O in this case differs from that in Figure 11-3

in the following aspects:
e PCNT_CHO_POS_MODE_Un=2: the counter decrements on the positive edge of sig_ch0_un.

e PCNT_CNT_L_LIM_Un=-5: when pulse_cnt counts down to PCNT_CNT_L_LIM_Un, it is cleared.

11.3.3 Channel 0 and Channel 1 Incrementing Together

ctrl_chO_un

ctrl_ch1_un

=] DT TU U b buuy tudu L

A PCNT_THR_H_LIM_Un

1

plus_cnt

on B o ® o

Figure 11-5. Two Channels Up Counting Diagram

Figure 11-5 illustrates how channel 0 and channel 1 are configured to increment on the positive edge of
sig_chO_un and sig_ch1_un respectively at the same time. It can be seen in Figure 11-5 that control signal
ctrl_chO_un and ctrl_ch1_un have the same waveform, so as input pulse signal sig_ch0_un and sig_ch1_un. The
configuration procedure is shown below.
e For channel O:
— PCNT_CHO_LCTRL_MODE_Un=0: When ctrl_ch0_un is low, the counter mode specified for the low
state turns on, in this case it is Increment mode.
- PCNT_CHO_HCTRL_MODE_Un=2: When ctrl_chO_un is high, the counter mode specified for the low
state turns on, in this case it is Disable mode.
— PCNT_CHO_POS_MODE_Un=1: The counter increments on the positive edge of sig_chO_un.
- PCNT_CHO_NEG_MODE_Un=0: The counter idles on the negative edge of sig_chO_un.

e For channel 1:
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11. Pulse Count Controller

PCNT_CH1_LCTRL_MODE_Un=0: When ctrl_ch1_un is low, the counter mode specified for the low
state turns on, in this case it is Increment mode.

PCNT_CH1_HCTRL_MODE_Un=2: When ctrl_ch1_un is high, the counter mode specified for the low
state turns on, in this case it is Disable mode.

PCNT_CH1_POS_MODE_Un=1: The counter increments on the positive edge of sig_ch1_un.

PCNT_CH1_NEG_MODE_Un=0: The counter idles on the negative edge of sig_ch1_un.

e PCNT_CNT_H_LIM_Un=10: When pulse_cnt counts up to PCNT_CNT_H_LIM_Un, it is cleared.

11.4 Base Address

Users can access the PCNT registers with two base addresses, which can be seen in the following table. For
more information about accessing peripherals from different buses please see Chapter 1 Systerm and
Memory.

Table 47: PCNT Base Address

Bus to Access Peripheral Base Address
PeriBUS1 0x3F417000
PeriBUS2 0x60017000

11.5 Register Summary

The addresses in the following table are relative to the PCNT base addresses provided in Section 11.4.

Name ‘ Description Address | Access
Configuration Register

PCNT_UO_CONFO_REG Configuration register O for unit O 0x0000 | R/W
PCNT_UO_CONF1_REG Configuration register 1 for unit O 0x0004 | R/W
PCNT_UO_CONF2_REG Configuration register 2 for unit O 0x0008 | R/W
PCNT_U1_CONFO_REG Configuration register O for unit 1 0x000C | R/W
PCNT_U1_CONF1_REG Configuration register 1 for unit 1 0x0010 | R/W
PCNT_U1_CONF2_REG Configuration register 2 for unit 1 0x0014 | R/W
PCNT_U2_CONFO_REG Configuration register O for unit 2 0x0018 | R/W
PCNT_U2_CONF1_REG Configuration register 1 for unit 2 0x001C | R/W
PCNT_U2_CONF2_REG Configuration register 2 for unit 2 0x0020 | R/W
PCNT_U3_CONFO_REG Configuration register O for unit 3 0x0024 | R/W
PCNT_U3_CONF1_REG Configuration register 1 for unit 3 0x0028 | R/W
PCNT_U3_CONF2_REG Configuration register 2 for unit 3 0x002C | R/W
PCNT_CTRL_REG Control register for all counters 0x0060 | R/W
Status Register

PCNT_UO_CNT_REG Counter value for unit O 0x0030 | RO
PCNT_U1_CNT_REG Counter value for unit 1 0x0034 | RO
PCNT_U2_CNT_REG Counter value for unit 2 0x0038 | RO
PCNT_U3_CNT_REG Counter value for unit 3 0x003C | RO
PCNT_UO_STATUS_REG PNCT unitO status register 0x0050 | RO
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11. Pulse Count Controller

Name Description Address | Access
PCNT_U1_STATUS_REG PNCT unit1 status register 0x0054 | RO
PCNT_U2_STATUS_REG PNCT unit2 status register 0x0058 | RO
PCNT_U3_STATUS_REG PNCT unit3 status register 0x005C | RO
Interrupt Register
PCNT_INT_RAW_REG Interrupt raw status register 0x0040 | RO
PCNT_INT_ST_REG Interrupt status register 0x0044 | RO
PCNT_INT_ENA_REG Interrupt enable register 0x0048 | R/W
PCNT_INT_CLR_REG Interrupt clear register 0x004C | WO
Version Register
PCNT_DATE_REG PCNT version control register OxO0FC | R/W
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11. Pulse Count Controller

11.6 Registers

Register 11.1: PCNT_Un_CONFO0_REG (: 0-3) (0x0000+12*)

\)Q )

DY 9 S DR S
QQ// & N 9 QQ,/ OQQ/ N) N \/) 00 00 OQ \)Q
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NP SOV S Q@Q@Q\;&\‘V}&%\) &
Ve e 7/ 7/ &
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‘31 30|29 28|27 26|25 24|23 22|21 20|19 18|17 16|15|14|13|12|11|10|9 0‘
‘O><O|OxO|OxO|OxO|Ox0|0><0|Ox0|0x0|0|0|1|1|1|1| ox10 \Reset

PCNT_FILTER_THRES_Un This sets the maximum threshold, in APB_CLK cycles, for the filter. Any
pulses with width less than this will be ignored when the filter is enabled. (R/W)

PCNT_FILTER_EN_Un This is the enable bit for unit n’s input filter. (R/W)
PCNT_THR_ZERO_EN_Un This is the enable bit for unit n’s zero comparator. (R/W)
PCNT_THR_H_LIM_EN_Un This is the enable bit for unit n’s thr_h_lim comparator. (R/W)
PCNT_THR_L_LIM_EN_Un This is the enable bit for unit n’s thr_I_lim comparator. (R/W)
PCNT_THR_THRESO_EN_Un This is the enable bit for unit n’s thresO comparator. (R/W)
PCNT_THR_THRES1_EN_Un This is the enable bit for unit n’s thres1 comparator. (R/W)

PCNT_CHO_NEG_MODE_Un This register sets the behavior when the signal input of channel O de-
tects a negative edge. 1: Increase the counter; 2: Decrease the counter; O, 3: No effect on counter

(R/W)

PCNT_CHO_POS_MODE_Un This register sets the behavior when the signal input of channel O de-
tects a positive edge. 1: Increase the counter; 2: Decrease the counter; O, 3: No effect on counter

(R/W)

PCNT_CHO_HCTRL_MODE_Un This register configures how the
CHn_POS_MODE/CHn_NEG_MODE settings will be modified when the control signal is
high. 0: No modification; 1: Invert behavior (increase -> decrease, decrease -> increase); 2, 3:
Inhibit counter maodification (R/W)

PCNT_CHO_LCTRL_MODE_Un This register configures how the
CHn_POS_MODE/CHn_NEG_MODE settings will be modified when the control signal is
low. O: No modification; 1: Invert behavior (increase -> decrease, decrease -> increase); 2, 3:
Inhibit counter modification (R/W)

PCNT_CH1_NEG_MODE_Un This register sets the behavior when the signal input of channel 1 de-
tects a negative edge. 1: Increment the counter; 2: Decrement the counter; O, 3: No effect on
counter (R/W)

PCNT_CH1_POS_MODE_Un This register sets the behavior when the signal input of channel 1 de-
tects a positive edge. 1: Increment the counter; 2: Decrement the counter; 0, 3: No effect on
counter (R/W)

Continued on the next page...
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11. Pulse Count Controller

Register 11.1: PCNT_Ur_CONFO_REG (: 0-3) (0x0000+12%)

Continued from the previous page ...

PCNT_CH1_HCTRL_MODE_Un This register configures how the
CHn_POS_MODE/CHn_NEG_MODE settings will be modified when the control signal is
high. 0: No maodification; 1: Invert behavior (increase -> decrease, decrease -> increase); 2, 3:
Inhibit counter modification (R/W)

PCNT_CH1_LCTRL_MODE_Un This register configures how the
CHn_POS_MODE/CHn_NEG_MODE settings will be modified when the control signal is
low. 0: No modification; 1: Invert behavior (increase -> decrease, decrease -> increase); 2, 3:
Inhibit counter modification (R/W)

Register 11.2: PCNT_Un_CONF1_REG (n: 0-3) (0x0004+12*)

\)Q Q
& &’
N N
% %
‘ 31 16 | 15 0 ‘
‘ 0x00 | 0x00 ‘ Reset

PCNT_CNT_THRESO_Un This register is used to configure the thres0 value for unit n. (R/W)

PCNT_CNT_THRES1_Un This register is used to configure the thres1 value for unit n. (R/W)

Register 11.3: PCNT_Un_CONF2_REG (: 0-3) (0x0008+12*)

X Ny
N S
N /
K S
Qc’é Qoe
‘ 31 16 | 15 0 ‘
‘ 0x00 | 0x00 ‘ Reset

PCNT_CNT_H_LIM_Un This register is used to configure the thr_h_lim value for unit n. (R/W)

PCNT_CNT_L_LIM_Un This register is used to configure the thr_|_lim value for unit n. (R/W)
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Register 11.4: PCNT_CTRL_REG (0x0060)
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PCNT_PULSE_CNT_RST_Un Set this bit to clear unit n’s counter. (R/W)
PCNT_CNT_PAUSE_Un Set this bit to freeze unit n’s counter. (R/W)

PCNT_CLK_EN The registers clock gate enable signal of PCNT module. 1: the registers can be read
and written by application. O: the registers can not be read or written by application (R/W)

Register 11.5: PCNT_DATE_REG (0x00FC)
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&K
N
QO

‘ 0x19072601 \ Reset

PCNT_DATE This is the PCNT version control register. (R/W)

Register 11.6: PCNT_Un_CNT_REG (n: 0-3) (0x0030+4*n)
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N 4
‘31 16 | 15 0‘
‘OOOOOOOOOOOOOOOO 0x00 ‘Reset

PCNT_PULSE_CNT_Un This register stores the current pulse count value for unit n. (RO)
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Register 11.7: PCNT_Ur_STATUS_REG (: 0-3) (0x0050+4%)

\oo0ooooooooooooooooooooooooooo OxO‘Reset

PCNT_CNT_THR_ZERO_MODE_Un The pulse counter status of PCNT_Un corresponding to 0. O:
pulse counter decreases from positive to 0. 1: pulse counter increases from negative to 0. 2:
pulse counter is negative. 3: pulse counter is positive. (RO)

PCNT_CNT_THR_THRES1_LAT_Un The latched value of thres1 event of PCNT_Un when threshold
event interrupt is valid. 1: the current pulse counter equals to thres1 and thres1 event is valid. O:
others (RO)

PCNT_CNT_THR_THRESO_LAT Un The latched value of thresO event of PCNT_Un when threshold
event interrupt is valid. 1: the current pulse counter equals to thresO and thresO event is valid. O:
others (RO)

PCNT_CNT_THR_L_LIM_LAT _Un The latched value of low limit event of PCNT_Un when threshold
event interrupt is valid. 1: the current pulse counter equals to thr_|_lim and low limit event is valid.
0: others (RO)

PCNT_CNT_THR_H_LIM_LAT_Un The latched value of high limit event of PCNT_Un when threshold
event interrupt is valid. 1: the current pulse counter equals to thr_h_lim and high limit event is valid.
0: others (RO)

PCNT_CNT_THR_ZERO_LAT _Un The latched value of zero threshold event of PCNT_Un when
threshold event interrupt is valid. 1: the current pulse counter equals to O and zero threshold
event is valid. O: others (RO)
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Register 11.8: PCNT_INT_RAW_REG (0x0040)
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PCNT_CNT_THR_EVENT_Un_INT_RAW The raw interrupt
PCNT_CNT_THR_EVENT_Un_INT interrupt. (RO)

status bit for the

Register 11.9: PCNT_INT_ST_REG (0x0044)
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PCNT_CNT_THR_EVENT_Un_INT_ST The masked interrupt status bit for the
PCNT_CNT_THR_EVENT_Un_INT interrupt. (RO)
Register 11.10: PCNT_INT_ENA_REG (0x0048)
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‘31
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PCNT_CNT_THR_EVENT_Ur_INT_ENA The interrupt
PCNT_CNT_THR_EVENT_Un_INT interrupt. (R/W)

enable bit for the
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Register 11.11: PCNT_INT_CLR_REG (0x004C)
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PCNT_CNT_THR_EVENT_Un_INT_CLR Set this bit to clear the PCNT_CNT_THR_EVENT_Un_INT
interrupt. (WQO)
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12. 64-bit Timers

12. 64-bit Timers

12.1 Overview

General purpose timers can be used to precisely time an interval, trigger an interrupt after a particular interval
(periodically and aperiodically), or act as a hardware clock. As shown in Figure 12-1, the ESP32-S2 chip contains
two timer groups, namely timer group 0 and timer group 1. Each timer group consists of two general purpose
timers referred to as Tx (where x is O or 1) and one Main System Watchdog Timer. All general purpose timers are
based on 16-bit prescalers and 64-bit auto-reload-capable up/down counters.

Timer Group O
Timer O Timer 1 Wat.chdog
T0) D) Timer
( (WDT)
Timer Group 1
Timer O Timer 1 Wat.chdog
0 T1) Timer
(T0) ( (WDT)

Figure 12-1. Timer Units within Groups

Note that while the Main System Watchdog Timer registers are described in this chapter, their functional
description is included in the Chapter 13: Watchdog Timers. Therefore, the term ‘timers’ within this chapter refers
to the general purpose timers.

The timers’ features are summarized as follows:

e A 16-bit clock prescaler, from 1 to 65536

A 64-bit time-base counter programmable to be incrementing or decrementing

Able to read real-time value of the time-base counter

Halting and resuming the time-base counter
e Programmable alarm generation

e Timer value reload (Auto-reload at alarm or software-controlled instant reload)

Level and edge interrupt generation
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12.2 Functional Description

12.2.1 16-bit Prescaler and Clock Selection

Each timer can select between the APB clock (APB_CLK) or external clock (XTAL_CLK) as its clock source by
setting the TIMG_Tx_USE_XTAL field of the TIMG_TxCONFIG_REG register. The clock is then divided by a 16-bit
prescaler to generate the time-base counter clock (TB_CLK) used by the time-base counter. The 16-bit prescaler
is configured by the TIMG_Tx_DIVIDER field and can take any value from 1 to 65536. Note that programming a
value of 0 in TIMG_Tx_DIVIDER will result in the divisor being 65536.

The timer must be disabled (i.e. TIMG_Tx_EN should be cleared) before modifying the 16-bit prescaler. Modifying
the 16-bit prescaler whilst the timer is enabled can lead to unpredictable results.

12.2.2 64-bit Time-based Counter

The 64-bit time-base counters are based on TB_CLK and can the configured to increment or decrement via the
TIMG_Tx_INCREASE field. The time-base counter can be enabled/disabled by setting/clearing the TIMG_Tx_EN
field. Whilst enabled, the time-base counter will increment/decrement on each cycle of TB_CLK. When disabled,
the time-base counter is essentially frozen. Note that the TIMG_Tx_INCREASE field can be changed whilst
TIMG_Tx_EN is set and will cause the time-base counter to change direction instantly.

To read the 64-bit current timer value of the time-base counter, the timer value must be latched to two registers
before being read by the CPU (due to the CPU being 32-bit). By writing any value to the TIMG_TxUPDATE_REG,
the current value of the 64-bit timer is instantly latched into the TIMG_TxLO_REG and TIMG_TxHI_REG registers
containing the lower and upper 32-bits respectively. TIMG_TxLO_REG and TIMG_TxHI_REG registers will remain
unchanged for the CPU to read in its own time until TIMG_TxUPDATE_REG is written to again.

12.2.3 Alarm Generation

A timer can be configured to trigger an alarm when the timer’s current value matches the alarm value. An alarm
will cause an interrupt to occur and (optionally) an automatic reload of the timer’s current value (see Section
12.2.4). The 64-bit alarm value is configured in the TIMG_TxALARMLO_REG and TIMG_TxALARMHI_REG
representing the lower and upper 32-bits of the alarm value respectively. However, the configured alarm value is
ineffective until the alarm is enabled by setting the TIMG_Tx_ALARM_EN field. In order to simply the scenario
where the alarm is enabled ‘too late’ (i.e. the timer value has already passed the alarm value when the alarm is
enabled), the alarm value will also trigger immediately if the current timer value is larger/smaller than the alarm
value for an up-counting/down-counting timer.

When an alarm occurs, the TIMG_Tx_ALARM_EN field is automatically cleared and no alarm will occur again until
the TIMG_Tx_ALARM_EN is set.

12.2.4 Timer Reload

A timer is reloaded when a timer’s current value is overwritten with a reload value stored in the
TIMG_Tx_LOAD_LO and TIMG_Tx_LOAD_HI registers that correspond to the lower and upper 32-bits of the
timer’s new value respectively. However, writing a reload value to TIMG_Tx_LOAD_LO and TIMG_Tx_LOAD_HI
will not cause the timer’s current value to change. Instead, the reload value is ignored by the timer until a reload
event occurs. A reload event can be triggered either by a software instant reload or an auto-reload at

alarm.

A software instant reload is triggered by the CPU writing any value to TIMG_TxLOAD_REG causing the timer’s
current value to be instantly reloaded. If TIMG_Tx_EN is set, the timer will continue incrementing/decrementing
from the new value. If TIMG_Tx_EN is cleared, the timer will remain frozen at the new value until counting is
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re-enabled.

An auto-reload at alarm will cause a timer reload when an alarm occurs thus allowing the timer to continue
incrementing/decrementing from the reload value. This is generally useful for resetting the timer’s value when
using periodic alarms. To enable auto-reload at alarm, the TIMG_Tx_AUTORELOAD field should be set. If not
enabled, the timer’s value will continue to increment/decrement past the alarm value after an alarm.

12.2.5 Interrupts
Each timer has its own pair of interrupt lines (for edge and level interrupts) that can be routed to the CPU. Thus,
there are a total of six interrupt lines per timer group and they are named as follows:

e TIMG_WDT_LEVEL_INT: Level interrupt line for the watchdog timer in the group, generated when a
watchdog timer interrupt stage times out.

e TIMG_WDT_EDGE_INT: Edge interrupt line for the watchdog timer in the group, generated when a
watchdog timer interrupt stage times out.

e TIMG_Tx_LEVEL_INT: Level interrupt for one of the general purpose timers, generated when an alarm event
happens.

e TIMG_Tx_EDGE_INT: Edge interrupt for one of the general purpose timer, generated when an alarm event
happens.

Interrupts are triggered after an alarm (or stage timeout for watchdog timers) occurs. Level interrupt lines will be
held high after an alarm (or stage timeout) occurs, and will remain so until manually cleared. Conversely, edge
interrupts will generate a short pulse after an alarm (or stage timeout) occurs. To enable a timer’s level or edge
interrupt lines, the TIMG_Tx_LEVEL_INT_EN or TIMG_Tx_EDGE_INT_EN bits should be set respectively.

The interrupts of each timer group are governed by a set of registers. Each timer within the group will have a
corresponding bit in each of these registers:

o TIMG_Tx_INT_RAW : An alarm event sets it to 1. The bit will remain set until writing to the timer’s
corresponding bit in TIMG_Tx_INT_CLR.

e TIMG_WDT_INT_RAW : A stage time out will set the timer’s bit to 1. The bit will remain set until writing to
the timer’s corresponding bit in TIMG_WDT_INT_CLR.

e TIMG_Tx_INT_ST : Reflects the status of each timer’s interrupt and is generated by masking the bits of
TIMG_Tx_INT_RAW with TIMG_Tx_INT_ENA. For level interrupts, these bits reflect the level on the
watchdog timer’s level interrupt line.

e TIMG_WDT_INT_ST : Reflects the status of each watchdog timer’s interrupt and is generated by masking
the bits of TIMG_WDT_INT_RAW with TIMG_WDT_INT_ENA. For level interrupts, these bits reflect the level
on the watchdog timer’s level interrupt line.

e TIMG_Tx_INT_ENA : Used to enable or mask the interrupt status bits of timers within the group.
e TIMG_WDT_INT_ENA : Used to enable or mask the interrupt status bits of watchdog timer within the group.

e TIMG_Tx_INT_CLR : Used to clear a timer’s interrupt by setting its corresponding bit to 1. The timer’s
corresponding bit in TIMG_Tx_INT_RAW and TIMG_Tx_INT_ST will be cleared as a result. Note that a
timer’s interrupt must be cleared before the next interrupt occurs when using level interrupts.

e TIMG_WDT_INT_CLR : Used to clear a timer’s interrupt by setting its corresponding bit to 1. The watchdog
timer’s corresponding bit in TIMG_WDT_INT_RAW and TIMG_WDT_INT_ST will be cleared as a result.
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Note that a wachdog timer’s interrupt must be cleared before the next interrupt occurs when using level
interrupts.

12.3 Configuration and Usage

12.3.1 Timer as a Simple Clock
1. Configure the time-base counter

e Select clock source by setting TIMG_Tx_USE_XTAL field.
e Configure the 16-bit prescaler by setting TIMG_Tx_DIVIDER.
e Configure the timer direction by setting/clearing TIMG_Tx_INCREASE.

¢ Set the timer’s starting value by writing the starting value to TIMG_Tx_LOAD_LO and
TIMG_Tx_LOAD_HI, then reloading it into the timer by writing any value to TIMG_TxLOAD_REG.

2. Start the timer by setting TIMG_Tx_EN.
3. Getting the timer’s current value.
e Write any value to TIMG_TxUPDATE_REG to latch the timer’s current value.

e Read the latched timer value from TIMG_TxLO_REG and TIMG_TxHI_REG.

12.3.2 Timer as One-shot Alarm
1. Configure the time-base counter following step 1 of Section 12.3.1.

2. Configure the alarm.
e Configure the alarm value by setting TIMG_TxALARMLO_REG and TIMG_TxALARMHI_REG.

¢ Enable interrupt by setting TIMG_Tx_LEVEL_INT_EN or TIMG_Tx_EDGE_INT_EN for level or edge
interrupts respectively.

3. Disable auto reload by clearing TIMG_Tx_AUTORELOAD.

4. Start the timer by setting TIMG_Tx_EN.

5. Handle the alarm interrupt.
¢ Clear the interrupt by setting the timer’s corresponding bit in TIMG_Tx_INT_CLR.
¢ Disable the timer by clearing TIMG_Tx_EN.
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12.3.3 Timer as Periodic Alarm
1. Configure the time-base counter following step 1 of Section 12.3.1.

2. Configure the alarm following step 2 of Section 12.3.2.

3. Enable auto reload by setting TIMG_Tx_AUTORELOAD and setting the reload value in TIMG_Tx_LOAD_LO
and TIMG_Tx_LOAD_HI.

4. Start the timer by setting TIMG_Tx_EN.
5. Handle the alarm interrupt (repeat on each alarm iteration).
e Clear the interrupt by setting the timer’s corresponding bit in TIMG_Tx_INT_CLR.

e |f the next alarm requires a new alarm value and reload value (i.e. different alarm interval per iteration),
then TIMG_TXALARMLO_REG, TIMG_TXALARMHI_REG, TIMG_Tx_LOAD_LO, and
TIMG_Tx_LOAD_HI should be reconfigured as needed. Otherwise, the aforementioned registers
should remain unchanged.

¢ Re-enable the alarm by setting TIMG_Tx_ALARM_EN.
6. Stopping the timer (on final alarm iteration).
e Clear the interrupt by setting the timer’s corresponding bit in TIMG_Tx_INT_CLR.

¢ Disable the timer by clearing TIMG_Tx_EN.

12.4 Base Address

Users can access the 64-bit Timer with four base addresses, which can be seen in the following table. For more
information about accessing peripherals from different buses please see Chapter 1 Systerm and Memory.

Table 49: 64-bit Timers Base Address

Name Bus to Access Peripheral Base Address
PeriBUS1 Ox3F41F000
TIMGO ,
PeriBUS2 0x6001F000
PeriBUS1 0x3F420000
TIMG1 .
PeriBUS2 0x60020000

12.5 Register Summary
The addresses in the following table are relative to the 64-bit Timer base addresses provided in Section
12.4.

Name ‘ Description Address | Access

Configuration and Control Register for Timer 0

TIMG_TOCONFIG_REG Timer O configuration register 0x0000 | R/W

TIMG_TOLO_REG Timer O current value, low 32 bits 0x0004 | RO

TIMG_TOHI_REG Timer O current value, high 32 bits 0x0008 | RO

TIMG_TOUPDATE_REG Write to copy current timer value to | Ox0O00C | R/W

TIMG_TOLO_REG and TIMG_TOLO_REG

TIMG_TOALARMLO_REG Timer O alarm value, low 32 bits 0x0010 | R/W
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Name Description Address | Access
TIMG_TOALARMHI_REG Timer O alarm value, high bits 0x0014 | R/W
TIMG_TOLOADLO_REG Timer O reload value, low 32 bits 0x0018 | R/W
TIMG_TOLOADHI_REG Timer O reload value, high 32 bits 0x001C | RW
TIMG_TOLOAD_REG Write to reload timer from | Ox0020 | WO
TIMG_TOLOADLO_REG and
TIMG_TOLOADHI_REG
Configuration and Control Register for Timer 1
TIMG_T1CONFIG_REG Timer 1 configuration register 0x0024 | R/W
TIMG_T1LO_REG Timer 1 current value, low 32 bits 0x0028 | RO
TIMG_T1HI_REG Timer 1 current value, high 32 bits 0x002C | RO
TIMG_T1UPDATE_REG Write to copy current timer value to | Ox0030 | R/W
TIMG_T1LO_REG and TIMG_T1LO_REG
TIMG_T1ALARMLO_REG Timer 1 alarm value, low 32 bits 0x0034 | R/W
TIMG_T1ALARMHI_REG Timer 1 alarm value, high bits 0x0038 | R/W
TIMG_T1LOADLO_REG Timer 1 reload value, low 32 bits 0x003C | R/W
TIMG_T1LOADHI_REG Timer 1 reload value, high 32 bits 0x0040 | R/W
TIMG_T1LOAD_REG Write to reload timer from | Ox0044 | WO
TIMG_TOLOADLO_REG and
TIMG_TOLOADHI_REG
Configuration and Control Register for WDT
TIMG_WDTCONFIGO_REG Watchdog timer configuration register 0x0048 | R/W
TIMG_WDTCONFIG1_REG Watchdog timer prescaler register 0x004C | R/W
TIMG_WDTCONFIG2_REG Watchdog timer stage 0 timeout value 0x0050 | R/W
TIMG_WDTCONFIG3_REG Watchdog timer stage 1 timeout value 0x0054 | R/W
TIMG_WDTCONFIG4_REG Watchdog timer stage 2 timeout value 0x0058 | R/W
TIMG_WDTCONFIG5_REG Watchdog timer stage 3 timeout value 0x005C | R/W
TIMG_WDTFEED_REG Write to feed the watchdog timer 0x0060 | WO
TIMG_WDTWPROTECT_REG Watchdog write protect register 0x0064 | R/W
Configuration and Control Register for RTC CALI
TIMG_RTCCALICFG2_REG Timer group calibration register Ox00A8 | varies
Interrupt Register
TIMG_INT_ENA_TIMERS_REG Interrupt enable bits 0x0098 | R/W
TIMG_INT_RAW_TIMERS_REG Raw interrupt status 0x009C | RO
TIMG_INT_ST_TIMERS_REG Masked interrupt status 0Ox00A0 | RO
TIMG_INT_CLR_TIMERS_REG Interrupt clear bits Ox00A4 | WO
Version Register
TIMG_TIMERS_DATE_REG | Version control register | Ox00F8 | R/W
Configuration Register
TIMG_REGCLK_REG | Timer group clock gate register | OX0OFC | R/W
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12.6 Registers

Register 12.1: TIMG_TxCONFIG_REG (x: 0-1) (0x0000+36%)

& ox i
7/
o S © FEF
S Q NS S
oo ie ut ol ol vl vio ul &
Q
NN N NS &
‘31 30 29 28 13 12 11 10 9 8 0‘
\011 0x01 ooooooooooooo\Reset

TIMG_Tx_USE_XTAL 1: Use XTAL_CLK as the source clock of timer group. 0: Use APB_CLK as the
source clock of timer group. (R/W)

TIMG_Tx_ALARM_EN When set, the alarm is enabled. This bit is automatically cleared once an alarm
occurs. (R/W)

TIMG_Tx_LEVEL_INT_EN When set, an alarm will generate a level type interrupt. (R/W)
TIMG_Tx_EDGE_INT_EN When set, an alarm will generate an edge type interrupt. (R/W)
TIMG_Tx_DIVIDER Timer x clock (Tx_clk) prescaler value. (R/W)
TIMG_Tx_AUTORELOAD When set, timer x auto-reload at alarm is enabled. (R/W)

TIMG_Tx_INCREASE When set, the timer x time-base counter will increment every clock tick. When
cleared, the timer x time-base counter will decrement. (R/W)

TIMG_Tx_EN When set, the timer x time-base counter is enabled. (R/W)

Register 12.2: TIMG_TxLO_REG (x: 0-1) (0x0004+36%)

NS
N
o7
N

E ]

‘ 0x000000 \ Reset

TIMG_Tx_LO After writing to TIMG_TxUPDATE_REG, the low 32 bits of the time-base counter of timer
x can be read here. (RO)
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Register 12.3: TIMG_TxHI_REG (x: 0-1) (0x0008+36*%)

Q
<+
X
«\@

[ |

’ 0x000000 ‘ Reset

TIMG_Tx_HI After writing to TIMG_TxUPDATE_REG, the high 32 bits of the time-base counter of timer
x can be read here. (RO)

Register 12.4: TIMG_TxUPDATE_REG (x: 0-1) (0x000C+36*x)

BE ]

[o]
o]
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o

0 0 00 0O O‘Reset

TIMG_Tx_UPDATE After writing 0 or 1 to TIMG_TxUPDATE_REG, the counter value is latched. (R/W)

Register 12.5: TIMG_TXALARMLO_REG (x: 0-1) (0x0010+36%)

&
N
E ]
’ 0x000000 \ Reset

TIMG_Tx_ALARM_LO Timer x alarm trigger time-base counter value, low 32 bits. (R/W)

Register 12.6: TIMG_TXALARMHI_REG (x: 0-1) (0x0014+36*x)

@
&
<+
S
B |
’ 0x000000 ‘ Reset

TIMG_Tx_ALARM_HI Timer x alarm trigger time-base counter value, high 32 bits. (R/W)
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Register 12.7: TIMG_TXLOADLO_REG (x: 0-1) (0x0018+36%)

E 3

‘ 0x000000 \ Reset

TIMG_Tx_LOAD_LO Low 32 bits of the value that a reload will load onto timer x time-base Counter.
(R/W)

Register 12.8: TIMG_TxLOADHI_REG (x: 0-1) (0x001C+36*%)

E ]

‘ 0x000000 \ Reset

TIMG_Tx_LOAD_HI High 32 bits of the value that a reload will load onto timer x time-base counter.
(RW)

Register 12.9: TIMG_TXLOAD_REG (x: 0-1) (0x0020+36%)

VD
N
/Q‘L/
Q7
/&\Q

‘ 0x000000 \ Reset

TIMG_Tx_LOAD Write any value to trigger a timer x time-base counter reload. (WO)
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Register 12.10: TIMG_WDTCONFIGO_REG (0x0048)

%
2 S P
Q/é@ éy é\/ &/Q/%
S & & S
S B F B KT S ISANE o<l
o & L &£ L LY o7 K
ST T e ¢ ¢ & 5
O/ @/ @./ @./ Q/ @/ @/ @/ Q/ @/ @/ 6
‘31|3O 29|28 27|26 25|24 23|22|21|20 IB|17 15|l4|l3|12 0‘
\o|o|o|o|o|o|o| Ox1 | Ox1 |1|o|ooooooooooooo\Reset

TIMG_WDT_PROCPU_RESET_EN WDT reset CPU enable. (R/W)
TIMG_WDT_FLASHBOOT_MOD_EN When set, Flash boot protection is enabled. (R/W)

TIMG_WDT_SYS_RESET_LENGTH System reset signal length selection. 0: 100 ns, 1: 200 ns, 2:
300 ns, 3: 400 ns, 4: 500 ns, 5: 800 ns, 6: 1.6 us, 7: 3.2 us. (R/W)

TIMG_WDT_CPU_RESET_LENGTH CPU reset signal length selection. 0: 100 ns, 1: 200 ns, 2: 300
ns, 3: 400 ns, 4: 500 ns, 5: 800 ns, 6: 1.6 us, 7: 3.2 us. (R/W)

TIMG_WDT_LEVEL_INT_EN When set, a level type interrupt will occur at the timeout of a stage
configured to generate an interrupt. (R/W)

TIMG_WDT_EDGE_INT_EN When set, an edge type interrupt will occur at the timeout of a stage
configured to generate an interrupt. (R/W)

TIMG_WDT_STG3 Stage 3 configuration. O: off, 1: interrupt, 2: reset CPU, 3: reset system. (R/W)

TIMG_WDT_STG2 Stage 2 configuration. O: off, 1: interrupt, 2: reset CPU, 3: reset system. (R/W)

TIMG_WDT_STG1 Stage 1 configuration. O: off, 1: interrupt, 2: reset CPU, 3: reset system. (R/W)

TIMG_WDT_STGO Stage O configuration. O: off, 1: interrupt, 2: reset CPU, 3: reset system. (R/W)

TIMG_WDT_EN When set, MWDT is enabled. (R/W)

Register 12.11: TIMG_WDTCONFIG1_REG (0x004C)

&
Q‘?‘
&
&
\P/

\
RO
0 7/
&

&
%Q)
<

£

B

16 | 15

|

0x01 OOOOOOOOOOOOOOOO‘Reset
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TIMG_WDT_CLK_PRESCALER MWODT clock prescaler value. MWDT clock period = 12.5 ns *
TIMG_WDT_CLK_PRESCALE. (R/W)
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Register 12.12: TIMG_WDTCONFIG2_REG (0x0050)

@O&
7
$Q/\§\
7
QY
’ 31 0 ‘
’ 0x18cba80 ‘ Reset

TIMG_WDT_STGO0_HOLD Stage 0 timeout value, in MWDT clock cycles. (R/W)

Register 12.13: TIMG_WDTCONFIG3_REG (0x0054)

«\O&
5
&7
N
E ]
’ oxfffff \ Reset

TIMG_WDT_STG1_HOLD Stage 1 timeout value, in MWDT clock cycles. (R/W)

Register 12.14: TIMG_WDTCONFIG4_REG (0x0058)

E ]

’ OxOfffff ‘ Reset

TIMG_WDT_STG2_HOLD Stage 2 timeout value, in MWDT clock cycles. (R/W)
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Register 12.15: TIMG_WDTCONFIG5_REG (0x005C)

@O&
s
&7
N
g ]
\ OxOfffif \ Reset

TIMG_WDT_STG3_HOLD Stage 3 timeout value, in MWDT clock cycles. (R/W)

Register 12.16: TIMG_WDTFEED_REG (0x0060)

&
Q& /
&
B |
‘ 0x000000 \ Reset

TIMG_WDT_FEED Write any value to feed the MWDT. (WO) (WO)

Register 12.17: TIMG_WDTWPROTECT_REG (0x0064)

é
&
&/§

B |

‘ 0x50d83aat \ Reset

TIMG_WDT_WKEY |If the register contains a different value than its reset value, write protection is
enabled. (R/W)
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Register 12.18: TIMG_RTCCALICFG2_REG (0x00A8)

&
é
S
& &7
K <&
0&/ 0&/
& &
O O
> > &
«O/ &O/ N &Q/
o3 o PN
N N ¢
\ Oxffff | 0x3 |o o| 0 \Reset
TIMG_RTC_CALI_TIMEOUT RTC calibration timeout indicator (RO)
TIMG_RTC_CALI_TIMEOUT_RST_CNT Cycles that release calibration timeout reset (R/W)
TIMG_RTC_CALI_TIMEOUT_THRES Threshold value for the RTC calibration timer. If the calibration
timer’s value exceeds this threshold, a timeout is triggered. (R/W)
Register 12.19: TIMG_INT_ENA_TIMERS_REG (0x0098)
?\
«@%V %V
7S
N OL Y
U
& NRSLSK
E ]
\ooooooooooooooooooooooooooooo|0|0|o\Reset
TIMG_TX_INT_ENA The interrupt enable bit for the TIMG_Tx_INT interrupt. (R/W)
TIMG_WDT_INT_ENA The interrupt enable bit for the TIMG_WDT_INT interrupt. (R/W)
Register 12.20: TIMG_INT_RAW_TIMERS_REG (0x009C)
N
PR
SE&F
B
GQJ& s
& RO

TIMG_TX_INT_RAW The raw interrupt status bit for the TIMG_Tx_INT interrupt. (RO)

TIMG_WDT_INT_RAW The raw interrupt status bit for the TIMG_WDT_INT interrupt. (RO)
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Register 12.21: TIMG_INT_ST_TIMERS_REG (0x00AQ)

9L A
Se%e?
L7
Ge& R
%) 7/ 7/ 7/
@’% &\Q«\@«\@

‘31 3| 2 1 0‘

\oooooooooooooooooooooooooooooooo\Rese»c

TIMG_TX_INT_ST The masked interrupt status bit for the TIMG_Tx_INT interrupt. (RO)

TIMG_WDT_INT_ST The masked interrupt status bit for the TIMG_WDT_INT interrupt. (RO)

Register 12.22: TIMG_INT_CLR_TIMERS_REG (0x00A4)

o o
A
O
& s
Q) / / 7/
&Q’% /\\@ «\@ «\®

TIMG_TX_INT_CLR Set this bit to clear the TIMG_Tx_INT interrupt. (WO)

TIMG_WDT_INT_CLR Set this bit to clear the TIMG_WDT_INT interrupt. (WO)

Register 12.23: TIMG_TIMERS_DATE_REG (0x00F8)

é\%
Q‘%/
S N
COQ)G @7
N Q
\o 0 0 0 0x1907261 \Reset
TIMG_TIMERS_DATE Version control register. (R/W)
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Register 12.24: TIMG_REGCLK_REG (0x00FC)

Ne
&
%Q)
&

BE ]

\oooooooooooooooooooooooooooooooo\Rese»c

TIMG_CLK_EN Register clock gate signal. 1: Registers can be read and written to by software. O:
Registers can not be read or written to by software. (R/W)
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13. Watchdog Timers

13. Watchdog Timers

13.1 Overview

Watchdog timers are hardware timers used to detect and recover from malfunctions. They must be periodically
fed (reset) to prevent a timeout. A system/software that is behaving unexpectedly (e.g. is stuck in a software loop
or in overdue events) will fail to feed the watchdog thus trigger a watchdog time out. Therefore, watchdog timers
are useful for detecting and handling erroneous system/software behavior.

The ESP32-S2 contains three watchdog timers: one in each of the two timer groups (called Main System
Watchdog Timers, or MWDT) and one in the RTC Module (called the RTC Watchdog Timer, or RWDT). Each
watchdog timer allows for four separately configurable stages and each stage can be programmed to take one of
three (or four for RWDT) actions upon expiry, unless the watchdog is fed or disabled. The actions upon expiry
are: interrupt, CPU reset, core reset and system reset. Only RWDT can trigger a system reset that will reset the
entire digital circuits, which is the main system including the RTC itself. A timeout value can be set for each stage
individually.

During the flash boot process, RWDT and the first MWDT are enabled automatically in order to detect and

recover from booting errors.

Note that while this chapter provides the functional descriptions of the watchdog timer’s, their register
descriptions are provided in Chapter 12: 64-bit Timers.

13.2 Features
Watchdog timers have the following features:

® Four stages, each with a programmable timeout value. Each stage can be configured and
enabled/disabled separately

¢ One of three/four (for MWDTs/ RWDT) possible actions (interrupt, CPU reset, core reset and system reset)
available upon expiry of each stage

e 32-bit expiry counter
* Write protection, to prevent RWDT and MWDT configuration from being altered inadvertently

® Flash boot protection
If the boot process from an SPI flash does not complete within a predetermined period of time, the
watchdog will reboot the entire main system.

13.3 Functional Description
13.3.1 Clock Source and 32-Bit Counter

At the core of each watchdog timer is a 32-bit counter. The clock source of MWDTs is derived from the APB
clock via a pre-MWDT 16-bit configurable prescaler. Conversely, the clock source of RWDT is derived directly
from a RTC slow clock (without a prescaler) which is usually running at 32 kHz. The 16-bit prescaler for MWDTs
is configured via the TIMG_WDT_CLK_PRESCALER field of TIMG_WDTCONFIG1_REG.

MWDTs and RWDT are enabled by setting the TIMG_WDT_EN and RTC_CNTL_WDT_EN fields respectively.
When enabled, the 32-bit counters of each watchdog will increment on each source clock cycle until the timeout
value of the current stage is reached (i.e. expiry of the current stage). When this occurs, the current counter value
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is reset to zero and the next stage will become active. If a watchdog timer is fed by software, the timer will return
to stage 0 and reset its counter value to zero. Software can feed a watchdog timer by writing any value to
TIMG_WDTFEED_REG for MDWTs and RTC_CNTL_RTC_WDT_FEED for RWDT.

13.3.2 Stages and Timeout Actions

Timer stages allow for a timer to have a series of different timeout values and corresponding expiry action. When
one stage expires, the expiry action is triggered, the counter value is reset to zero, and the next stage becomes
active. MWDTs/ RWDT provide four stages (called stages 0 to 3). The watchdog timers will progress through
each stage in a loop (i.e. from stage 0 to 3, then back to stage 0).

Timeout values of each stage for MWDTs are configured in TIMG_WDTCONFIG/_REG (where / ranges from 2 to
5), whilst timeout values for RWDT are configured in RTC_CNTL_WDT_STG/_HOLD_REG registers (where |
ranges from O to 3).

Please note that the timeout value of stage 0 for RWDT (Thoqo) is determined together by
EFUSE_WDT_DELAY_SEL field of an eFuse register and RTC_CTRL_WDT_STGO_HOLD_REG. The relationship
is as follows:

Thoido = RTC_CTRL_WDT_STGO_HOLD_REG « EFUSE_WDT_DELAY_SEL + 1
Upon the expiry of each stage, one of the following expiry actions will be executed:

® Trigger an interrupt
When the stage expires, an interrupt is triggered.

* Reset a CPU core
When the stage expires, the CPU core will be reset.

® Reset the main system
When the stage expires, the main system (which includes MWDTs, CPU, and all peripherals) will be reset.
The RTC will not be reset.

¢ Reset the main system and RTC
When the stage expires the main system and the RTC will both be reset. This action is only available in
RWDT.

¢ Disabled
This stage will have no effects on the system.

For MWDTs, the expiry action of all stages is configured in TIMG_WDTCONFIGO_REG. Likewise for RWDT, the
expiry action is configured in RTC_WDTCONFIGO.

13.3.3 Write Protection

Watchdog timers are critical to detecting and handling erroneous system/software behavior, thus should not be
disabled easily (e.g. due to a misplaced register write). Therefore, MWDTs and RWDT incorporate a write
protection mechanism that prevent the watchdogs from being disabled or tampered with due to an accidental
write. The write protection mechanism is implemented using a write-key register for each timer
(TIMG_WDT_WKEY for MWDT, RTC_CNTL_WDT_WKEY for RWDT). The value 0x50D83AA1 must be written to
the watchdog timer’s write-key register before any other register of the same watchdog timer can be changed.
Any attempts to write to a watchdog timer’s registers (other than the write-key register itself) whilst the write-key
register’s value is not Ox50D83AA1 will be ignored. The recommended procedure for accessing a watchdog
timer is as follows:
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1. Disable the write protection by writing the value 0x50D83AA1 to the timer’s write-key register.
2. Make the required modification of the watchdog such as feeding or changing its configuration.

3. Re-enable write protection by writing any value other than Ox50D83AA1 to the timer’s write-key register.

13.3.4 Flash Boot Protection

During flash booting process, MWDT in timer group O (TIMGO), as well as RWDT, are automatically enabled.
Stage 0 for the enabled MWDT is automatically configured to reset the system upon expiry. Likewise, stage O for
RWDT is configured to reset the main system and RTC when it expires. After booting,
TIMG_WDT_FLASHBOOT_MOD_EN and RTC_CNTL_WDT_FLASHBOOT_MOD_EN should be cleared to stop
the flash boot protection procedure for both MWDT and RWDT respectively. After this, MWDT and RWDT can be
configured by software.

13.4 Registers
MWDT registers are part of the timer submodule and are described in the Chapter 12: 64-bit Timers Timer
Registers section.
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14. XTAL32K Watchdog

14.1 Overview

XTAL32K Watchdog on ESP32-S2 is used to monitor the status of external crystal XTAL32K_CLK. This
Watchdog can detect the oscillation failure of XTAL32K_CLK, change the clock source of RTC, etc. When
XTAL32K_CLK works as the clock source of RTC SLOW_CLK and stops vibrating, XTAL32K Watchdog first
switches to BACKUP32K_CLK derived from RTC_CLK and generates an interrupt (If the chip is in deep sleep
mode, the CPU will be woken up), and then switches back to XTAL32K_CLK after it is restarted by

software.

XTAL32K |
—
Watchd 0g nterrupt
-t RTC_CNTL_XTAL32K_WDT_EN
Monitor
A BACKUP32K_CLK_EN
vy
&
XTAL32K_CLK
ik -y
- >0
RTC_SLOW_CLK
RTC_CLK o BACKUP32K_CLK
— 1 Divisor > 1

Figure 14-1. XTAL32K Watchdog

14.2 Features

14.2.1 XTAL32K Watchdog Interrupts and Wake-up
When XTAL32K Watchdog detects the oscillation failure of XTAL32K_CLK, an oscillation failure interrupt is
generated. At this point the CPU will be woken up if in hibernation.

14.2.2 BACKUP32K_CLK

Once XTAL32K Watchdog detects the oscillation failure of XTAL32K_CLK, it replaces XTAL32K_CLK with
BACKUP32K_CLK (with a frequency of 32 kHz) derived from RTC_CLK as RTC’s SLOW_CLK, so as to ensure
proper functioning of the system.

14.3 Functional Description

14.3.1 Workflow
1. XTAL32K Watchdog starts counting when RTC_CNTL_XTAL_32K_WDT_EN is enabled. The counter keeps
counting until it detects the positive edge of XTAL_32K and is then cleared. When the counter reaches
RTC_CNTL_XTAL32K_WDT_TIMEQOUT, it generates an interrupt or a wake-up signal and is then reset.
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2. XTAL32K Watchdog automatically enables BACKUP32K_CLK as the alternative clock source of RTC
SLOW_CLK, to ensure the system’s proper functioning and the accuracy of timers running on RTC
SLOW_CLK (e.g. RTC_TIMER). For information about clock frequency configuration, please refer to
Section 14.3.2 Configuring the Divisor of BACKUP32K_CLK.

3. To restore XTAL32K Watchdog, software restarts XTAL32K_CLK by turning its XPD signal on and off via
RTC_CNTL_XPD_XTAL_32K bit. Then, XTAL32K Watchdog switches back to XTAL32K_CLK by setting
RTC_CNTL_XTAL32K_WDT_EN bit to 0. If the chip is in deep sleep mode, XTAL32K Watchdog will wake
up the CPU to finish the above steps.

14.3.2 Configuring the Divisor of BACKUP32K_CLK

Chips have different RTC_CLK frequencies due to production process variations. To ensure the accuracy of
RTC_TIMER and other timers running on SLOW_CLK when BACKUP32K_CLK is at work, the divisor of
BACKUP32K_CLK should be configured according to the actual frequency of RTC_CLK.

Define the frequency of RTC_CLK as f_rtc_clk (unit: kHz), and the eight divisor components as

o, x1,T2,T3,T4,T5,T6, and X7, reSpeCtively. S=x0+x1+x2+ 23+ T4+ T5+ T6 + X7.

The following conditions should be fulfilled:

S = f_rtc_clk x (4/32)
M+1>x,>MO<n<T)
M = f_rtc_clk/32/2

x, should be an interger. M and S are rounded up or down. Each divisor component (xy ~x7) is 4-bit long, and
corresponds to the value of RTC_CNTL_XTAL32K_CLK_FACTOR (32-bit) in order.

For example, if the frequency of RTC_CLK is 163 kHz, then f_rtc_clk = 163,S = 20, M = 2, and
{xo, xr1,22,T3,T4,T5,Lg, 167} = {2, 3,2,3,2,3,2, 3} As a result, the frequency of BACKUP32K_CLK is 32.6 kHz.
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15. System Timer

15.1 Overview

System timer is a 64-bit timer specially for operating system. It can be used to schedule operating system tasks
by generating periodical system ticks or certain time delay interrupts. With the help of RTC timer, system timer
can keep updated after Light-sleep or Deep-sleep.

15.2 Main Features
e A 64-bit timer

¢ Clocked with APB_CLK
¢ Timer value increment step can be configured for each APB_CLK cycle.

e Support automatic time compensation in case of APB_CLK clock source switching between PLL_CLK and
XTAL_CLK, to improve timer accuracy.

e Generate three independent interrupts based on different alarm values or periods (targets).
e Support for 64-bit alarm values and 30-bit periods.
e | oad back sleep time recorded by RTC timer after Deep-sleep or Light-sleep by software.

e Keep stalled if CPU is stalled or CPU is in on-chip-debugging mode.

15.83 Clock Source Selection

The System Timer is driven using XTAL_CLK or PLL_CLK clock. Selection between the two clock sources is
described in Table CPU_CLK Source in Chapter 2 Reset and Clock. For the specific clock frequency used for the
System Timer, please refer to Table 11 APB_CLK Source. On each clock period the timer will be increased by a
step value configured in either SYSTIMER_TIMER_XTAL_STEP or SYSTIMER_TIMER_PLL_STEP, depending on
which clock source is used.

15.4 Functional Description

PLL  XTAL

vy

SYSTIMER_TARGETx_WORK_EN
SYSTIMER_TARGETx_PERIOD_MODE

APB_CLK SYSTIMER_TARGETx_PERIOD
SYSTIMER_TIMER_TARGETx_LO
SYSTEM_SYSTIMER_CLK_EN CcG SYSTIMER_TIMER_TARGETx_HI
SYSTIMER_TIMER_PLL_STEP Timer Timer CPU
Timer value Timer Interrupt x
SYSTIMER_TIMER_XTAL_STEP | [ ™ Counter > Comparator x > Inl\slertrl_th
— ™ atrix

Figure 15-1. System Timer Structure

Figure 15-1 shows the structure of system timer. The system timer can be enabled by setting the bit
SYSTEM_SYSTIMER_CLK_EN in register SYSTEM_PERIP_CLK_ENO_REG and be reset via software by setting
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the bit SYSTEM_SYSTIMER_RST in register SYSTEM_PERIP_RST_ENO_REG. For more information, please refer
to Table 32 Peripheral Clock Gating and Reset Bits in Chapter 6 System Registers.

15.4.1 Read System Timer Value

1.

2.

Set SYSTIMER_TIMER_UPDATE to update the timer value into registers.

Wait till SYSTIMER_TIMER_VALUE_VALID is set, which means users now can read the timer values from
registers.

3. Read the high 32 bits of the timer value from SYSTIMER_TIMER_VALUE_HI, and the low 32 bits from

SYSTIMER_TIMER_VALUE_LO.

15.4.2 Configure a Time-Delay Alarm

1.

Read the current value of system timer, see Section 15.4.1. This value will be used to calculate the target in
Step 3.

. Clear SYSTIMER_TARGETx_PERIOD_MODE to set the timer into a time-delay alarm mode.

Write the high 32 bits of the target (alarm value) to SYSTIMER_TIMER_TARGETXx_HI, and the low 32 bits to
SYSTIMER_TIMER_TARGETx_LO.

. Set SYSTIMER_TARGETx_WORK_EN to enable the selected work mode.

. Set SYSTIMER_INTx_ENA to enable timer interrupt. When the timer counts to the alarm value, an interrupt

will be triggered.

15.4.3 Configure Periodic Alarms

1.
2,
3.
4,

Set SYSTIMER_TARGETx_PERIOD_MODE to configure the timer into periodic alarms mode.
Write the target (alarm period) to SYSTIMER_TARGETx_PERIOD.
Set SYSTIMER_TARGETx_WORK_EN to enable periodical alarms mode.

Set SYSTIMER_INTx_ENA to enable timer interrupt. An interrupt will be triggered when the timer counts to
the target value set in Step 2.

15.4.4 Update after Deep-sleep and Light-sleep

1.
2.

3.

Configure RTC timer before the chip goes to Deep-sleep or Light-sleep, to record the exact sleep time.
Read the sleep time from RTC timer when the chip is woken up from Deep-sleep or Light-sleep.
Read current value of the system timer. See Section 15.4.1 for how to read the timer value.

Add current value of the system timer to the time that RTC timer records in Deep-sleep mode or in
Light-sleep mode.

Write the result into SYSTIMER_TIMER_LOAD_HI (high 32 bits), and into SYSTIMER_TIMER_LOAD_LO
(low 32 bits).

Set SYSTIMER_TIMER_LOAD to load the new value stored in SYSTIMER_TIMER_LOAD_HI and
SYSTIMER_TIMER_LOAD_LO into the system timer. By such way, the system timer is updated.

Espressif Systems 284 ESP32-S2 TRM (Preliminary V0.3)

Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

15. System Timer

15.5 Base Address

Users can access system timer registers with two base addresses, which can be seen in the following table. For

more information about accessing peripherals from different buses please see Chapter 1 System and

Memory.

Table 51: System Timer Base Address

Bus to Access Peripheral | Base Address
PeriBUST 0x3F423000
PeriBUS2 0x60023000

15.6 Register Summary

The addresses in the following table are relative to system timer base addresses provided in Section 15.5.

Name ‘ Description Address | Access
System Timer Registers
SYSTIMER_CONF_REG Configure system timer clock 0x0000 | R/W
SYSTIMER_LOAD_REG Load value to system timer 0x0004 | WO
SYSTIMER_LOAD_HI_REG High 32 bits to be loaded to system timer 0x0008 | R/W
SYSTIMER_LOAD_LO_REG Low 32 bits to be loaded to system timer 0x000C | R/W
SYSTIMER_STEP_REG System timer accumulation step 0x0010 | R/W
SYSTIMER_TARGETO_HI_REG System timer target 0, high 32 bits 0x0014 | R/W
SYSTIMER_TARGETO_LO_REG System timer target 0, low 32 bits 0x0018 | R/W
SYSTIMER_TARGET1_HI_REG System timer target 1, high 32 bits 0x001C | R/W
SYSTIMER_TARGET1_LO_REG System timer target 1, low 32 bits 0x0020 | R/W
SYSTIMER_TARGET2_HI_REG System timer target 2, high 32 bits 0x0024 | R/W
SYSTIMER_TARGET2_LO_REG System timer target 2, low 32 bits 0x0028 | R/W
SYSTIMER_TARGETO_CONF_REG Configure work mode for system timer target 0 | Ox002C | R/W
SYSTIMER_TARGET1_CONF_REG Configure work mode for system timer target 1 | Ox0030 | R/W
SYSTIMER_TARGET2_CONF_REG Configure work mode for system timer target 2 | 0x0034 | R/W
SYSTIMER_UPDATE_REG Read out system timer value 0x0038 | varies
SYSTIMER_VALUE_HI_REG System timer value, high 32 bits 0x003C | RO
SYSTIMER_VALUE_LO_REG System timer value, low 32 bits 0x0040 | RO
SYSTIMER_INT_ENA_REG System timer interrupt enable 0x0044 | R/W
SYSTIMER_INT_RAW_REG System timer interrupt raw 0x0048 | RO
SYSTIMER_INT_CLR_REG System timer interrupt clear 0x004C | WO
Version Register
SYSTIMER_DATE_REG Version control register Ox00FC | R/W
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15. System Timer

15.7 Registers

Register 15.1: SYSTIMER_CONF_REG (0x0000)

O

Q\ s Q\ s

/\@Q’ (@& @Q’
&

A

SYSTIMER_CLK_FO System timer clock force enable. (R/W)

SYSTIMER_CLK_EN Register clock enable. (R/W)

Register 15.2: SYSTIMER_LOAD_REG (0x0004)

BE ]

\oooooooooooooooooooooooooooooooo\Reset

SYSTIMER_TIMER_LOAD Set this bit to 1, the value stored in SYSTIMER_TIMER_LOAD_HI and in
SYSTIMER_TIMER_LOAD_LO will be loaded to system timer. (WO)

Register 15.3: SYSTIMER_LOAD_HI_REG (0x0008)

X
Q7
\/O?‘
N
7
S
é%
‘ 31 0 ‘
‘ 0 ‘Reset

SYSTIMER_TIMER_LOAD_HI The value to be loaded into system timer, high 32 bits. (R/W)
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15. System Timer

Register 15.4: SYSTIMER_LOAD_LO_REG (0x000C)

R
&
/\\*\(g/
N /
S
= ]
’ 0 ‘ Reset

SYSTIMER_TIMER_LOAD_LO The value to be loaded into system timer, low 32 bits. (R/W)

Register 15.5: SYSTIMER_STEP_REG (0x0010)

2
= £
> v
Q?\ 7 Qg\ /
Q/\@\ N
\ 7 7
& N N
& S S
N = ©
’ 31 20| 19 109 0 ‘
’ O 0 0 0o 0O O O o o o o o 1 80 ‘ Reset

SYSTIMER_TIMER_XTAL_STEP Set system timer increment step when using XTAL_CLK. (R/W)

SYSTIMER_TIMER_PLL_STEP Set system timer increment step when using PLL_CLK. (R/W)

Register 15.6: SYSTIMER_TARGETO_HI_REG (0x0014)

’ 0 ‘ Reset

SYSTIMER_TIMER_TARGETO_HI System timer target O, high 32 bits. (R/W)
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15. System Timer

Register 15.7: SYSTIMER_TARGETO0_LO_REG (0x0018)

/\0\’9
<
&
N
Q\/
N
2

’ 31 0 ‘
’ 0 ‘ Reset

SYSTIMER_TIMER_TARGETO_LO System timer target O, low 32 bits. (R/W)

Register 15.8: SYSTIMER_TARGET1_HI_REG (0x001C)

QD
&
©
Q‘&VQ\
N
Q\/
N
6\%

E 5
’ 0 ‘ Reset

SYSTIMER_TIMER_TARGET1_HI System timer target 1, high 32 bits. (R/W)

Register 15.9: SYSTIMER_TARGET1_LO_REG (0x0020)

&
©
Q‘&VQ\
N
(<</2\/
£

E 5
’ 0 ‘ Reset

SYSTIMER_TIMER_TARGET1_LO System timer target 1, low 32 bits. (R/W)
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15. System Timer

Register 15.10: SYSTIMER_TARGET2_HI_REG (0x0024)

’ 0 ‘ Reset

SYSTIMER_TIMER_TARGET2_HI System timer target 2, high 32 bits. (R/W)

Register 15.11: SYSTIMER_TARGET2_LO_REG (0x0028)

’ 0 ‘ Reset

SYSTIMER_TIMER_TARGET2_LO System timer target 2, low 32 bits. (R/W)

Register 15.12: SYSTIMER_TARGET0_CONF_REG (0x002C)

<
Q
Aol ®
\goq@ &
Q}Q/ Q7 Q}Q/
o &
Q\/ Q\/ Q\/
sa® s
N S
’ 31 30 | 29 0‘
’ olo 0x000000 \Reset

SYSTIMER_TARGETO_PERIOD Set alarm period for system timer target O, only valid in periodic
alarms mode. (R/W)

SYSTIMER_TARGETO_PERIOD_MODE Set work mode for system timer target 0. O: work in a time-
delay alarm mode; 1: work in periodic alarms mode. (R/W)

SYSTIMER_TARGETO_WORK_EN System timer target O work enable. (R/W)
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15. System Timer

Register 15.13: SYSTIMER_TARGET1_CONF_REG (0x0030)

<
Q
7
NN 7 N/
F S &
P &
(<</2\/(<</2\/ (<</2\/
A N
\\% \\% 6\%

o)

‘ 31 | 30 |29 0‘

‘ 0 | 0 | 0x000000 \Reset

SYSTIMER_TARGET1_PERIOD Set alarm period for system timer target 1, only valid in periodic
alarms mode. (R/W)

SYSTIMER_TARGET1_PERIOD_MODE Set work mode for system timer target 1. O: work in a time-
delay alarm mode; 1: work in periodic alarms mode. (R/W)

SYSTIMER_TARGET1_WORK_EN System timer target 1 work enable. (R/W)

Register 15.14: SYSTIMER_TARGET2_CONF_REG (0x0034)

N
Q
S o
YA ©
&OQVS‘ &
(]// Q// Q//
2
OO @
L &
R Yol
A o
2N S
‘ 31 30 |29 0 ‘
\ ofo 0x000000 \Reset

SYSTIMER_TARGET2_PERIOD Set alarm period for sytem timer target 2, only valid in periodic
alarms mode. (R/W)

SYSTIMER_TARGET2_PERIOD_MODE Set work mode for system timer target 2. 0: work in a time-
delay alarm mode; 1: work in periodic alarms mode. (R/W)

SYSTIMER_TARGET2_WORK_EN System timer target 2 work enable. (R/W)
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15. System Timer

Register 15.15: SYSTIMER_UPDATE_REG (0x0038)

Q
v\/
&
XD
NiKs
Q\/ Q\/
A
Q\/ Q\/ \
/\\&/\\@Q/ &
) 3
) @

‘31|30|29 0‘

\o|o|oooooooooooooooooooooooooooooo\Rese»c

SYSTIMER_TIMER_VALUE_VALID Check if it is valid to read out timer value from registers. 0: Not
ready to read timer value from registers; 1: Ready to read timer value from registers. (RO)

SYSTIMER_TIMER_UPDATE Update system timer value to registers. (WO)

Register 15.16: SYSTIMER_VALUE_HI_REG (0x003C)

E ]

‘ 0 ‘Reset

SYSTIMER_TIMER_VALUE_HI System timer value, high 32 bits. (RO)

Register 15.17: SYSTIMER_VALUE_LO_REG (0x0040)

O
o@y
&
Q\ /
e
Q\ /
N

2

E ]

‘ 0 ‘Reset

SYSTIMER_TIMER_VALUE_LO System timer value, low 32 bits. (RO)
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15. System Timer

Register 15.18: SYSTIMER_INT_ENA_REG (0x0044)

QPN e
.88
OO
) S
5 PO
& Y
2 1 0 ‘

SYSTIMER_INTO_ENA Interrupt enable bit of system timer target 0. (R/W)
SYSTIMER_INT1_ENA Interrupt enable bit of system timer target 1. (R/W)

SYSTIMER_INT2_ENA Interrupt enable bit of system timer target 2. (R/W)

Register 15.19: SYSTIMER_INT_RAW_REG (0x0048)

S
&q/ / &\ / &Q 7
SeSeS
N
& FEE
& FANND
N )
2 1 0

SYSTIMER_INTO_RAW Interrupt raw bit of system timer target 0. (RO)
SYSTIMER_INT1_RAW Interrupt raw bit of system timer target 1. (RO)

SYSTIMER_INT2_RAW Interrupt raw bit of system timer target 2. (RO)

Register 15.20: SYSTIMER_INT_CLR_REG (0x004C)

ot
SO
\ 7 7 e
5 PO
& FOR N
2 1 0 ‘

SYSTIMER_INTO_CLR Interrupt clear bit of system timer target 0. (WO)
SYSTIMER_INT1_CLR Interrupt clear bit of system timer target 1. (WO)

SYSTIMER_INT2_CLR Interrupt clear bit of system timer target 2. (WO)
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15. System Timer

Register 15.21: SYSTIMER_DATE_REG (0x00FC)

al
Q\/
s
2
‘ 0x1807160 \ Reset
SYSTIMER_DATE \Version control register. (R/W)
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16. eFuse Controller

16. eFuse Controller

16.1  Overview

ESP32-S2 has a 4096-bit eFuse that stores parameters in the SoC. Once an eFuse bit is programmed to 1, it
can never be reverted to 0. Software can instruct the eFuse Controller to program individual bits for individual
parameters as needed. Some of these parameters can be read by software using the eFuse Controller registers,
while some can be directly used by hardware modules.

16.2 Features

¢ One-time programmable storage
e Configurable write protection
e Configurable software read protection

e Parameters use different hardware encoding schemes to protect against corruption

16.3 Functional Description

16.3.1 Structure
There are 11 eFuse blocks (BLOCKO ~ BLOCK10).

BLOCKO holds most core system parameters. Among these parameters, 25 bits are invisible to software and
can only be used by hardware and 37 bits are reserved for future use.

Table 53 lists all the parameters in BLOCKO and their offsets, bit widths, functional description, as well as
information on whether they can be used by hardware, and whether they are protected from programming.

The EFUSE_WR_DIS parameter is used to restrict the programming of other parameters, while EFUSE_RD_DIS
is used to restrict software from reading BLOCK4 ~ BLOCK10. More information on these two parameters can
be found in sections 16.3.1.1 and 16.3.1.2.

Table 53: Parameters in BLOCKO

) Programming-Protection
Bit Hardware

Parameters Offset , by EFUSE_WR_DIS Description
Width Use )
Bit Number

Disables programming of indi-
EFUSE_WR_DIS 0 32 Y N/A .

vidual eFuses

Disables software reading
EFUSE_RD_DIS 32 7 Y from individual eFuse blocks

BLOCK4-10

EFUSE_DIS_RTC_RAM_BOOT 39 1 N Disables boot from RTC RAM
EFUSE_DIS_ICACHE 40 1 Y Disables ICache
EFUSE_DIS_DCACHE 41 1 Y Disables DCache
EFUSE_DIS_DOWNLOAD_ 45 ] v Disables Icache when SoC is in
ICACHE Download mode
EFUSE_DIS_DOWNLOAD_ 43 | v Disables Dcache when SoC is
DCACHE in Download mode
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16. eFuse Controller

Bit Hard Programming-Protection
Parameters Offset ,' araware by EFUSE_WR_DIS Description
Width Use .
Bit Number

Disables forcing chip into
EFUSE_DIS_FORCE_DOWNLOAD | 44 1 Y 2

Download mode

Disables the USB OTG hard-
EFUSE_DIS_USB 45 1 Y 2

ware

Disables the TWAI Controller
EFUSE_DIS_CAN 46 1 Y 2

hardware

Disables capability to Remap
EFUSE_DIS_BOOT_REMAP 47 1 Y 2

RAM to ROM address space

Software disables JTAG. When

software disabled, JTAG can be
EFUSE_SOFT_DIS_JTAG 49 1 Y 2 ) )

activated temporarily by HMAC

peripheral.

Hardware disables JTAG per-
EFUSE_HARD_DIS_JTAG 50 1 Y 2

manently.
EFUSE_DIS_DOWNLOAD_ 51 ; v o Disables flash encryption when
MANUAL ENCRYPT in download boot modes

Exchanges USB D+ and D-
EFUSE_USB_EXCHG_PINS 56 1 Y 30 i

pins
EFUSE_EXT_PHY_ENABLE 57 1 N 30 Enables external USB PHY
EFUSE_USB_FORCE_NOPERSIST| 58 1 N 30 Forces to set USB BVALID to 1

If VDD_SPI_FORCE is 1, deter-
EFUSE_VDD_SPI_XPD 68 1 Y 3 mines if the VDD_SPI regulator

is powered on

If VDD_SPI_FORCE is 1, de-

termines VDD_SPI voltage. O:
EFUSE_VDD_SPI_TIEH 69 1 Y 3 VDD_SPI connects to 1.8 V

LDO; 1: VDD_SPI connects to

VDD_RTC_IO

When set, XPD_VDD_PSI_REG

and VDD_SPI_TIEH will be
EFUSE_VDD_SPI_FORCE 70 1 Y 3 ]

used to configure VDD_SPI

LDO

Selects RTC WDT timeout
EFUSE_WDT_DELAY_SEL 80 2 Y 3

threshold at startup

Enables encryption and de-

cryption, when an SPI boot
EFUSE_SPI_BOOT_CRYPT_CNT 82 3 Y 4 mode is set. Feature is enabled

when 1 or 3 bits are set in the

efFuse, disabled otherwise.
EFUSE_SECURE_BOOT_KEY_ 85 1 N 5 If set, revokes use of secure
REVOKEO boot key digest O
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16. eFuse Controller

Bit Hard Programming-Protection
Parameters Offset ,' araware by EFUSE_WR_DIS Description
Width Use .
Bit Number
EFUSE_SECURE_BOOT_KEY_ 86 ’ N 5 If set, revokes use of secure
REVOKEH1 boot key digest 1
EFUSE_SECURE_BOOT_KEY_ a7 1 N - If set, revokes use of secure
REVOKE2 boot key digest 2
EFUSE_KEY_PURPOSE_O 88 4 Y 8 KEYO purpose, see Table 54
EFUSE_KEY_PURPOSE_1 92 4 Y 9 KEY1 purpose, see Table 54
EFUSE_KEY_PURPOSE_2 96 4 Y 10 KEY2 purpose, see Table 54
EFUSE_KEY_PURPOSE_3 100 4 Y 11 KEY3 purpose, see Table 54
EFUSE_KEY_PURPOSE_4 104 4 Y 12 KEY4 purpose, see Table 54
EFUSE_KEY_PURPOSE_5 108 4 Y 13 KEY5 purpose, see Table 54
EFUSE_SECURE_BOOT_EN 116 1 N 15 Enables secure boot
EFUSE_SECURE_BOOT_ 117 1 N 16 Enables aggressive secure
AGGRESSIVE_REVOKE boot key revocation mode
Configures flash startup delay
after SoC power-up, unit is
EFUSE_FLASH_TPUW 124 4 N 18 ,
(ms/2). When the value is 15,
delay is 7.5 ms.
Disables all Download boot
EFUSE_DIS_DOWNLOAD_MODE | 128 1 N 18
modes
Disables Legacy SPI boot
EFUSE_DIS_LEGACY_SPI_BOOT | 129 1 N 18
mode
Selects the default UART for
EFUSE_UART_PRINT_CHANNEL 130 1 N 18 printing boot messages, O:
UARTO; 1: UART1
EFUSE_DIS_USB_DOWNLOAD_ 130 ’ N 18 Disables use of USB in UART
MODE download boot mode
Enables secure UART down-
EFUSE_ENABLE_SECURITY_ ,
133 1 N 18 load mode (read/write flash
DOWNLOAD
only)
Sets the default UART boot
message output mode. 2’b00:
Enabled; 2’b01: Enable when
EFUSE_UART_PRINT_CONTROL | 134 2 N 18 _
GPIO 46 is low at reset; 2’b10:
Enable when GPIO 46 is high at
rest; 2'b11: Disabled.
Sets default power supply for
GPIO33 ~ GPIO37, set when
EFUSE_PIN_POWER_SELECTION | 136 1 N 18 e
SPI flash is initialized. 0:
VDD3P3_CPU; 1: VDD_SPI
Selects SPI flash type, 0: max-
EFUSE_FLASH_TYPE 137 1 N 18 imum four data lines; 1: eight
data lines
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16. eFuse Controller

. Programming-Protection
Bit Hardware

Parameters Offset , by EFUSE_WR_DIS Description
Width Use .
Bit Number
Forces ROM code to send
EFUSE_FORCE_SEND_RESUME 138 1 N 18 an SPI flash resume command

during SPI boot

EFUSE_SECURE_VERSION

139 16 N 18

Secure version (used by ESP-
IDF anti-rollback feature)

Table 54 lists all key purpose and their values. Setting the eFuse parameter EFUSE_KEY_PURPOSE_n programs
the purpose for eFuse block KEYn (7: O ~ 5).

Table 54: Key Purpose Values

Key Purpose Values

Purposes

User purposes (software-only use)

Reserved

XTS_AES_256_KEY_1 (flash/PSRAM encryption)

XTS_AES_256_KEY_2 (flash/PSRAM encryption)

XTS_AES_128_KEY (flash/PSRAM encryption)

HMAC Downstream mode

JTAG soft enable key (uses HMAC Downstream mode)

Digital Signature peripheral key (uses HMAC Downstream mode)

HMAC Upstream mode

SECURE_BOOT_DIGESTO (Secure Boot key digest)

SECURE_BOQOT_DIGEST1 (Secure Boot key digest)

Z|3|o|lo|~N|o|o|~w|v| 2|0

SECURE_BOOT_DIGEST2 (Secure Boot key digest)

Table 55 provides the details on the parameters in BLOCK1 ~ BLOCK10.

Table 55: Parameters in BLOCK1-10

Write Protection by | Software Read Protection
BLOCK Parameters Bit Widith Ha[jjs\';are EFUSE_WR_DIS by EFUSE_RD_DIS Description
Bit Number Bit Number
BLOCK1 EFUSE_MAC 48 N 20 N/A MAC address
EFUSE_SPI_PAD_ [0:5] N 20 N/A CLK
CONFIGURE [6:11] N 20 N/A Q (D1)
[12:17] N 20 N/A D (DO)
[18:23] N 20 N/A CS
[24:29] N 20 N/A HD (D3)
[30:35] N 20 N/A WP (D2)
[36:41] N 20 N/A DQS
[42:47] N 20 N/A D4
[48:53] N 20 N/A D5
[564:59] N 20 N/A D6
[60:65] N 20 N/A D7
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16. eFuse Controller

Hard Write Protection by | Software Read Protection
BLOCK Parameters Bit Width aerare EFUSE_WR_DIS by EFUSE_RD_DIS Description
se Bit Number Bit Number
EFUSE_SYS_DATA_PARTO 78 N 20 N/A System data

BLOCK2 | EFUSE_SYS_DATA_PART1 256 N 21 N/A System data
BLOCKS EFUSE_USR_DATA 256 N 22 N/A User data

KeyO or user
BLOCK4 EFUSE_KEYO_DATA 256 Y 23 0

data

Key1l or user
BLOCKS5 EFUSE_KEY1_DATA 256 Y 24 1

data

Key2 or user
BLOCK®6 EFUSE_KEY2_DATA 256 Y 25 2

data

Key3 or user
BLOCK7 EFUSE_KEY3_DATA 256 Y 26 3

data

Key4 or user
BLOCKS EFUSE_KEY4_DATA 256 Y 27 4

data

Keyb5 or user
BLOCK9 EFUSE_KEY5_DATA 256 Y 28 5 dat

ata
BLOCK10 | EFUSE_SYS_DATA_PART2 256 N 29 6 System data

Among these blocks, BLOCK4 ~ 9 stores KEYO ~ 5, respectively. Up to six 256-bit keys can be programmed
into eFuse. Whenever a key is programmed, its purpose value should also be programmed (see table 54). For
example, a key for the JTAG function in HMAC Downstream mode is programmed to KEY3 (i.e., BLOCK?7), then,
the key purpose value 6 should be programmed to EFUSE_KEY_PURPOSE_S.

BLOCK1 ~ BLOCK10 use the RS coding scheme, so there are some restrictions on writing to these parameters
(refer to Section 16.3.1.3: Data Storage and Section 16.3.2: Software Programming of Parameters).

16.3.1.1 EFUSE_WR_DIS

Parameter EFUSE_WR_DIS determines whether individual eFuse parameters are write-protected. After burning
EFUSE_WR_DIS, execute an eFuse read operation so the new values will take effect (refer to Updating eFuse
read registers in Section 16.3.3).

The columns “Programming-Protected by EFUSE_WR_DIS” in Table 53 and Table 55 list the specific bits of
EFUSE_WR_DIS that determine the write protected status of each parameter.

When the corresponding bit is O, the parameter is not write protected and can be programmed if the parameter
has not been programmed.

When the corresponding bit is 1, the parameter is write protected and none of its bits can be modified. The
non-programmed bits always remain 0, while programmed bits always remain 1.

16.3.1.2 EFUSE_RD_DIS

Only the eFuse blocks BLCOK4 ~ BLOCK10 can be individually software read protected. The corresponding bit
in EFUSE_RD_DIS is shown in Table 55. After burning EFUSE_RD_DIS, execute an eFuse read operation so the
new values will take effect (refer to Updating eFuse read registers in Section 16.3.3).
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16. eFuse Controller

If the corresponding EFUSE_RD_DIS bit is 0, then the eFuse block can be read by software. If the corresponding
EFUSE_RD_DIS bit is 1, then the parameter controlled by this bit is software read protected.

Other parameters that are not in BLOCK4 ~ BLOCK10 can always be read by software.

Although BLOCK4 ~ BLOCK10 can be set to read-protected, they can still be used by hardware modules, if the
EFUSE_KEY_PURPOSE_n bit is set accordingly.

16.3.1.3 Data Storage

Internal to the SoC, eFuses use hardware encoding schemes to protect against data corruption.

All BLOCKO parameters except for EFUSE_WR_DIS are stored with four backups, meaning each bit is stored
four times. This backup scheme is automatically applied by the hardware and is not visible to software.

BLOCK1 ~ BLOCK10 use RS (44, 32) coding scheme that supports up to 5 bytes of automatic error correction.
The primitive polynomial of RS (44, 32) is p(z) = 2® + 2* + 2® + 22 + 1. The shift register circuit that generates
the check code is shown in Figure 16-1, where gf_mul_n (n is an integer) is the result of multiplying a byte of data
in the GF(2%) field by the element a™.

lgf,muLGG f_mul_157 | gf_mul_87 gf mul_131 | gf_mul_143 | gf_mul_198 |gf_mul_113 |gf mul_187 lgfﬁmul7121 lgfﬁmuLQB gf_mul_43 gf_mul_102 Output

inddpdpdodplododndpdndc

U [ u u I u

Input m1, mz, ... Mk

Figure 16-1. Shift Register Circuit

Software must encode the 32-byte parameter using RS (44, 32) to generate a 12-byte check code, and then
burn the parameter and the check code into eFuse at the same time. The eFuse Controller automatically
decodes the RS encoding and applies error correction when reading back the eFuse block.

Because the RS check codes are generated across the entire 256-bit eFuse block, each block can only be
written to one time.

16.3.2 Software Programming of Parameters

The eFuse controller can only write to eFuse parameters in one block at a time. BLOCKO ~ BLOCK10 share the
same registers to store the parameters to be programmed. Configure parameter EFUSE_BLK_NUM to indicate
which block is to be programmed.

Programming BLOCKO

When EFUSE_BLK_NUM = 0, BLOCKO is programmed. Register EFUSE_PGM_DATAQO_REG stores
EFUSE_WR_DIS. EFUSE_PGM_DATA1_REG ~ EFUSE_PGM_DATA5_REG store the information of new
BLOCKO parameters to be programmed. Note that 25 BLOCKO bits are reserved and can only be used by
hardware. These must always be set to 0 in the programming registers. The specific bits are:

e EFUSE_PGM_DATA1_REG[29:31]
o EFUSE_PGM_DATA1_REG[20:23]
e FFUSE_PGM_DATA1_REG[16]

e EFUSE_PGM_DATA2_REG[7:15]

Espressif Systems 299 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

16. eFuse Controller

e EFUSE_PGM_DATA2_REGI[0:3]
e EFUSE_PGM_DATAS_REG[16:19]

Values written to EFUSE_PGM_DATAG6_REG ~ EFUSE_PGM_DATA7_REG and
EFUSE_PGM_CHECK_VALUEO_REG ~ EFUSE_PGM_CHECK_VALUE2_REG are ignored when programming
BLOCKO.

Programming BLOCK1

When EFUSE_BLK_NUM = 1, EFUSE_PGM_DATAO_REG ~ EFUSE_PGM_DATA5_REG store the parameters to
be programmed. EFUSE_PGM_CHECK_VALUEO_REG ~ EFUSE_PGM_DATA2_REG store the corresponding
RS check codes. Values written to EFUSE_PGM_DATAG6_REG ~ EFUSE_PGM_DATA7_REG are ignored when
programming BLOCK1, the RS check codes should be calculated as if these bits were all O.

Programming BLOCK2 ~ 10

When EFUSE_BLK_NUM = 2 ~ 10, EFUSE_PGM_DATAO_REG ~ EFUSE_PGM_DATA7_REG store the
parameters to be programmed to this block. EFUSE_PGM_CHECK_VALUEO_REG ~
EFUSE_PGM_CHECK_VALUE2_REG store the corresponding RS check codes.

Programming process
The process of programming parameters is as follows:
1. Set EFUSE_BLK_NUM parameter as described above.

2. Write the parameters to be programmed into registers EFUSE_PGM_DATAO_REG ~
EFUSE_PGM_DATA7_REG and EFUSE_PGM_CHECK_VALUEO_REG ~
EFUSE_PGM_CHECK_VALUE2_REG.

3. Ensure the eFuse clock registers are set correctly as described in Section 16.3.4.1: efuse-Frogramming
Timing.

4. Ensure the eFuse programming voltage VDDQ is set correctly as described in Section 16.3.4.2: eFuse
VDDQ Setting.

5. Set EFUSE_OP_CODE field in register EFUSE_CONF_REG to Ox5A5A.

6. Set EFUSE_PGM_CMD field in register EFUSE_CMD_REG to 1.

7. Poll register EFUSE_CMD_REG until it is Ox0, or wait for a pgm_done interrupt. Information on how to
identify a pgm/read_done interrupt is provided at the end of Section 16.3.3.

8. Clear the parameters written into the register.

9. Trigger an eFuse read operation (see Section 16.3.3: Software Reading of Parameters) to update eFuse
registers with the new values.

Limitations

For BLOCKO, the programming of different parameters and even the programming of different bits of the same
parameter does not need to be done at once. It is, however, recommended that users minimize programming
cycles and program all the bits of a parameter in one programming action. In addition, after all parameters
controlled by a certain bit of EFUSE_WR_DIS are programmed, that bit should be immediately programmed. The
programming of parameters controlled by a certain bit of EFUSE_WR_DIS, and the programming of the bit itself
can even be completed at the same time. Repeated programming of already programmed bits is strictly
forbidden, otherwise, programming errors will occur.
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BLOCK1 cannot be programmed by users as it has been programmed at manufacturing.

BLOCK2 ~ 10 can only be programmed once. Repeated programming is not allowed.

16.3.3 Software Reading of Parameters

Software cannot read eFuse bits directly. The eFuse Controller hardware reads all eFuse bits and stores the
results to their corresponding registers in the memory space. Then, software can read eFuse bits by reading the
registers that start with EFUSE_RD_. Details are provided in the table below.

BLOCK | Read Registers When Programming This Block
0 EFUSE_RD_WR_DIS_REG EFUSE_PGM_DATAO_REG

0 EFUSE_RD_REPEAT_DATAO ~ 4_REG EFUSE_PGM_DATA1 ~ 5_REG

1 EFUSE_RD_MAC_SPI_SYS_0 ~ 5_REG EFUSE_PGM_DATAO ~ 5_REG

2 EFUSE_RD_SYS_DATA_PART1_0~7_REG EFUSE_PGM_DATAO ~ 7_REG

3 EFUSE_RD_USR_DATAO ~ 7_REG EFUSE_PGM_DATAO ~ 7_REG

4-9 EFUSE_RD_KEYn_DATAO ~ 7_REG (n: 0 ~ 5) | EFUSE_PGM_DATAQ ~ 7_REG

10 EFUSE_RD_SYS_DATA_PART2_0~ 7_REG EFUSE_PGM_DATAO ~ 7_REG

Updating eFuse read registers

The eFuse Controller hardware populates the read registers from the internal eFuse storage. This read operation
happens on system reset and can also be triggered manually by software as needed, for example if new eFuse
values have been programmed.

The process of triggering an eFuse controller read from software is as follows:
1. Configure the eFuse read timing registers as described in Section 16.3.4.3: eFuse-Read Timing.
2. Set the EFUSE_OP_CODE field in register EFUSE_CONF_REG to Ox5AA5.
3. Set the EFUSE_READ_CMD field in register EFUSE_CMD_REG to 1.

4. Poll the EFUSE_CMD_REG register until it is Ox0, or wait for a read_done interrupt. Information on how to
identify a pgm/read_done interrupt is provided below.

5. Software reads the values of each parameter from memory.
The eFuse read registers will now hold updated values for all eFuse parameters.
Error detection
Error registers allow software to detect an inconsistency in the stored eFuses.

EFUSE_RD_REPEAT_ERRO ~ 3_REG indicate inconsistencies in the stored backup copies of the parameters in
BLOCKO (except for EFUSE_WR_DIS) . Value 1 indicates an error was detected, and the bit became invalid.
Value O indicates no error.

Registers EFUSE_RD_RS_ERRO ~ 1_REG store the number of corrected bytes as well as the result of RS
decoding during eFuse reading BLOCK1 ~ BLOCK10.

Software can read the values of above registers only after the eFuse read registers have been updated.
Identifying program/read operation completion

The two methods to identify the completion of program/read operation are described below. Please note that bit
1 corresponds to program operation, and bit O corresponds to read operation.
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e Method one:

1. Poll bit 1/0 in register EFUSE_INT_RAW_REG until it is 1, which represents the completion of a
program/read operation.

e Method two:

1. Set bit 1/0 in register EFUSE_INT_ENA_REG to 1 to enable eFuse Controller to post a
pgm/read_done interrupt.

2. Configure Interrupt Matrix to enable the CPU to respond to eFuse interrupt signal.
3. Wait for the pgm/read_done interrupt.

4. Set the bit 1/0 in register EFUSE_INT_CLR_REG to 1 to clear the pgm/read_done interrupt.

16.3.4 Timing
16.3.4.1 eFuse-Programming Timing

Figure 16-2 shows the timing for programsming eFuse. Four registers EFUSE_TSUP_A, EFUSE_TPGM,
EFUSE_THP_A, and EFUSE_TPGM_INACTIVE are used to configure the timing. Terms used in the timing
diagrams in this section are described as follows:

e CSB: Chip select, active low
¢ \/DDQ: eFuse programming voltage

e PGENB: eFuse programming enable signal, active low

CSB ‘

VDDQ

PGENB —‘

ADDR

A0

EFUSE_TPGM EFUSE_TPGM_INACTIVE
EFUSE_TSUP_A i

STROBE

LOAD ‘ — (“““““*
EFUSE_THP_A

Figure 16-2. eFuse-Programming Timing Diagram

The eFuse block uses the CLK_APB clock, which is configurable. Therefore, the timing parameters should be
configured according to the specific clock frequency. After reset, the initial parameters are based on 20 MHz
clock frequency.

Table 57: Configuration of eFuse-Programming Timing Parameters

EFUSE_TSUP_A EFUSE_TPGM EFUSE_THP_A | EFUSE_TPGM_INACTIVE
APB Frequency
(> 6.669 ns) (9-11 ws, usually 10 us) (> 6.166 ns) (> 35.96 ns)
80 MHz 0x2 0x320 0x2 Ox4
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16. eFuse Controller

EFUSE_TSUP_A EFUSE_TPGM EFUSE_THP_A | EFUSE_TPGM_INACTIVE
APB Frequency
(> 6.669 ns) (9-11 ws, usually 10 us) (> 6.166 ns) (> 35.96 ns)
40 MHz Ox1 0x190 Ox1 Ox2
20 MHz Ox1 0xC8 Ox1 Ox1

In Figure 16-2, Address AQ is programmed, then the corresponding eFuse bit is 1; Address A1 is not
programmed, then the corresponding eFuse bit is 0.

16.3.4.2 eFuse VDDQ Timing Setting

VDDAQ is the eFuse programming voltage, and its timing parameters should be configured according to the APB
clock frequency:

Table 58: Configuration of VDDQ Timing Parameters

EFUSE_DAC_CLK_DIV EFUSE_PWR_ON_NUM EFUSE_PWR_OFF_NUM
APB Frequency
(>1 pus) (> EFUSE_DAC_CLK_DIV*255) (>3 ps)
80 MHz OxAO0 0xA200 0x100
40 MHz 0x50 0x5100 0x80
20 MHz 0x28 0x2880 0x40

16.3.4.3 eFuse-Read Timing

Figure 16-3 shows the timing for reading eFuse. Three registers EFUSE_TSUR_A, EFUSE_TRD, and
EFUSE_THR_A are used to configure the timing.

The parameters should be configured according to the specific APB clock frequency. Details can be found in the
table below.

Table 59: Configuration of eFuse-Reading Parameters

Submit Documentation Feedback

EFUSE_TSUR_A | EFUSE_TRD | EFUSE_THR_A
APB Frequency
(> 6.669 ns) (> 35.96 ns) (> 6.166 ns)
80 MHz Ox2 Ox4 0x2
40 MHz Ox1 0x2 0x1
20 MHz Ox1 Ox1 Ox1
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CsB —‘ ’—

VDDQ —‘ ’7
PGENB g \—

ADDR — V]
A0 Al >

EFUSE_TRD

EFUSE_TSUR_A
STROBE

EFUSE_THR_A

LOAD ‘

Q9-Q0

Figure 16-3. Timing Diagram for Reading eFuse

16.3.5 The Use of Parameters by Hardware Modules
Hardware modules are directly hardwired to the ESP32-S2 in order to use the parameters listed in Table 53 and
55, specifically those marked with “Y” in columns “Hardware Use”. Software cannot change this behavior.

16.3.6 Interrupts
e pgm_done interrupt: Triggered when eFuse programming has finished. To enable this interrupt, set
EFUSE_PGM_DONE_INT_ENA to 1.

® read_done interrupt: Triggered when eFuse reading has finished. To enable this interrupt, set
EFUSE_READ_DONE_INT_ENA to 1.

16.4 Base Address

Users can access the eFuse Controller with two base addresses, which can be seen in the following table. For
more information about accessing peripherals from different buses please see Chapter 1 Systerm and
Memory.

Table 60: eFuse Controller Base Address

Bus to Access Peripheral | Base Address
PeriBUS1 0x6001A000
PeriBUS2 Ox3FC1A000

16.5 Register Summary

The addresses in the following table are relative to the eFuse base addresses provided in Section 16.4.

Name ‘ Description Address | Access

PGM Data Registers

EFUSE_PGM_DATAO_REG Register O that stores data to be programmed. 0x0000 R/W

EFUSE_PGM_DATA1_REG Register 1 that stores data to be programmed. 0x0004 R/W
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Name Description Address | Access
EFUSE_PGM_DATA2_REG Register 2 that stores data to be programmed. 0x0008 R/W
EFUSE_PGM_DATA3_REG Register 3 that stores data to be programmed. 0x000C R/W
EFUSE_PGM_DATA4_REG Register 4 that stores data to be programmed. 0x0010 R/W
EFUSE_PGM_DATA5_REG Register 5 that stores data to be programmed. 0x0014 R/W
EFUSE_PGM_DATAG_REG Register 6 that stores data to be programmed. 0x0018 R/W
EFUSE_PGM_DATA7_REG Register 7 that stores data to be programmed. 0x001C R/W

Register 0 that stores the RS code to be pro-
EFUSE_PGM_CHECK_VALUEO_REG 0x0020 R/W

grammed.

Register 1 that stores the RS code to be pro-
EFUSE_PGM_CHECK_VALUE1_REG 0x0024 R/W

grammed.

Register 2 that stores the RS code to be pro-
EFUSE_PGM_CHECK_VALUE2_REG 0x0028 R/W

grammed.
Read Data Registers
EFUSE_RD_WR_DIS_REG Register 0 of BLOCKO. 0x002C RO
EFUSE_RD_REPEAT_DATAO_REG Register 1 of BLOCKO. 0x0030 RO
EFUSE_RD_REPEAT_DATA1_REG Register 2 of BLOCKO. 0x0034 RO
EFUSE_RD_REPEAT_DATA2_REG Register 3 of BLOCKO. 0x0038 RO
EFUSE_RD_REPEAT_DATA3_REG Register 4 of BLOCKO. 0x003C RO
EFUSE_RD_REPEAT_DATA4_REG Register 5 of BLOCKO. 0x0040 RO
EFUSE_RD_MAC_SPI_SYS_0_REG Register 0 of BLOCK1. 0x0044 RO
EFUSE_RD_MAC_SPI_SYS_1_REG Register 1 of BLOCK1. 0x0048 RO
EFUSE_RD_MAC_SPI_SYS_2_REG Register 2 of BLOCK1. 0x004C RO
EFUSE_RD_MAC_SPI_SYS_3_REG Register 3 of BLOCK1. 0x0050 RO
EFUSE_RD_MAC_SPI_SYS_4_REG Register 4 of BLOCK1. 0x0054 RO
EFUSE_RD_MAC_SPI_SYS_5_REG Register 5 of BLOCK1. 0x0058 RO
EFUSE_RD_SYS_DATA_PART1_0_REG | Register 0 of BLOCK2 (system). 0x005C RO
EFUSE_RD_SYS_DATA_PART1_1_REG | Register 1 of BLOCK2 (system). 0x0060 RO
EFUSE_RD_SYS_DATA_PART1_2_REG | Register 2 of BLOCK2 (system). 0x0064 RO
EFUSE_RD_SYS_DATA_PART1_3_REG | Register 3 of BLOCK2 (system). 0x0068 RO
EFUSE_RD_SYS_DATA_PART1_4_REG | Register 4 of BLOCK2 (system). 0x006C RO
EFUSE_RD_SYS_DATA_PART1_5_REG | Register 5 of BLOCK2 (system). 0x0070 RO
EFUSE_RD_SYS_DATA_PART1_6_REG | Register 6 of BLOCK2 (system). 0x0074 RO
EFUSE_RD_SYS_DATA_PART1_7_REG | Register 7 of BLOCK2 (system). 0x0078 RO
EFUSE_RD_USR_DATAO_REG Register 0 of BLOCKS (user). 0x007C RO
EFUSE_RD_USR_DATA1_REG Register 1 of BLOCKS (user). 0x0080 RO
EFUSE_RD_USR_DATA2_REG Register 2 of BLOCKS (user). 0x0084 RO
EFUSE_RD_USR_DATA3_REG Register 3 of BLOCKS (user). 0x0088 RO
EFUSE_RD_USR_DATA4_REG Register 4 of BLOCKS (user). 0x008C RO
EFUSE_RD_USR_DATA5_REG Register 5 of BLOCKS (user). 0x0090 RO
EFUSE_RD_USR_DATAG_REG Register 6 of BLOCKS (user). 0x0094 RO
EFUSE_RD_USR_DATA7_REG Register 7 of BLOCKS (user). 0x0098 RO
EFUSE_RD_KEYO_DATAO_REG Register 0 of BLOCK4 (KEYO). 0x009C RO
EFUSE_RD_KEYO_DATA1_REG Register 1 of BLOCK4 (KEYO). Ox00A0 RO
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Name Description Address | Access
EFUSE_RD_KEYO_DATA2_REG Register 2 of BLOCK4 (KEYO). 0x00A4 RO
EFUSE_RD_KEYO_DATA3_REG Register 3 of BLOCK4 (KEYO). Ox00A8 RO
EFUSE_RD_KEYO_DATA4_REG Register 4 of BLOCK4 (KEYO). Ox00AC RO
EFUSE_RD_KEYO_DATA5_REG Register 5 of BLOCK4 (KEYO). 0x00BO RO
EFUSE_RD_KEYO_DATA6_REG Register 6 of BLOCK4 (KEYO). 0x00B4 RO
EFUSE_RD_KEYO_DATA7_REG Register 7 of BLOCK4 (KEYO). 0x00B8 RO
EFUSE_RD_KEY1_DATAO_REG Register 0 of BLOCKS5 (KEY1). 0x00BC RO
EFUSE_RD_KEY1_DATA1_REG Register 1 of BLOCK5 (KEY1). 0x00C0 RO
EFUSE_RD_KEY1_DATA2_REG Register 2 of BLOCKS5 (KEY1). 0x00C4 RO
EFUSE_RD_KEY1_DATA3_REG Register 3 of BLOCKS5 (KEY1). 0x00C8 RO
EFUSE_RD_KEY1_DATA4_REG Register 4 of BLOCKS5 (KEY1). 0x00CC RO
EFUSE_RD_KEY1_DATA5_REG Register 5 of BLOCKS5 (KEY1). 0x00D0 RO
EFUSE_RD_KEY1_DATA6_REG Register 6 of BLOCKS5 (KEY1). 0x00D4 RO
EFUSE_RD_KEY1_DATA7_REG Register 7 of BLOCKS5 (KEY1). 0x00D8 RO
EFUSE_RD_KEY2_DATAO_REG Register 0 of BLOCK®6 (KEY2). 0x00DC RO
EFUSE_RD_KEY2_DATA1_REG Register 1 of BLOCK®6 (KEY2). Ox00EO RO
EFUSE_RD_KEY2_DATA2_REG Register 2 of BLOCK®6 (KEY?2). OxO0E4 RO
EFUSE_RD_KEY2_DATA3_REG Register 3 of BLOCK®6 (KEY2). Ox00ES8 RO
EFUSE_RD_KEY2_DATA4_REG Register 4 of BLOCK®6 (KEY?2). Ox00EC RO
EFUSE_RD_KEY2_DATA5_REG Register 5 of BLOCK®6 (KEY2). O0x00FO0 RO
EFUSE_RD_KEY2_DATA6_REG Register 6 of BLOCK®6 (KEY?2). OxO0F4 RO
EFUSE_RD_KEY2_DATA7_REG Register 7 of BLOCK6 (KEY?2). Ox00F8 RO
EFUSE_RD_KEY3_DATAO_REG Register 0 of BLOCKY7 (KEY3). Ox00FC RO
EFUSE_RD_KEY3_DATA1_REG Register 1 of BLOCK7 (KEY3). 0x0100 RO
EFUSE_RD_KEY3_DATA2_REG Register 2 of BLOCKY7 (KEY3). 0x0104 RO
EFUSE_RD_KEY3_DATA3_REG Register 3 of BLOCK7 (KEY3). 0x0108 RO
EFUSE_RD_KEY3_DATA4_REG Register 4 of BLOCKY7 (KEY3). 0x010C RO
EFUSE_RD_KEY3_DATA5_REG Register 5 of BLOCK7 (KEY3). 0x0110 RO
EFUSE_RD_KEY3_DATA6_REG Register 6 of BLOCK7 (KEY3). 0x0114 RO
EFUSE_RD_KEY3_DATA7_REG Register 7 of BLOCK7 (KEY3). 0x0118 RO
EFUSE_RD_KEY4_DATAO_REG Register 0 of BLOCKS (KEY4). 0x011C RO
EFUSE_RD_KEY4_DATA1_REG Register 1 of BLOCKS (KEY4). 0x0120 RO
EFUSE_RD_KEY4_DATA2_REG Register 2 of BLOCKS (KEY4). 0x0124 RO
EFUSE_RD_KEY4_DATA3_REG Register 3 of BLOCKS (KEY4). 0x0128 RO
EFUSE_RD_KEY4_DATA4_REG Register 4 of BLOCKS (KEY4). 0x012C RO
EFUSE_RD_KEY4_DATA5_REG Register 5 of BLOCKS (KEY4). 0x0130 RO
EFUSE_RD_KEY4_DATA6_REG Register 6 of BLOCKS (KEY4). 0x0134 RO
EFUSE_RD_KEY4_DATA7_REG Register 7 of BLOCKS (KEY4). 0x0138 RO
EFUSE_RD_KEY5_DATAO_REG Register 0 of BLOCK9 (KEY5). 0x013C RO
EFUSE_RD_KEY5_DATA1_REG Register 1 of BLOCK9 (KEY5). 0x0140 RO
EFUSE_RD_KEY5_DATA2_REG Register 2 of BLOCK9 (KEY5). 0x0144 RO
EFUSE_RD_KEY5_DATA3_REG Register 3 of BLOCK9 (KEY5). 0x0148 RO
EFUSE_RD_KEY5_DATA4_REG Register 4 of BLOCK9 (KEY5). 0x014C RO
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Name Description Address | Access
EFUSE_RD_KEY5_DATA5_REG Register 5 of BLOCK9 (KEY5). 0x0150 RO
EFUSE_RD_KEY5_DATA6_REG Register 6 of BLOCK9 (KEY5). 0x0154 RO
EFUSE_RD_KEY5_DATA7_REG Register 7 of BLOCK9 (KEY5). 0x0158 RO
EFUSE_RD_SYS_DATA_PART2_0_REG | Register 0 of BLOCK10 (system). 0x015C RO
EFUSE_RD_SYS_DATA_PART2_1_REG | Register 1 of BLOCK10 (system). 0x0160 RO
EFUSE_RD_SYS_DATA_PART2_2_REG | Register 2 of BLOCK10 (system). 0x0164 RO
EFUSE_RD_SYS_DATA_PART2_3_REG | Register 3 of BLOCK10 (system). 0x0168 RO
EFUSE_RD_SYS_DATA_PART2_4_REG | Register 4 of BLOCK10 (system). 0x016C RO
EFUSE_RD_SYS_DATA_PART2_5_REG | Register 5 of BLOCK10 (system). 0x0170 RO
EFUSE_RD_SYS_DATA_PART2_6_REG | Register 6 of BLOCK10 (system). 0x0174 RO
EFUSE_RD_SYS_DATA_PART2_7_REG | Register 7 of BLOCK10 (system). 0x0178 RO
Error Status Registers
EFUSE_RD_REPEAT_ERRO_REG Programming error record register 0 of BLOCKO. | 0x017C RO
EFUSE_RD_REPEAT_ERR1_REG Programming error record register 1 of BLOCKO. | 0x0180 RO
EFUSE_RD_REPEAT_ERR2_REG Programming error record register 2 of BLOCKO. | 0x0184 RO
EFUSE_RD_REPEAT_ERRG_REG Programming error record register 3 of BLOCKO. | 0x0188 RO
EFUSE_RD_REPEAT_ERR4_REG Programming error record register 4 of BLOCKO. | 0x0190 RO
Programming error record register 0 of BLOCK1 -
EFUSE_RD_RS_ERRO_REG 0 0x01CO RO
Programming error record register 1 of BLOCK1 -
EFUSE_RD_RS_ERR1_REG 0 0x01C4 RO
Control/Status Registers
EFUSE_CLK_REG eFuse clock configuration register. 0x01C8 R/W
EFUSE_CONF_REG eFuse operation mode configuration register. 0x01CC R/W
EFUSE_CMD_REG eFuse command register. 0x01D4 R/W
EFUSE_DAC_CONF_REG Controls the eFuse programming voltage. Ox01E8 R/W
EFUSE_STATUS_REG eFuse status register. 0x01D0 RO
Interrupt Registers
EFUSE_INT_RAW_REG eFuse raw interrupt register. 0x01D8 RO
EFUSE_INT_ST_REG eFuse interrupt status register. 0x01DC RO
EFUSE_INT_ENA_REG eFuse interrupt enable register. O0x01EO R/W
EFUSE_INT_CLR_REG eFuse interrupt clear register. OxO1E4 WO
Configuration Registers
EFUSE_RD_TIM_CONF_REG Configures read timing parameters. OxO1EC R/W
Configuration register 0O of eFuse programming
EFUSE_WR_TIM_CONFO_REG o O0x01FO0 R/W
timing parameters.
Configuration register 1 of eFuse programming
EFUSE_WR_TIM_CONF1_REG o Ox01F4 R/W
timing parameters.
Configuration register 2 of eFuse programming
EFUSE_WR_TIM_CONF2_REG o Ox01F8 R/W
timing parameters.
Version Register
EFUSE_DATE_REG Version control register. Ox01FC R/W
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16.6 Registers

Register 16.1: EFUSE_PGM_DATA"_REG (: 0-7) (0x0000+4*")

i\
&?\/
X

E 3

‘ 0x000000 \ Reset

EFUSE_PGM_DATA_n The content of the nth 32-bit data to be programmed. (R/W)

Register 16.2: EFUSE_PGM_CHECK_VALUE/_REG (1: 0-2) (0x0020+4%/)

&«
i~
&
E 7]
‘ 0x000000 \ Reset

EFUSE_PGM_RS_DATA_n The content of the nth 32-bit RS code to be programmed. (R/W)

Register 16.3: EFUSE_RD_WR_DIS_REG (0x002C)

O\%
&
<<//
)
<<ﬁ<\>

E ]

‘ 0x000000 \ Reset

EFUSE_WR_DIS Disables programming of individual eFuses. (RO)
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Register 16.4: EFUSE_RD_REPEAT_DATAO_REG (0x0030)
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G RO T PP O 0 PN S o’
< X 990 S AR P O OPIOPICING g\ ©
Q&V/ %Q)a}/%@/ %9??9()@/ %?@/ o7 @3 @9@?@?@> S’ 09
D NS D QR D, TV QYT QT &
i S EEY P SESES e S sssy &
¢ & LKL € FEEELELEEEEEE &
‘31 29| 28 27| 26 25 24 23 20| 19 18 17 16 15 14 13 12 11 10 9 8 7 6 0‘
\ooomooooooooooooooooooooo 0x0 \Reset

EFUSE_RD_DIS Disables software reading from individual eFuse blocks (BLOCK4-10). (RO)
EFUSE_DIS_RTC_RAM_BOOT Set this bit to disable boot from RTC RAM. (RO)
EFUSE_DIS_ICACHE Set this bit to disable ICache. (RO)

EFUSE_DIS_DCACHE Set this bit to disable DCache. (RO)
EFUSE_DIS_DOWNLOAD_ICACHE Disables Icache when SoC is in Download mode. (RO)
EFUSE_DIS_DOWNLOAD_DCACHE Disables Dcache when SoC is in Download mode. (RO)

EFUSE_DIS_FORCE_DOWNLOAD Set this bit to disable the function that forces chip into download
mode. (RO)

EFUSE_DIS_USB Set this bit to disable USB OTG function. (RO)
EFUSE_DIS_CAN Set this bit to disable the TWAI Controller function. (RO)
EFUSE_DIS_BOOT_REMAP Disables capability to Remap RAM to ROM address space. (RO)

EFUSE_SOFT_DIS_JTAG Software disables JTAG. When software disabled, JTAG can be activated
temporarily by HMAC peripheral. (RO)

EFUSE_HARD_DIS_JTAG Hardware disables JTAG permanently. (RO)

EFUSE_DIS_DOWNLOAD_MANUAL_ENCRYPT Disables flash encryption when in download boot
modes. (RO)

EFUSE_USB_EXCHG_PINS Set this bit to exchange USB D+ and D- pins. (RO)
EFUSE_EXT_PHY_ENABLE Set this bit to enable external USB PHY. (RO)
EFUSE_USB_FORCE_NOPERSIST If set, forces USB BVALID to 1. (RO)

EFUSE_RPT4_RESERVEDO Reserved (used for four backups method). (RO)

Espressif Systems 309 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

16. eFuse Controller

Register 16.5: EFUSE_RD_REPEAT_DATA1_REG (0x0034)

Y O ©
S
ASASAS O
N S \é(/ <& Q&/ & <
%Q// %Q// O&/O&/O&/ Q:k & Q\O > 5
O O OO S S A7 O R
& K @g’@g’@? S i~ NI
Q0 P I o (9 KL
&’ & LLL 7 P ) L 5
& & S&ET & & & A
& & SEE & & & EEE &
‘31 28|27 24|23|22|21|20 18|17 16|15 7|6|5|4|3 0‘
\ 0x0 | 0x0 [oJoJo] oo [oofo o 0o 0o o0 0 o o ofoJoJoJo 0 0 OfReset

EFUSE_VDD_SPI_XPD If VDD_SPI_FORCE is 1, this value determines if the VDD_SPI regulator is
powered on. (RO)

EFUSE_VDD_SPI_TIEH If VDD_SPI_FORCE is 1, determines VDD_SPI voltage. 0: VDD_SPI con-
nects to 1.8 V LDO; 1: VDD_SPI connects to VDD_RTC_IO. (RO)

EFUSE_VDD_SPI_FORCE Set this bit to use XPD_VDD_PSI_REG and VDD_SPI_TIEH to configure
VDD_SPI LDO. (RO)

EFUSE_WDT_DELAY_SEL Selects RTC watchdog timeout threshold at startup. 0: 40,000 slow
clock cycles; 1: 80,000 slow clock cycles; 2: 160,000 slow clock cycles; 3: 320,000 slow clock
cycles. (RO)

EFUSE_SPI_BOOT_CRYPT_CNT Enables encryption and decryption, when an SPI boot mode is
set. Feature is enabled 1 or 3 bits are set in the eFuse, disabled otherwise. (RO)

EFUSE_SECURE_BOOT_KEY_REVOKEOQ If set, revokes use of secure boot key digest 0. (RO)
EFUSE_SECURE_BOOT_KEY_REVOKE1 If set, revokes use of secure boot key digest 1. (RO)
EFUSE_SECURE_BOOT_KEY_REVOKE?2 If set, revokes use of secure boot key digest 2. (RO)
EFUSE_KEY_PURPOSE_0 Purpose of KEYO. Refer to Table 54 Key FPurpose Values. (RO)

EFUSE_KEY_PURPOSE_1 Purpose of KEY1. Refer to Table 54 Key Purpose Values. (RO)
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16. eFuse Controller

Register 16.6: EFUSE_RD_REPEAT_DATA2_REG (0x0038)
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\ 0x0 0x0 olofo o o0 o 0x0 0x0 0x0 X0 \Reset

EFUSE_KEY_PURPOSE_2 Purpose of KEY2. Refer to Table 54 Key Purpose Values. (RO)
EFUSE_KEY_PURPOSE_3 Purpose of KEY3. Refer to Table 54 Key Purpose Values. (RO)
EFUSE_KEY_PURPOSE_4 Purpose of KEY4. Refer to Table 54 Key Purpose Values. (RO)
EFUSE_KEY_PURPOSE_5 Purpose of KEY5. Refer to Table 54 Key Purpose Values. (RO)
EFUSE_SECURE_BOOT_EN Set this bit to enable secure boot. (RO)

EFUSE_SECURE_BOOT_AGGRESSIVE_REVOKE Set this bit to enable aggressive secure boot key
revocation mode. (RO)

EFUSE_RPT4_RESERVED1 Reserved (used for four backups method). (RO)

EFUSE_FLASH_TPUW Configures flash startup delay after SoC power-up, in unit of (ms/2). When
the value is 15, delay is 7.5 ms. (RO)
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16. eFuse Controller

Register 16.7: EFUSE_RD_REPEAT_DATA3_REG (0x003C)

Fox,
NN
RN
2 > & O S N S &
S & LI SEE
QQ/ 3 & N SRS Q(b Y NS
& ¢ o8 & P SSES S
$ ¢ SRS S LTSS
& > N AR LN
«>7 QOQ\ O %\2\/ Q'\&/ Qv /\V’Q/\\/ \(/O Q
& & ST F S PEY PP’
&7 &7 KKK & S S S
N N N N N IPNPNIPIN
& & EEE & FEELEEL

‘31 27|26 11| 10 9 8 7 6 5 4 3 2 1 0 ‘

\ 0x0 0x00 olof[o] oxo [oJoJoJo]olo \Reset
EFUSE_DIS_DOWNLOAD_MODE Set this bit to disable all download boot modes. (RO)
EFUSE_DIS_LEGACY_SPI_BOOT Set this bit to disable Legacy SPI boot mode. (RO)
EFUSE_UART_PRINT_CHANNEL Selects the default UART for printing boot messages. 0: UARTO;

1: UART1. (RO)
EFUSE_RPT4_RESERVED3 Reserved (used for four backups method). (RO)
EFUSE_DIS_USB_DOWNLOAD_MODE Set this bit to disable use of USB OTG in UART download
boot mode. (RO)
EFUSE_ENABLE_SECURITY_DOWNLOAD Set this bit to enable secure UART download mode
(read/write flash only). (RO)
EFUSE_UART_PRINT_CONTROL Set the default UART boot message output mode.
00: Enabled.
01: Enable when GPIO46 is low at reset.
10: Enable when GPIO46 is high at reset.
11: Disabled. (RO)
EFUSE_PIN_POWER_SELECTION Set default power supply for GPIO33-GPIO37, set when SPI
flash is initialized. 0: VDD3P3_CPU; 1: VDD_SPI. (RO)
EFUSE_FLASH_TYPE SPI flash type. 0: maximum four data lines, 1: eight data lines. (RO)
EFUSE_FORCE_SEND_RESUME |[f set, forces ROM code to send an SPI flash resume command
during SPI boot. (RO)
EFUSE_SECURE_VERSION Secure version (used by ESP-IDF anti-rollback feature). (RO)
EFUSE_RPT4_RESERVED2 Reserved (used for four backups method). (RO)
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16. eFuse Controller

Register 16.8: EFUSE_RD_REPEAT_DATA4_REG (0x0040)

D

&
&
&
vQ‘
& Ve
R
S &
< &
& N
NS &
’31 24 | 23 0‘
’o 0 000 0 0 O 0x0000 ‘Reset

EFUSE_RPT4_RESERVED4 Reserved (used for four backups method). (RO)

Register 16.9: EFUSE_RD_MAC_SPI_SYS_0_REG (0x0044)

B |

’ 0x000000 \ Reset

EFUSE_MAC_0 Stores the low 32 bits of MAC address. (RO)

Register 16.10: EFUSE_RD_MAC_SPI_SYS_1_REG (0x0048)
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’ 0x00 0x00 ‘ Reset

EFUSE_MAC_1 Stores the high 16 bits of MAC address. (RO)

EFUSE_SPI_PAD_CONF_0 Stores the zeroth part of SPI_PAD_CONF. (RO)
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16. eFuse Controller

Register 16.11: EFUSE_RD_MAC_SPI_SYS_2_REG (0x004C)
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EFUSE_SPI_PAD_CONF_1 Stores the first part of SPI_PAD_CONF. (RO)

Register 16.12: EFUSE_RD_MAC_SPI_SYS_3_REG (0x0050)
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’ 0x00 0x000 ‘ Reset

EFUSE_SPI_PAD_CONF_2 Stores the second part of SPI_PAD_CONF. (RO)

EFUSE_SYS_DATA_PARTO0_0 Stores the zeroth part of the zeroth part of system data. (RO)

Register 16.13: EFUSE_RD_MAC_SPI_SYS_4_REG (0x0054)

E ]

’ 0x000000 \ Reset

EFUSE_SYS_DATA_PARTO0_1 Stores the fist part of the zeroth part of system data. (RO)
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16. eFuse Controller

Register 16.14: EFUSE_RD_MAC_SPI_SYS_5_REG (0x0058)

/\0(}/
NS
?‘/
&
%/
S
Q//
\)%
&
’ 31 0 ‘
’ 0x000000 \ Reset

EFUSE_SYS_DATA_PARTO0_2 Stores the second part of the zeroth part of system data. (RO)

Register 16.15: EFUSE_RD_SYS_DATA_PART1_n_REG (n: 0-7) (0x005C+4*1)

’ 0x000000 ‘ Reset

EFUSE_SYS_DATA_PART1_n Stores the nth 32 bits of the first part of system data. (RO)

Register 16.16: EFUSE_RD_USR_DATA/_REG (1: 0-7) (0x007C+4")
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’ 0x000000 \ Reset

EFUSE_USR_DATAn Stores the nth 32 bits of BLOCKS (user). (RO)
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16. eFuse Controller

Register 16.17: EFUSE_RD_KEY0_DATA/_REG (1: 0-7) (0x009C+4*)

’ 0x000000 \ Reset

EFUSE_KEYO_DATAn Stores the nth 32 bits of KEYO. (RO)

Register 16.18; EFUSE_RD_KEY1_DATA/_REG (: 0-7) (0x00BC+4*")

E ]

’ 0x000000 \ Reset

EFUSE_KEY1_DATAn Stores the nth 32 bits of KEY1. (RO)

Register 16.19: EFUSE_RD_KEY2_DATA"_REG (1: 0-7) (0x00DC+4*1)

’ 0x000000 \ Reset

EFUSE_KEY2_DATAn Stores the nth 32 bits of KEY2. (RO)

Register 16.20: EFUSE_RD_KEY3_DATA/_REG (n: 0-7) (0xO0FC+4*n)
o@
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%
0"0

’ 0x000000 \ Reset

EFUSE_KEY3_DATAn Stores the nth 32 bits of KEY3. (RO)
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16. eFuse Controller

Register 16.21: EFUSE_RD_KEY4_DATA/_REG (1: 0-7) (0x011C+4%)

‘ 0x000000 \ Reset

EFUSE_KEY4_DATAn Stores the nth 32 bits of KEY4. (RO)

Register 16.22: EFUSE_RD_KEY5_DATA/_REG (1: 0-7) (0x013C+4*)
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‘ 0x000000 \ Reset

EFUSE_KEY5_DATAn Stores the nth 32 bits of KEY5. (RO)

Register 16.23: EFUSE_RD_SYS_DATA_PART2__REG (n: 0-7) (0x015C+4*n)
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B |
‘ 0x000000 \ Reset

EFUSE_SYS_DATA_PART2_n Stores the nth 32 bits of the 2nd part of system data. (RO)
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16. eFuse Controller

Register 16.24: EFUSE_RD_REPEAT_ERRO_REG (0x017C)
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EFUSE_RD_DIS_ERR Any bit equal to 1 denotes a programming error in EFUSE_RD_DIS. (RO)

EFUSE_DIS_RTC_RAM_BOOT_ERR Any bit equal to 1 denotes a programming error in
EFUSE_DIS_RTC_RAM_BOQT. (RO)

EFUSE_DIS_ICACHE_ERR Any bit equal to 1 denotes a programming error in EFUSE_DIS_ICACHE.
(RO)

EFUSE_DIS_DCACHE_ERR Any bit equal to 1 denotes a programming error in
EFUSE_DIS_DCACHE. (RO)

EFUSE_DIS_DOWNLOAD_ICACHE_ERR Any bit equal to 1 denotes a programming error in
EFUSE_DIS_DOWNLOAD_ICACHE. (RO)

EFUSE_DIS_DOWNLOAD_DCACHE_ERR Any bit equal to 1 denotes a programming error in
EFUSE_DIS_DOWNLOAD_DCACHE. (RO)

EFUSE_DIS_FORCE_DOWNLOAD_ERR Any bit equal to 1 denotes a programming error in
EFUSE_DIS_FORCE_DOWNLOAD. (RO)

EFUSE_DIS_USB_ERR Any bit equal to 1 denotes a programming error in EFUSE_DIS_USB. (RO)
EFUSE_DIS_CAN_ERR Any bit equal to 1 denotes a programming error in EFUSE_DIS_CAN. (RO)

EFUSE_DIS_BOOT_REMAP_ERR Any bit equal to 1 denotes a programming error in
EFUSE_DIS_BOOT_REMAP. (RO)

EFUSE_SOFT_DIS_JTAG_ERR Any bit equal to 1 denotes a programming error in
EFUSE_SOFT_DIS_JTAG. (RO)

EFUSE_HARD_DIS_JTAG_ERR Any bit equal to 1 denotes a programming error in
EFUSE_HARD_DIS_JTAG. (RO)

EFUSE_DIS_DOWNLOAD_MANUAL_ENCRYPT_ERR Any bit equal to 1 denotes a programming
error in EFUSE_DIS_DOWNLOAD_MANUAL_ENCRYPT. (RO)

EFUSE_USB_EXCHG_PINS_ERR Any bit equal to 1 denotes a programming error in
EFUSE_USB_EXCHG_PINS. (RO)

Continued on the next page...
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16. eFuse Controller

Register 16.24: EFUSE_RD_REPEAT_ERRO_REG (0x017C)

Continued from the previous page...

EFUSE_EXT_PHY_ENABLE_ERR Any bit equal to 1 denotes a programming error in
EFUSE_EXT_PHY_ENABLE. (RO)

EFUSE_USB_FORCE_NOPERSIST_ERR Any bit equal to 1 denotes a programming error in
EFUSE_USB_FORCE_NOPERSIST. (RO)

EFUSE_RPT4_RESERVEDO_ERR Any bit equal to 1 denotes a programming error in
EFUSE_RPT4_RESERVEDO. (RO)
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16. eFuse Controller

Register 16.25: EFUSE_RD_REPEAT_ERR1_REG (0x0180)
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EFUSE_VDD_SPI_XPD_ERR Any bit equal to 1 denotes a programming error in
EFUSE_VDD_SPI_XPD. (RO)

EFUSE_VDD_SPI_TIEH_ERR Any bit equal to 1 denotes a programming error in
EFUSE_VDD_SPI_TIEH. (RO)

EFUSE_VDD_SPI_FORCE_ERR Any bit equal to 1 denotes a programming error in
EFUSE_VDD_SPI_FORCE. (RO)

EFUSE_WDT_DELAY_SEL_ERR Any bit equal to 1 denotes a programming error in
EFUSE_WDT_DELAY_SEL. (RO)

EFUSE_SPI_BOOT_CRYPT_CNT_ERR Any bit equal to 1 denotes a programming error in
EFUSE_SPI_BOOT_CRYPT_CNT. (RO)

EFUSE_SECURE_BOOT_KEY_REVOKEO_ERR Any bit equal to 1 denotes a programming error in
EFUSE_SECURE_BOOT_KEY_REVOKEQ. (RO)

EFUSE_SECURE_BOOT_KEY_REVOKE1_ERR Any bit equal to 1 denotes a programming error in
EFUSE_SECURE_BOOT_KEY_REVOKET. (RO)

EFUSE_SECURE_BOOT_KEY_REVOKE2_ERR Any bit equal to 1 denotes a programming error in
EFUSE_SECURE_BOOT_KEY_REVOKEZ2. (RO)

EFUSE_KEY_PURPOSE_0_ERR Any bit equal to 1 denotes a programming error in
EFUSE_KEY_PURPOSE_0. (RO)

EFUSE_KEY_PURPOSE_1_ERR Any bit equal to 1 denotes a programming error in
EFUSE_KEY_PURPOSE_1. (RO)
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16. eFuse Controller

Register 16.26: EFUSE_RD_REPEAT_ERR2_REG (0x0184)
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EFUSE_KEY_PURPOSE_2_ERR Any bit equal to 1 denotes a programming error in
EFUSE_KEY_PURPOSE_2. (RO)

EFUSE_KEY_PURPOSE_3_ERR Any bit equal to
EFUSE_KEY_PURPOSE_3. (RO)

—

denotes a programming error in

EFUSE_KEY_PURPOSE_4_ERR Any bit equal to
EFUSE_KEY_PURPOSE_4. (RO)

—

denotes a programming error in

EFUSE_KEY_PURPOSE_5_ERR Any bit equal to 1 denotes a programming error in
EFUSE_KEY_PURPOSE_5. (RO)

EFUSE_SECURE_BOOT_EN_ERR Any bit equal to 1 denotes a programming error in
EFUSE_SECURE_BOOT_EN. (RO)

EFUSE_SECURE_BOOT_AGGRESSIVE_REVOKE_ERR Any bit equal to 1 denotes a programming
error in EFUSE_SECURE_BOOT_AGGRESSIVE_REVOKE. (RO)

EFUSE_RPT4_RESERVED1_ERR Any bit equal to 1 denotes a programming error in
EFUSE_RPT4_RESERVED1. (RO)

EFUSE_FLASH_TPUW_ERR Any bit equal to 1 denotes a programming error in
EFUSE_FLASH_TPUW. (RO)
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16. eFuse Controller

Register 16.27: EFUSE_RD_REPEAT_ERR3_REG (0x0188)
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EFUSE_DIS_DOWNLOAD_MODE_ERR Any bit equal to 1 denotes a programming error in
EFUSE_DIS_DOWNLOAD_MODE. (RO)

EFUSE_DIS_LEGACY_SPI_BOOT_ERR Any bit equal to 1 denotes a programming error in
EFUSE_DIS_LEGACY_SPI_BOOT. (RO)

EFUSE_UART_PRINT_CHANNEL_ERR Any bit equal to 1 denotes a programming error in
EFUSE_UART_PRINT_CHANNEL. (RO)

EFUSE_RPT4_RESERVED3_ERR Any bit equal to 1 denotes a programming error in
EFUSE_RPT4_RESERVED3. (RO)

EFUSE_DIS_USB_DOWNLOAD_MODE_ERR Any bit equal to 1 denotes a programming error in
EFUSE_DIS_USB_DOWNLOAD_MODE. (RO)

EFUSE_ENABLE_SECURITY_DOWNLOAD_ERR Any bit equal to 1 denotes a programsnming error
in EFUSE_ENABLE_SECURITY_DOWNLOAD. (RO)

EFUSE_UART_PRINT_CONTROL_ERR Any bit equal to 1 denotes a programming error in
EFUSE_UART_PRINT_CONTROL. (RO)

EFUSE_PIN_POWER_SELECTION_ERR Any bit equal to 1 denotes a programming error in
EFUSE_PIN_POWER_SELECTION. (RO)

EFUSE_FLASH_TYPE_ERR Any bit equal to 1 denotes a programming error in
EFUSE_FLASH_TYPE. (RO)

EFUSE_FORCE_SEND_RESUME_ERR Any bit equal to 1 denotes a programming error in
EFUSE_FORCE_SEND_RESUME. (RO)

EFUSE_SECURE_VERSION_ERR Any bit equal to 1 denotes a programming error in
EFUSE_SECURE_VERSION. (RO)

EFUSE_RPT4_RESERVED2_ERR Any bit equal to 1 denotes a programming error in
EFUSE_RPT4_RESERVED2. (RO)
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16. eFuse Controller

Register 16.28: EFUSE_RD_REPEAT_ERR4_REG (0x0190)
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EFUSE_RPT4_RESERVED4_ERR If any bit in RPT4_RESERVED4 is 1, there is a programming error
in EFUSE_RPT4_RESERVEDA4. (RO)

Register 16.29: EFUSE_RD_RS_ERRO_REG (0x01C0)

EFUSE_MAC_SPI_8M_ERR_NUM The value of this signal means the number of error bytes in
BLOCK1. (RO)

EFUSE_MAC_SPI_8M_FAIL 0: Means no failure and that the data of BLOCK1 is reliable; 1: Means
that programming BLOCK1 data failed and the number of error bytes is over 5. (RO)

EFUSE_SYS_PART1_NUM The value of this signal means the number of error bytes in BLOCK2.
(RO)

EFUSE_SYS_PART1_FAIL 0O: Means no failure and that the data of BLOCK? is reliable; 1: Means
that programming BLOCK2 data failed and the number of error bytes is over 5. (RO)

EFUSE_USR_DATA_ERR_NUM The value of this signal means the number of error bytes in BLOCKS.
(RO)

EFUSE_USR_DATA_FAIL 0: Means no failure and that the data of BLOCKS is reliable; 1: Means that
programming BLOCKS data failed and the number of error bytes is over 5. (RO)

EFUSE_KEYn_ERR_NUM The value of this signal means the number of error bytes in KEYn. (RO)

EFUSE_KEYn_FAIL 0: Means no failure and that the data of KEYn is reliable; 1: Means that program-
ming KEYn failed and the number of error bytes is over 5. (RO)
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16. eFuse Controller

Register 16.30: EFUSE_RD_RS_ERR1_REG (0x01C4)
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EFUSE_KEY5_ERR_NUM The value of this signal means the number of error bytes in KEY5. (RO)

EFUSE_KEY5_FAIL 0: Means no failure and that the data of KEY5 is reliable; 1: Means that pro-
gramming user data failed and the number of error bytes is over 5. (RO)

EFUSE_SYS_PART2_ERR_NUM The value of this signal means the number of error bytes in
BLOCK10. (RO)

EFUSE_SYS_PART2_FAIL 0O: Means no failure and that the data of BLOCK10 is reliable; 1: Means
that programming BLOCK10 data failed and the number of error bytes is over 5. (RO)

Register 16.31: EFUSE_CLK_REG (0x01C8)
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EFUSE_EFUSE_MEM_FORCE_PD |[f set, forces eFuse SRAM into power-saving mode. (R/W)
EFUSE_MEM_CLK_FORCE_ON |[f set, forces to activate clock signal of eFuse SRAM. (R/W)
EFUSE_EFUSE_MEM_FORCE_PU If set, forces eFuse SRAM into working mode. (R/W)

EFUSE_CLK_EN If set, forces to enable clock signal of eFuse memory. (R/W)
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16. eFuse Controller

Register 16.32: EFUSE_CONF_REG (0x01CC)

&

<
S
o%
ol
7/

&

|

0x00 ‘ Reset

EFUSE_OP_CODE O0x5A5A: Operate programming command; Ox5AA5: Operate read command.
RW)

Register 16.33: EFUSE_CMD_REG (0x01D4)

> @/QYQ
S 2 L8
é 7/ 7/
& & &L
B o[ [ 1 ]o]
\oooooooooooooooooooooooooo| 0x0 |0|0\Reset

EFUSE_READ_CMD Set this bit to send read command. (R/W)
EFUSE_PGM_CMD Set this bit to send programming command. (R/W)

EFUSE_BLK_NUM The serial number of the block to be programmed. Value 0-10 corresponds to
block number 0-10, respectively. (R/W)

Register 16.34: EFUSE_DAC_CONF_REG (0x01ES)

&
3 > S
\L_/ \L_/
0\9\ Q/é\) 09\/ 09\/
S Nl \s 8 s
D J I I
S &7 &7 &’ &7
o2 N N N
@ & & & &
‘31 18| 17 | 16 9 8 7 0‘
\ooooooooooooooo 255 0 28 \Reset

EFUSE_DAC_CLK_DIV Controls the division factor of the rising clock of the programming voltage.
R/W)

EFUSE_DAC_CLK_PAD_SEL Don't care. (R/W)
EFUSE_DAC_NUM Controls the rising period of the programming voltage. (R/W)

EFUSE_OE_CLR Reduces the power supply of the programming voltage. (R/W)

325
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16. eFuse Controller

Register 16.35: EFUSE_STATUS_REG (0x01D0)

Qé&
&
A/
& &
<& <
S & S $
N %((// N %Q//
%Q’ <<\> %Q’ <<\>
N & N &
‘31 18 | 17 109 413 0‘
\o 0O 00000 OO O0UO0UO 0 O 0x0 0 0 0 0 0 O 0x0 \Reset

EFUSE_STATE Indicates the state of the eFuse state machine. (RO)

EFUSE_REPEAT_ERR_CNT Indicates the number of error bits during programming BLOCKO. (RO)

Register 16.36: EFUSE_INT_RAW_REG (0x01D8)

S
AN
NS
JX
S
N S
(\\Q) %((//%((//
& &
\oooooooooooooooooooooooooooooooo\Reset
EFUSE_READ_DONE_INT_RAW The raw bit signal for read_done interrupt. (RO)
EFUSE_PGM_DONE_INT_RAW The raw bit signal for pgm_done interrupt. (RO)
Register 16.37: EFUSE_INT_ST_REG (0x01DC)
£ N
2 <7
<</>$<</>
Oéooe
. 2%
5 S
& &

EFUSE_READ_DONE_INT_ST The status signal for read_done interrupt. (RO)

EFUSE_PGM_DONE_INT_ST The status signal for pgm_done interrupt. (RO)
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Register 16.38: EFUSE_INT_ENA_REG (0x01EQ)

X
/\@&f
@\e@é
Oéooe
N7
D O
& R
@ &K
‘31 2 1 0 ‘
\oooooooooooooooooooooooooooooooo\Reset
EFUSE_READ_DONE_INT_ENA The enable signal for read_done interrupt. (R/W)
EFUSE_PGM_DONE_INT_ENA The enable signal for pgm_done interrupt. (R/W)
Register 16.39: EFUSE_INT_CLR_REG (0x01E4)
oViO&
<>O$OOé
R 3
Q
& s
& &
‘31 2 1 0 ‘
\oooooooooooooooooooooooooooooooo\Reset
EFUSE_READ_DONE_INT_CLR The clear signal for read_done interrupt. (WO)
EFUSE_PGM_DONE_INT_CLR The clear signal for pgm_done interrupt. (WO)
Register 16.40: EFUSE_RD_TIM_CONF_REG (0x01EC)
S
%
S s
N
Q/ Q\/ Y
<& <& & &
<’ <’ s <7
S S S &
& & & &
‘31 24|23 16|l5 8|7 0‘
\ 0x12 | ox1 | OxT1 | oxd \ Reset
EFUSE_THR_A Configures the hold time of read operation. (R/W)
EFUSE_TRD Configures the length of pulse of read operation. (R/W)
EFUSE_TSUR_A Configures the setup time of read operation. (R/W)
EFUSE_READ_INIT_NUM Configures the initial read time of eFuse. (R/W)
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16. eFuse Controller

Register 16.41: EFUSE_WR_TIM_CONFO0_REG (0x01F0)

&\jo
O
é?‘
X » 2
&L &L &7
% % v
2 & &
& & &
‘ 31 16 | 15 8|7 0 ‘
‘ 0xc8 Oox1 Ox1 ‘ Reset

EFUSE_THP_A Configures the hold time of programming operation. (R/W)
EFUSE_TPGM_INACTIVE Configures the length of pulse during programming O to eFuse. (R/W)

EFUSE_TPGM Configures the length of pulse during programming 1 to eFuse. (R/W)

Register 16.42: EFUSE_WR_TIM_CONF1_REG (0x01F4)

Q
>
Q\/Oé Q ?
N & &
@(\\Q) %<<// %(O/
‘Q)% é\) (((5\5

‘ 31 24 | 23 8 | 7 0 ‘

\o 0 000 0 O o| 0x2880 | Ox1 \Reset
EFUSE_TSUP_A Configures the setup time of programming operation. (R/W)
EFUSE_PWR_ON_NUM Configures the power up time for VDDQ. (R/W)

Register 16.43: EFUSE_WR_TIM_CONF2_REG (0x01F8)
Q
S
oS
» g
%Q’Q\ N
N &

‘ 31 16 | 15 0 ‘

\o 0 000 0O0OO0UOTO OGO OGO OGO OO0 O o| 0x190 \Reset
EFUSE_PWR_OFF_NUM Configures the power outage time for VDDQ. (R/W)
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16. eFuse Controller

Register 16.44: EFUSE_DATE_REG (0x01FC)

&
&7
N
&
‘ 0x19081100 \ Reset
EFUSE_DATE \Version control register. (R/W)
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17. 12C Controller

17. 12C Controller

17.1 Overview
The [2C (Inter-Integrated Circuit) controller allows ESP32-S2 to communicate with multiple peripheral devices.
These peripheral devices can share one bus.

17.2 Features
The [2C controller has the following features:

e Master mode and slave mode

Multi-master and multi-slave communication

Standard mode (100 kbit/s)

Fast mode (400 kbit/s)

7-bit addressing and 10-bit addressing
e Continuous data transfer in master mode achieved by pulling SCL low

e Programmabile digital noise filtering

Double addressing mode

17.3 [12C Functional Description

17.3.1 12C Introduction

The 12C bus has two lines, namely a serial data line (SDA) and a serial clock line (SCL). Both SDA and SCL lines
are open-drain. The [2C bus is connected to multiple devices, usually a single or multiple masters and a single or
multiple slaves. However, only one master device can access a slave at a time.

The master initiates communication by generating a start condition: pulling the SDA line | ow while SCL is high,
and sending nine clock pulses via SCL. The first eight pulses are used to transmits a byte, which consists of a
7-bit address followed by a read/write (R/W) bit. If the address of a slave matches the 7-bit address transmitted,
this matching slave can respond by pulling SDA low on the ninth clock pulse. The master and the slave can send
or receive data according to the R/W bit. Whether to terminate the data transfer or not is determined by the
logic level of the acknowledge (ACK) bit. During data transfer, SDA changes only when SCL is low. Once finishing
communication, the master sends a STOP condition: pulling SDA up while SCL is high. If a master both reads
and writes data in one transfer, then it should send a RESTART condition, a slave address and a R/W bit before
changing its operation.
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17. 12C Controller

17.3.2 12C Architecture

cmdO
» cmdi

cmd_rd
cmd_done

cmdi15
#cmd_content

I2C_TRANS_START —.| CMD_Controller  =—

SCL_LOW_PERIOD
SCL_HIGH_PERIOD
SCL_WAIT_HIGH_PERIOD

SCLFSM|  scL
32x8bits
TX RAM r/w SCL_MAIN_FSM
APB BUS -
%
32x8bits v

DATA_Shifter |« PA

\

RX RAM rdata/wdata

12C_RX_LSB_FIRST
I2C_TX_LSB_FIRST

Figure 17-1. I2C Master Architecture

SCL_LOW_PERIOD
SCL_HIGH_PERIOD

12C_SCL_FILTER_EN
SCL?WAlT?HIGH?PERIOD
SCL_FSM (+— 12C_SCL_FILTER_THRES
32x8bits I2C_SAIAPLE_SCL_LEVEL
r/w__|SCL_MAIN_FSM «—
ape BUs| [T X RAM 7 - SCL_Filter
- ™ Start_Detect oA
3280l i —— SDA Filter =
- » DATA_Shifter 4—‘
RX RAM rdata/wdata T
12C_SDA_FILTER_THRES T, spA
T - R Y
12C_RX_LSB_FIRST 0
12C_TX_LSB_FIRST
12C_SDA_FILTER_EN

Figure 17-2. 12C Slave Architecture

The I12C controller runs either in master mode or slave mode, which is determined by 12C_MS_MODE bit. Figure
17-1 shows the architecture of a master, while Figure 17-2 shows that of a slave. The 12C controller has the
following main parts: transmit and receive memory (TX/RX RAM), command controller (CMD_Controller), SCL
clock controller (SCL_FSM), SDA data controller (SCL_MAIN_FSM), serial-to-parallel data converter
(DATA_Shifter), filter for SCL (SCL_Filter) and filter for SDA (SDA_Filter).
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17.3.2.1 TX/RX RAM

Both TX RAM and RX RAM are 32 x 8 bits. TX RAM stores data that the 12C controller needs to send. During
communication, when the 12C controller needs to send data (except acknowledgement bits), it reads data from
TX RAM and sends it sequentially via SDA. When the [12C controller works in master mode, all data must be
stored in TX RAM in the order they will be sent to slaves. The data stored in TX RAM include slave addresses,
read/write bits, register addresses (only in dual addressing mode) and data to be sent. When the [12C controller
works in slave mode, TX RAM only stores data to be sent.

RX RAM stores data the [2C controller receives during communication. When the 12C controller works in slave
mode, neither slave addresses sent by the master nor register addresses (only in double addressing mode) will
be stored into RX RAM. Values of RX RAM can be read by software after 12C communication completes.

Both TX RAM and RX RAM can be accessed in FIFO or non-FIFO mode. The [12C_NONFIFO_EN bit sets FIFO or
non-FIFO mode.

TX RAM can be read and written by the CPU. The CPU writes to TX RAM either in FIFO mode or in non-FIFO
mode (direct address). In FIFO mode, the CPU writes to TX RAM via fixed address [2C_DATA_REG, with
addresses for writing in TX RAM incremented automatically by hardware. In non-FIFO mode, the CPU accesses
TX RAM directly via address fields (12C Base Address + 0x100) ~(I2C Base Address + 0x17C). Each byte in TX
RAM occupies an entire word in the address space. Therefore, the address of the first byte is [2C Base Address +
0x100, the second byte I12C Base Address + 0x104, the third byte 12C Base Address + 0x108, and so on. The
CPU can only read TX RAM via direct addresses. Unlike addresses for writing, TX RAM must be read back from
addresses starting at 12C Base Address + 0x80.

RX RAM can only be read by the CPU. The CPU reads RX RAM either in FIFO mode or in non-FIFO mode (direct
address). In FIFO mode, the CPU reads RX RAM via fixed address 12C_DATA_REG, with addresses for reading
RX RAM incremented automatically by hardware. In non-FIFO mode, the CPU accesses TX RAM directly via
address fields (12C Base Address + 0x100) ~(12C Base Address + 0x17C). Each byte in RX RAM occupies an
entire word in the address space. Therefore, the address of the first byte is 12C Base Address + 0x100, the
second byte [2C Base Address + 0x104, the third byte 12C Base Address + 0x108 and so on.

Given that addresses for writing to TX RAM have an identical range with those for reading RX RAM, TX RAM and
RX RAM can be seen as a 32 x 8 RAM. In following sections TX RAM and RX RAM are referred to as RAM.

17.3.2.2 CMD_Controller

When the 12C controller works in master mode, the integrated CMD_Controller module reads commands from 16
sequential command registers and controls SCL_FSM and SDA_FSM accordingly.

31 30:14 13:11 10 9 8 7:0
cmdO | CMD_DONE N/A op_code ‘ ack_value ‘ ack_exp ‘ack_check_en byte_num

31 30:14 13:11 10 9 8 7:0
cmdi15 | CMD_DONE N/A op_code ‘ ack_value ‘ ack_exp ‘ack_check_en byte_num

Figure 17-3. Structure of 2C Command Register

Command registers, whose structure is illustrated in Figure 17-3, are active only when the 12C controller works in
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17. 12C Controller

master mode. Fields of command registers are:

1. CMD_DONE: Indicates that a command has been executed. After each command has been executed, the
corresponding CMD_DONE bit is set to 1 by hardware. By reading this bit, software can tell if the
command has been executed. When writing new commands, this bit must be cleared by software.

2. op_code: Indicates the command. The [2C controller supports five commands:

e RSTART: op_code = 0: The 12C controller sends a START bit and a RESTART bit defined by the 12C
protocol.

WRITE: op_code = 1: The I2C controller sends a slave address, a register address (only in double
addressing mode) and data to the slave.

READ: op_code = 2: The I12C controller reads data from the slave.

e STOP: op_code = 3: The [2C controller sends a STOP bit defined by the [2C protocol. This code also
indicates that the command sequence has been executed, and the CMD_Controller stops reading
commands. After restarted by software, the CMD_Controller resumes reading commands from
command register O.

e END: op_code = 4: The I12C controller pulls the SCL pin down and suspends [12C communication. This
code also indicates that the command sequence has completed, and the CMD_Controller stops
executing commands. Once software refreshes data in command registers and the RAM, the
CMD_Controller can be restarted to execute commands from command register O again.

3. ack_value: Used to configure the level of the ACK bit sent by the [2C controller during a read operation.
This bit is ignored during RSTART, STOP, END and WRITE conditions.

4. ack_exp: Used to configure the level of the ACK bit expected by the [2C controller during a write operation.
This bit is ignored during RSTART, STOP, END and READ conditions.

5. ack_check_en: Used to enable the 12C controller during a write operation to check whether ACK’s level
sent by the slave matches ack_exp in the command. If this bit is set and the level received does not match
ack_exp in the WRITE command, the master will generate an 12C_NACK_INT interrupt and a STOP
condition for data transfer. If this bit is cleared, the controller will not check the ACK level sent by the slave.
This bit is ignored during RSTART, STOP, END and READ conditions.

6. byte_num: Specifies the length of data (in bytes) to be read or written. Can range from 1 to 255 bytes. This
bit is ignored during RSTART, STOP and END conditions.

Each command sequence is executed starting from command register O and terminated by a STOP or an END.
Therefore, all 16 command registers must have a STOP or an END command.

A complete data transfer on the 12C bus should be initiated by a START and terminated by a STOP. The transfer
process may be completed using multiple sequences, separated by END commands. Each sequence may differ
in the direction of data transfer, clock frequency, slave addresses, data length, data to be transmitted, etc. This
allows efficient use of available peripheral RAM and also achieves more flexible 12C communication.

17.3.2.3 SCL_FSM

The integrated SCL_FSM module controls the SCL clock line. The frequency and duty cycle of SCL is configured
using 12C_SCL_LOW_PERIOD_REG, 12C_SCL_HIGH_PERIOD_REG and 12C_SCL_WAIT_HIGH_PERIOD. After
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being in non-IDLE state for over 1I2C_SCL_ST_TO clock cycles, SCL_FSM triggers an 12C_SCL_ST_TO_INT
interrupt and returns to IDLE state.

17.3.2.4 SCL_MAIN_FSM

The integrated SCL_MAIN_FSM module controls the SDA data line and data storage. After being in non-IDLE
state for over 12C_SCL_MAIN_ST_TO clock cycles, SCL_MAIN_FSM triggers an 12C_SCL_MAIN_ST_TO_INT
interrupt and returns to IDLE state.

17.3.2.5 DATA_Shifter

The integrated DATA_Shifter module is used for serial/parallel conversion, converting TX RAM byte data to an
outgoing serial bitstream or an incoming serial bitstream to RX RAM byte data. 12C_RX_LSB_FIRST and
[2C_TX_LSB_FIRST can be used to select LSB- or MSB-first storage and transmission of data.

17.3.2.6 SCL_Filter and SDA_Filter

The integrated SCL_Filter and SDA_Filter modules are identical and are used to filter signal noises on SCL and
SDA, respectively. These filters can be enabled or disabled by configuring 12C_SCL_FILTER_EN and
12C_SDA_FILTER_EN.

SCL_Filter samples input signals on the SCL line continuously. These input signals are valid only if they remain
unchanged for consecutive 12C_SCL_FILTER_THRES clock cycles. Given that only valid input signals can pass
through the filter, SCL_Filter can remove glitches whose pulse width is lower than 12C_SCL_FILTER_THRES APB
clock cycles.

SDA_Filter is identical to SCL_Filter, only applied to the SDA line. The threshold pulse width is provided in the
12C_SDA_FILTER_THRES register.

17.3.3 12C Bus Timing
The 12C controller may use APB_CLK or REF_TICK as its clock source. When 12C_REF_ALWAYS_ON is 1,
APB_CLK is used; when 12C_REF_ALWAYS_ON is 0, REF_TICK is used.

SCL_LOW_PERIOD SCL_RSTART_SETUP_TIME STOP_SETUP_TIME
; : o o : T ] :
SCL | +— | ‘
; e Lo e e
SCL_WAIT_HIGH_PERIOD| SCL_HIGH_PERIOD | | SCL_START_HOLD_TIME STOP_HOLD_TIME
SDA | L ‘ oo P
R
o : T : -
SDA_START_HOLD_TIME ' 'SDA SAMPLE TIME  :SDA_HOLD_TIME Pl
START ACK STOP

Figure 17-4. I2C Timing Diagram

Figure 17-4 shows the timing diagram of an I12C master. The unit of parameters in this figure is 1I2C_CLK
(Trac_crk). Specifically, when 12C_REF_ALWAYS_ON =1, Tiac oLk is Taps cri; when
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12C_REF_ALWAYS_ON =0, Trac crx is Trer T1ck - Figure 17-4 also specifies registers used to configure the
START bit, STOP bit, data hold time, data sample time, waiting time on the rising SCL edge, etc. Parameters in
Figure 17-4 are described as the following:

1. 12C_SCL_START_HOLD_TIME: Specifies the interval between pulling SDA low and pulling SCL low when
the master generates a START condition. This interval is (1I2C_SCL_START_HOLD_TIME +1) x T;oc cLKk-
This register is active only when the 12C controller works in master mode.

2. 12C_SCL_LOW_PERIOD: Specifies the low period of SCL. This period lasts (I2C_SCL_START_HOLD_TIME
+1) x Trae cnx. However, it could be extended when SCL is pulled low by peripheral devices or by an
END command executed by the I12C controller, or when the clock is stretched. This register is active only
when the I12C controller works in master mode.

3. 12C_SCL_WAIT_HIGH_PERIOD: Specifies time for SCL to go high in Trec ok . Please make sure that
SCL will be pulled high within this time period. Otherwise, the high period of SCL may be incorrect. This
register is active only when the 12C controller works in master mode.

4. 12C_SCL_HIGH_PERIOD: Specifies the high period of SCL in Trac crx. This register is active only when
the I2C controller works in master mode. When SCL goes high within (12C_SCL_WAIT_HIGH_PERIOD + 1)
x Trac_crLk, its frequency is:

_ fioc_clk
Fser = [2C_SCL_LOW_PERIOD + 1 + 12C_SCL_HIGH_PERIOD + 12C_SCL_WAIT_HIGH_PERIOD

5. 12C_SDA_SAMPLE_TIME: Specifies the interval between the rising edge of SCL and the level sampling
time of SDA. It is advised to set a value in the middle of SCLs high period. This register is active both in
master mode and slave mode.

6. 12C_SDA_HOLD_TIME: Specifies the interval between changing the SDA output level and the falling edge
of SCL. This register is active both in master mode and slave mode.

SCL and SDA output drivers must be configured as open drain. There are two ways to achieve this:

1. Set 12C_SCL_FORCE_OUT and 12C_SDA_FORCE_OUT, and configure GPIO_PINn_PAD_DRIVER register
for corresponding SCL and SDA pads as open-drain.

2. Clear 12C_SCL_FORCE_OUT and 12C_SDA_FORCE_OUT.

Because these lines are configured as open-drain, the low to high transition time of each line is determined
together by the pull-up resistance and the capacitance on the line. The output frequency of [2C is limited by the
SDA and SCL line’s pull-up speed, mainly SCLs speed.

In addition, when 12C_SCL_FORCE_OUT and 12C_SCL_PD_EN are set to 1, SCL can be forced low; when
[2C_SDA _FORCE_OUT and 12C_SDA_PD_EN are set to 1, SDA can be forced low.

17.4 Typical Applications
For the convenience of description, 12C masters and slaves in all subsequent figures refer to ESP32-S2 12C
peripheral controllers. However, these controllers can communicate with any other 12C devices.
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17.4.1 An I2C Master Writes to an 12C Slave with a 7-bit Address in One Command Se-
quence

Master

cmd op_code byte_num

RSTART ‘

cmd0

cmd1 WRITE ‘ N+1

cmd2 STOP ‘

SCL Slave
Ll

RAM
RAM . daro (slave_addr<<1| r/w) SDA addr0
< P>
addrN byte(N-1) addr(N-1) byte(N-1)

Figure 17-5. An I2C Master Writing to an I12C Slave with a 7-bit Address

Figure 17-5 shows how an 12C master writes N bytes of data using 7-bit addressing. As shown in figure 17-5, the
first byte in the master's RAM is a 7-bit slave address followed by a R/W bit. When the R/W bit is zero, it
indicates a WRITE operation. The remaining bytes are used to store data ready for transfer. The cmd box
contains related command sequences.

After the command sequence is configured and data in RAM is ready, the master enables the controller and
initiates data transfer by setting I2C_TRANS_START bit. The controller has four steps to take:

1. Wait for SCL to go high, to avoid SCL used by other masters or slaves.
2. Execute a RSTART command and send a START bit.

3. Execute a WRITE command by taking N+1 bytes from the RAM in order and send them to the slave in the
same order. The first byte is the address of the slave.

4. Send a STOP. Once the 12C master transfers a STOP bit, an I2C_TRANS_COMPLETE_INT interrupt is
generated.

If data to be transferred is larger than 32 bytes, the RAM access will wrap around. While the controller sends
data, software must replace data already sent in RAM. To assist with this process, the master will generate an
[2C_TXFIFO_WM_INT interrupt when less than 12C_TXFIFO_WM_THRHD bytes of data remain to be sent.

After detecting this interrupt, software can refresh data in RAM. When the RAM is accessed in non-FIFO mode, in
order to overwrite existing data in the RAM with new ones, software needs to first configure I2C_TX_UPDATE bit
to latch the start address and the end address of data sent in the RAM, and then read 12C_TXFIFO_START_ADDR
and 12C_TXFIFO_END_ADDR field in 12C_FIFO_ST_REG register to obtain these addresses. When the RAM is
accessed in FIFO mode, new data can be written to the RAM directly via 12C_DATA_REG register.

The controller stops executing the command sequence after a STOP command, or when one of the following
two events occurs:

1. When ack_check_en is set to 1, the 12C master checks the ACK value each time it sends a data byte. If the
ACK value received does not match ack_exp (the expected ACK value) in the WRITE command, the master
generates an 12C_NACK_INT interrupt and stops the transmission.
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2. During the high period of SCL, if the input value and the output value of SDA do not match, the 12C master
generates an I2C_ARBITRATION_LOST_INT interrupt, stops executing the command sequence, returns to
IDLE state and releases SCL and SDA.

Once detecting a START bit sent by the 12C master, the 12C slave receives the address and compares it with its
own address. If the received address does not match 12C_SLAVE_ADDR(6:0], the slave stops receiving data. If
the received address does match 12C_SLAVE_ADDR[6:0], the slave receives data and stores them into the RAM
in order.

If data to be transferred is larger than 32 bytes, the RAM may wrap around. While the controller receives data,
software reclaim data already received by the slave. To assist with this process, the master will generate an
[12C_RXFIFO_WM_INT after 12C_RXFIFO_WM_THRHD bytes are received in RAM.

Once detecting this interrupt, software can read data from the RAM registers. When the RAM is accessed in
non-FIFO mode, in order to read data, software needs to configure 1I2C_RX_UPDATE bit to latch the start
address and the end address of data to be reclaimed, and read 12C_RXFIFO_START_ADDR and
12C_RXFIFO_END_ADDR fields in 1I2C_FIFO_ST_REG register to obtain these addresses. When the RAM is
accessed in FIFO mode, data can be read directly via 1I2C_DATA_REG register.

17.4.2 An 12C Master Writes to an 12C Slave with a 10-bit Address in One Command

Sequence
Master
omd op_code byte_num
cme‘ RSTART ‘ ‘
cmd1 ‘ WRITE ‘ N+2 ‘
cmdz‘ STOP ‘ ‘
SCL Slave
Lol
RAM - - RAM
addr0 | (slave_addr_first_7bits<<1| r/w) 4 SDA addr0 byteO
e | Lol
addr1 slave_addr_second_byte addri byte1
addr2 byte0 addr2
addr(N+1) byte(N-1) addr(N-1) byte(N-1)

Figure 17-6. A Master Writing to a Slave with a 10-bit Address

Besides 7-bit addressing (SLV_ADDR]I6:0]), the ESP32-S2 12C controller also supports 10-bit addressing
(SLV_ADDRI9:Q)]). In the following text, the slave address is referred to as SLV_ADDR.

Figure 17-6 shows how an 12C master writes N-bytes of data using 10-bit addressing. Unlike a 7-bit address, a
10-bit slave address is formed from two bytes. In master mode, the first byte of the slave address, which
comprises slave_addr_first_7bits and a R/W bit, is stored into addrO in the RAM. slave_addr_first_7bits should
be configured as (0x78 | SLV_ADDR]I9:8]). The second byte slave_addr_second_byte is stored into addr1 in the
RAM. slave_addr_second_byte should be configured as SLV_ADDR][7:0].

In the slave, the 10-bit addressing mode is enabled by configuring 12C_ADDR_10BIT_EN bit. The address of the
[2C slave is configured using 12C_SLAVE_ADDR. 12C_SLAVE_ADDR[14:7] should be configured as
SLV_ADDR]7:0], and 12C_SLAVE_ADDR]6:0] should be configured as (0x78 | SLV_ADDR[9:8]). Since a 10-bit
slave address has one more byte than a 7-bit address, byte_num of the WRITE command and the number of
bytes in the RAM increase by one.

Espressif Systems 337 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

17. 12C Controller

17.4.3 An I12C Master Writes to an 12C Slave with Two 7-bit Addresses in One Command

Sequence
Master

omd op_code byte_num
cmdo‘ RSTART ‘
cmd1 ‘ WRITE ‘ N+2 ‘
cmdz‘ STOP ‘

SCL Slave
Ll

RAM RAM

addr0 (slave_addr<<1| r/w) o SDA addr0
| Ll .
addr1 M addrM byte0
addr(N+1) byte(N-1) addr(N+M-1 byte(N-1)

Figure 17-7. An I2C Master Writing Address M in the RAM to an I2C Slave with a 7-bit Address

When working in slave mode, the controller supports double addressing, where the first address is the address of
an 12C slave, and the second one is the slave’s memory address. Double addressing is enabled by configuring
12C_FIFO_ADDR_CFG_EN. When using double addressing, RAM must be accessed in non-FIFO mode. As
figure 17-7 illustrates, the I12C slave put received byteO ~ byte(N-1) into its RAM in an order staring from addrM.
The RAM is overwritten every 32 bytes.

17.4.4 An I2C Master Writes to an I12C Slave with a 7-bit Address in Multiple Command

Sequences

Master

cmd

code byte_num

cmdo| RSTART

I

cmd1 WRITE N+1

cmd2| END

SCL

Slave

RAM

addr0 (slave_addr<<1| r/w)

SDA

RAM
addr0

addr1 byteO

addr2 byte1

addrN byte(N-1)

addr1

addr2

addr(N-1) byte(N-1)

byteO

byte1

Segment0

Master

cmd

op_code byte_num

cmdo|  WRITE

%

SCL

Segment1

Slave

cmdi| END/STOP

SDA

RAM
addr(N-1)

RAM

addr0 byteN

addr1 byte(N+1)

addr2 byte(N+2)

addrM byte(M+N-1)

addrN

addr2

addr(M+N-1)

byte(N-1)

byteN

byte(M+N-1)

Master

cmd

op_code byte_num

cmdo| STOP

Segment2

Figure 17-8. An I2C Master Writing to an I2C Slave with a 7-bit Address in Multiple Sequences
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Given that the [2C Controller RAM holds only 32 bytes, when data are too large to be processed even by the
wrapped RAM, it is advised to transmit them in multiple command sequences. At the end of every command
sequence is an END command. When the controller executes this END command to pull SCL low, software
refreshes command sequence registers and the RAM for next the transmission.

Figure 17-8 shows how an I12C master writes to an 12C slave in two or three segments. For the first segment, the
CMD_Controller registers are configured as shown in Segment0. Once data in the master's RAM is ready and
I2C_TRANS_START is set, the master initiates data transfer. After executing the END command, the master
turns off the SCL clock and pulls the SCL low to reserve the bus. Meanwhile, the controller generates an
[2C_END_DETECT_INT interrupt.

For the second segment, after detecting the 1I2C_END_DETECT_INT interrupt, software refreshes the
CMD_Controller registers and reloads the RAM and clears this interrupt, as shown in Segment1. If cmd1 in the
second segment is a STOP, then data is transmitted to the slave in two segments. The master resumes data
transfer after I2C_TRANS_START is set, and terminates the transfer by sending a STOP bit.

For the third segment, after the second data transfer finishes and an 1I2C_END_DETECT_INT is detected, the
CMD_Controller registers of the master are configured as shown in Segment2. Once I2C_TRANS_START is set,
the master generates a STOP bit and terminates the transfer.

Please note that other I12C masters will not transact on the bus between two segments. The bus is only released
after a STOP signal is sent. To interrupt the transfer, the 12C controller can be reset by setting 12C_FSM_RST at
any time. This register will later be cleared automatically by hardware.

When the master is in IDLE state and 12C_SCL_RST_SLV_EN is set, hardware sends [12C_SCL_RST_SLV_NUM
SCL pulses. 12C_SCL_RST_SLV_EN will later be cleared automatically by hardware.

Note that the operation of other 12C masters and I12C slaves may differ from that of the ESP32-S2 [2C devices.
Please refer to datasheets of specific 1°C devices.

17.4.5 An I2C Master Reads an 12C Slave with a 7-bit Address in One Command Se-
quence

Master

cmd op_code byte_num

cmd0| RSTART

cmd1 WRITE

cmd2 READ N

SCL Slave
Lol

cmd3 READ

RAM
o SDA addr0 byte0

cmd4| STOP

y
A

addr1 byte1

addr2

ddr0 | (slave_addr<<1| r/w) byte0
@ ( — I by addr(N-1)| byte(N-1)

addr1 byte1

RAM

addr2 byte2

addr(N-1) byte(N-1)

Figure 17-9. An I2C Master Reading an I2C Slave with a 7-bit Address

Figure 17-9 shows how an I12C master reads N bytes of data from an [2C slave using 7-bit addressing. cmd1 is a
WRITE command, and when this command is executed the master sends a slave address. The byte sent
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17. 12C Controller

comprises a 7-bit slave address and a R/W bit. When the R/W bit is 1, it indicates a READ operation. If the
address of an I2C slave matches the sent address, this matching slave starts sending data to the master. The
master generates acknowledgements according to ack_value defined in the READ command upon receiving
every byte.

As illustrated in Figure 17-9, the master executes two READ commands: it generates ACKSs for (N-1) bytes of
data in cmd2, and a NACK for the last byte of data in cmd 3. This configuration may be changed as required.
The master writes received data into the controller RAM from addrO, whose original content (a slave address and
a R/W bit) is overwritten by byteO marked red in Figure 17-9.

17.4.6 An 12C Master Reads an 12C Slave with a 10-bit Address in One Command Se-
quence

Master
cmd

op_code byte_num
cmd0| RSTART

cmd1 WRITE

cmd2)| READ

cmd3| READ

cmd4| STOP

SCL
» Slave

AM - - RAM
addr0 | (slave_addr first_7bits<<1| r/w) byteO SDA addr0 byte0

addr1 slave_addr_second_byte bytel addri byte1

addr2 byte2 addr2

Figure 17-10. An I2C Master Reading an I2C Slave with a 10-bit Address

Figure 17-10 shows how an I12C master reads data from an 12C slave using 10-bit addressing. Unlike 7-bit
addressing, in 10-bit addressing the WRITE command of the 12C master is formed from two bytes, and
correspondingly the RAM of this master stores a 10-bit address of two bytes. 12C_ADDR_10BIT_EN and
12C_SLAVE_ADDR[14:0] should be set. Please refer to 17.4.2 for how to set this register.
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17.4.7 An 12C Master Reads an 12C Slave with Two 7-bit Addresses in One Command
Sequence

Master
cmd

code byte_num

cmd0| RSTART

I

cmd1 WRITE

II II\:

cmd2 READ N

cmd3| READ

SCL Slave
cmd4 STOP
RAM
o SDA addr0
addrM byte0
RAM
slave_addr<<1| r/w) byteO
adaro { _ <<t ) by addr(M+1) byte1
addr1 M bytel
addr(N+M-1 byte(N-1)
addr(N-1) byte(N-1)

Figure 17-11. An I12C Master Reading N Bytes of Data from addrM of an I2C Slave with a 7-bit Address

Figure 17-11 shows how an I12C master reads data from specified addresses in an 12C slave. This procedure is as
follows:

1. Set 12C_FIFO_ADDR_CFG_EN and prepare data to be sent in the RAM of the slave.
2. Prepare the slave address and register address M in the master.

3. Set I2C_TRANS_START and start transferring N bytes of data in the slave’s RAM starting from address M
to the master.
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17.4.8 An I2C Master Reads an I2C Slave with a 7-bit Address in Multiple Command

Master
cmd op_code byte_num
SCL Slave
RAM
4 SDA addr0 byte0
-
RAM addr0 |(slave_addr<<1| r/w ) byte0 addri byte1
addr1 byte1 addr2
Segment0
Segmenti
Master
cmd op_code byte_num
_, SDA addr(N-1) Byte(N-1)
END/STOP
oma2 addrN byteN
addr2
RAM adarn byteN
addr(M+N-1) byte(M+N-1)
addr(N+1) byte(N+1)
addr(N+2) byte(N+2)
addr(M+N-1) byte(M+N-1)
Master Segment2
cmd op_code byte_num

Figure 17-12. An I2C Master Reading an I2C Slave with a 7-bit Address in Segments

Figure 17-12 shows how an 12C master reads (N+M) bytes of data from an I2C slave in two/three segments
separated by END commands. Configuration procedures are described as follows:

1. Configure the command register and the RAM, as shown in SegmentO.

2. Prepare data in the RAM of the slave, and set I2C_TRANS_START to start data transfer. After executing the
END command, the master refreshes command registers and the RAM as shown in Segment1, and clears
the corresponding 1I2C_END_DETECT_INT interrupt. If cnd2 in the second segment is a STOP, then data
is read from the slave in two segments. The master resumes data transfer by setting I2C_TRANS_START

and terminates the transfer by sending a STOP bit.

3. If cmd2 in Segment1 is an END, then data is read from the slave in three segments. After the second data
transfer finishes and an 1I2C_END_DETECT_INT interrupt is detected, the cmd box is configured as shown
in Segment2. Once 1I2C_TRANS_START is set, the master terminates the transfer by sending a STOP bit.

17.5 Clock Stretch

ing

In slave mode, the 12C controller can hold the SCL line low in exchange for more processing time. This function
called clock stretching is enabled by setting 12C_SLAVE_SCL_STRETCH_EN bit. The time period of clock
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stretching is configured by setting 1I2C_STRETCH_PROTECT_NUM bit. The SCL line will be held low when one
of the following three events occurs:

1.
2.

3.

Finding a match: In slave mode, the address of the [2C controller matches the address sent via the SDA line.
RAM being full: In slave mode, RX RAM of the [2C controller is full.

Data all sent: In slave mode, TX RAM of the 12C controller is empty.

After SCL has been stretched low, the cause of stretching can be read from 12C_STRETCH_CAUSE bit. Clock
stretching is disabled by setting 12C_SLAVE_SCL_STRETCH_CLR bit.

17.6 Interrupts

[2C_SLAVE_STRETCH_INT: Generated when a slave holds SCL low.
I2C_DET_START_INT: Triggered when a START bit is detected.

12C_SCL_MAIN_ST_TO_INT: Triggered when main state machine SCL_MAIN_FSM remains unchanged for
over 12C_SCL_MAIN_ST_TO[23:0] clock cycles.

12C_SCL_ST_TO_INT: Triggered when state machine SCL_FSM remains unchanged for over
[2C_SCL_ST_TO[283:0] clock cycles.

I2C_RXFIFO_UDF_INT: Triggered when the 12C controller receives 12C_NONFIFO_RX_THRES bytes of data
in non-FIFO mode.

[2C_TXFIFO_OVF_INT: Triggered when the I2C controller sends 12C_NONFIFO_TX_THRES bytes of data.

I2C_NACK_INT: Triggered when the ACK value received by the master is not as expected, or when the
ACK value received by the slave is 1.

I2C_TRANS_START_INT: Triggered when the 12C controller sends a START bit.

12C_TIME_OUT_INT: Triggered when SCL stays high or low for more than I2C_TIME_OUT clock cycles
during data transfer.

I2C_TRANS_COMPLETE_INT: Triggered when the [2C controller detects a STOP bit.
12C_MST_TXFIFO_UDF_INT: Triggered when TX FIFO of the master underflows.

I2C_ARBITRATION_LOST_INT: Triggered when the SDA’s output value does not match its input value while
the master’s SCL is high.

2C_BYTE_TRANS_DONE_INT: Triggered when the |2C controller sends or receives a byte.

I2C_END_DETECT_INT: Triggered when op_code of the master indicates an END command and an END
condition is detected.

12C_RXFIFO_OVF_INT: Triggered when Rx FIFO of the I2C controller overflows.

[2C_TXFIFO_WML_INT: [2C TX FIFO watermark interrupt. Triggered when I2C_FIFO_PRT_EN is 1 and the
pointers of TX FIFO are less than 12C_TXFIFO_WM_THRHDI[4:0].

12C_RXFIFO_WM_INT: [2C Rx FIFO watermark interrupt. Triggered when 12C_FIFO_PRT_EN is 1 and the
pointers of Rx FIFO are greater than 12C_RXFIFO_WM_THRHDI[4:0].
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17.7 Base Address

Users can access the 12C Controller with base addresses in Table 62. For more information about accessing

peripherals from different buses please see Chapter 1 System and Memory.

Table 62: 12C Controller Base Address

Bus to Access Peripheral Base Address
o~ PeriBUST 0x3F413000

PeriBUS2 0x60013000
i~ PeriBUST O0x3F427000

PeriBUS2 0x60027000

17.8 Register Summary

Addresses in the following table are relative to 12C base addresses provided in Section 17.7.

Name ‘ Description Address | Access

Timing Register

12C_SCL_LOW_PERIOD_REG Configures the low level width of the SCL clock | 0x0000 | R/W

12C_SDA_HOLD_REG Configures the hold time after a negative SCL | 0x0030 | R/W
edge

12C_SDA_SAMPLE_REG Configures the sample time after a positive SCL | 0x0034 | R/W
edge

12C_SCL_HIGH_PERIOD_REG Configures the high level width of the SCL clock | 0x0038 | R/W

12C_SCL_START_HOLD_REG Configures the interval between pulling SDA low | 0x0040 | R/W
and pulling SCL low when the master generates
a START condition

12C_SCL_RSTART_SETUP_REG Configures the interval between the positive | 0x0044 | R/W
edge of SCL and the negative edge of SDA

12C_SCL_STOP_HOLD_REG Configures the delay after the SCL clock edge | 0x0048 | R/W
for a stop condition

2C_SCL_STOP_SETUP_REG Configures the delay between the SDA and SCL | 0x004C | R/W
positive edge for a stop condition

I2C_SCL_ST_TIME_OUT_REG SCL status time out register 0x0098 | R/W

12C_SCL_MAIN_ST_TIME_OUT_REG SCL main status time out register 0x009C | R/W

Configuration Register

12C_CTR_REG Transmission setting 0x0004 | R/W

12C_TO_REG Setting time out control for receiving data 0x000C | R/W

I2C_SLAVE_ADDR_REG Local slave address setting 0x0010 | R/W

12C_FIFO_CONF_REG FIFO configuration register 0x0018 | R/W

12C_SCL_SP_CONF_REG Power configuration register Ox00A0 | R/W

12C_SCL_STRETCH_CONF_REG Set SCL stretch of 12C slave Ox00A4 | varies

Status Register

12C_SR_REG Describe 12C work status 0x0008 | RO

I12C_FIFO_ST_REG FIFO status register 0x0014 | varies

12C_DATA_REG RX FIFO read data 0x001C | RO

Espressif Systems

344

Submit Documentation Feedback

ESP32-S2 TRM (Preliminary V0.3)



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

17. 12C Controller

Name Description Address | Access
Interrupt Register
I2C_INT_RAW_REG Raw interrupt status 0x0020 | RO
I2C_INT_CLR_REG Interrupt clear bits 0x0024 | WO
2C_INT_ENA_REG Interrupt enable bits 0x0028 | R/W
I2C_INT_STATUS_REG Status of captured 12C communication events 0x002C | RO
Filter Register
12C_SCL_FILTER_CFG_REG SCL filter configuration register 0x0050 | R/W
12C_SDA_FILTER_CFG_REG SDA filter configuration register 0x0054 | R/'W
Command Register
12C_COMDO_REG 12C command register O 0x0058 | R/W
12C_COMD1_REG I2C command register 1 0x005C | R/W
12C_COMD2_REG 12C command register 2 0x0060 | R/W
12C_COMD3_REG I2C command register 3 0x0064 | R/W
12C_COMD4_REG 12C command register 4 0x0068 | R/W
12C_COMD5_REG 12C command register 5 0x006C | R/W
12C_COMD6_REG I2C command register 6 0x0070 | R/W
12C_COMD7_REG 12C command register 7 0x0074 | R/W
12C_COMD8_REG I2C command register 8 0x0078 | R/W
12C_COMD9_REG 12C command register 9 0x007C | R/W
12C_COMD10_REG 12C command register 10 0x0080 | R/W
12C_COMD11_REG 12C command register 11 0x0084 | R/W
12C_COMD12_REG 12C command register 12 0x0088 | R/W
12C_COMD13_REG 12C command register 13 0x008C | R/W
12C_COMD14_REG 12C command register 14 0x0090 | R/W
12C_COMD15_REG I2C command register 15 0x0094 | R/W
Version Register
I2C_DATE_REG Version control register 0x00F8 | R/W
17.9 Registers
Register 17.1: 12C_SCL_LOW_PERIOD_REG (0x0000)
&
$/
é"’& c}/yo
& {?9?

B

14 |13

‘O o o0 o0 o0 o0 o o0 o0 o0 o0 o0 o o0 0o o o0 o

0x00

‘Reset

12C_SCL_LOW_PERIOD This register is used to configure for how long SCL remains low in master

mode, in 12C module clock cycles. (R/W)
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Register 17.2: 12C_SDA_HOLD_REG (0x0030)

%
N
Q/
L
S X7
eQ’é Q?
g 2\
‘31 10|9 0‘
\oooooooooooooooooooooo| ox0 \Reset

12C_SDA _HOLD_TIME This register is used to configure the interval between changing the SDA out-
put level and the falling edge of SCL, in 12C module clock cycles. (R/W)

Register 17.3: 12C_SDA_SAMPLE_REG (0x0034)

N2
N
(<//
@2\/
e
> 7
5 s
& &7
‘31 109 0‘
\oooooooooooooooooooooo 0x0 \Reset

12C_SDA_SAMPLE_TIME This register is used to configure the interval between the rising edge of
SCL and the level sampling time of SDA, in 12C module clock cycles. (R/W)

Register 17.4: 12C_SCL_HIGH_PERIOD_REG (0x0038)

[0 0 o o 0x00 | 0xQ0 |Reset

12C_SCL_HIGH_PERIOD This register is used to configure for how long SCL remains high in master
mode, in 12C module clock cycles. (R/W)

12C_SCL_WAIT_HIGH_PERIOD This register is used to configure for the SCL_FSM'’s waiting period
for SCL to go high in master mode, in 12C module clock cycles. (R/W)
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Register 17.5: 12C_SCL_START_HOLD_REG (0x0040)

[o]
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
i
oo
el
]
o

I2C_SCL_START_HOLD_TIME This register is used to configure interval between pulling SDA low
and pulling SCL low when the master generates a START condition, in I2C module clock cycles.

(R'W)
Register 17.6: 12C_SCL_RSTART_SETUP_REG (0x0044)
N
§/
&
N
s
&
Q}@& %0\/
§®% {7/0/
\oooooooooooooooooooooo| 8 \Reset

12C_SCL_RSTART_SETUP_TIME This register is used to configure the interval between the positive
edge of SCL and the negative edge of SDA for a RESTART condition, in 1I2C module clock cycles.

(R/W)
Register 17.7: 12C_SCL_STOP_HOLD_REG (0x0048)
N
«\O&
OQ/
AQ
Q)& C)\/?
9‘2’6 Q?
g Q
‘31 14|l3 0‘
\oooooooooooooooooo| 0x00 \Reset

12C_SCL_STOP_HOLD_TIME This register is used to configure the delay after the STOP condition,
in 12C module clock cycles. (R/W)
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Register 17.8: 12C_SCL_STOP_SETUP_REG (0x004C)

\oooooooooooooooooooooo| ox0 \Reset

12C_SCL_STOP_SETUP_TIME This register is used to configure the time between the positive edge
of SCL and the positive edge of SDA, in 12C module clock cycles. (R/W)

Register 17.9: 12C_SCL_ST_TIME_OUT_REG (0x0098)

<«
A/
S
6\ \//
Q@ O
%‘Z’é Q?
N v
‘31 24 |23 0‘
‘O o 0 0 0o 0o o0 o 0x0100 ‘Reset

I2C_SCL_ST_TO The threshold value of SCL_FSM state unchanged period. (R/W)

Register 17.10: 12C_SCL_MAIN_ST_TIME_OUT_REG (0x009C)

<O
A/
S
\e/
@?‘
S D
© X
%)
& &7
‘ 31 24|23 0 ‘
‘ 0O 0 0 0O O O 0 o 0x0100 ‘ Reset

12C_SCL_MAIN_ST_TO The threshold value of SCL_MAIN_FSM state unchanged period. (R/W)
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Register 17.11:

I2C_CTR_REG (0x0004)

B

Lol fef=fe]o]o]e]0]
\o 0 000 00 O0O0OTU OGO OTU OGO OO 0TO0TO 0O O o|1|0|1|o|o|o|o|0|1|0|1|1\Reset

12C_SDA_FORCE_OUT O: direct output; 1: open drain output. (R/W)

12C_SCL_FORCE_OUT O: direct output; 1: open drain output. (R/W)

I2C_SAMPLE_SCL_LEVEL This register is used to select the sample mode. 1: sample SDA data on
the SCL low level. O: sample SDA data on the SCL high level. (R/W)

12C_RX_FULL_ACK_LEVEL This register is used to configure the ACK value that need to sent by
master when the rx_fifo_cnt has reached the threshold. (R/W)

12C_MS_MODE Set this bit to configure the module as an 12C Master. Clear this bit to configure the

module as an 12C Slave. (R/W)

I2C_TRANS_START Set this bit to start sending the data in TX FIFO. (R/W)

12C_TX_LSB_FIRST This bit is used to control the sending mode for data needing to be sent. 1:
send data from the least significant bit; O: send data from the most significant bit. (R/W)

12C_RX_LSB_FIRST This bit is used to control the storage mode for received data. 1: receive data

from the least significant bit; O: receive data from the most significant bit. (R/W)

I2C_CLK_EN Reserved (R/W)

I2C_ARBITRATION_EN This is the enable bit for 12C bus arbitration function. (R/W)

I2C_FSM_RST This register is used to reset the SCL_FSM. (R/W)

I2C_REF_ALWAYS_ON This register is used to control the REF_TICK. (R/W)
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17. 12C Controller

Register 17.12: 12C_TO_REG (0x000C)
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I2C_TIME_OUT_VALUE This register is used to configure the timeout for receiving a data bit in APB
clock cycles. (R/W)

I2C_TIME_OUT_EN This is the enable bit for time out control. (R/W)

Register 17.13: 12C_SLAVE_ADDR_REG (0x0010)
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I2C_SLAVE_ADDR When configured as an I2C Slave, this field is used to configure the slave address.

(R/W)

I2C_ADDR_10BIT_EN This field is used to enable the slave 10-bit addressing mode in master mode.

(R/W)
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17. 12C Controller

Register 17.14: 12C_FIFO_CONF_REG (0x0018)
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12C_RXFIFO_WM_THRHD The water mark threshold of RX FIFO in non-FIFO mode. When
I2C_FIFO_PRT_EN is 1 and RX FIFO counter is bigger than 12C_RXFIFO_WM_THRHD[4:0],
12C_RXFIFO_WM_INT_RAW bit will be valid. (R/W)

1I2C_TXFIFO_WM_THRHD The water mark threshold of TX FIFO in non-FIFO mode. When
I2C_FIFO_PRT_EN is 1 and TX FIFO counter is smaller than 12C_TXFIFO_WM_THRHD[4:0],
[2C_TXFIFO_WM_INT_RAW bit will be valid. (R/W)

I2C_NONFIFO_EN Set this bit to enable APB non-FIFO mode. (R/W)

I2C_FIFO_ADDR_CFG_EN When this bit is set to 1, the byte received after the 12C address byte
represents the offset address in the 12C Slave RAM. (R/W)

I2C_RX_FIFO_RST Set this bit to reset RX FIFO. (R/W)
I2C_TX_FIFO_RST Set this bit to reset TX FIFO. (R/W)

I2C_NONFIFO_RX_THRES When 12C receives more than 1I2C_NONFIFO_RX_THRES bytes of data,
it will generate an 12C_RXFIFO_UDF_INT interrupt and update the current offset address of the
received data. (R/W)

I2C_NONFIFO_TX_THRES When 12C sends more than I2C_NONFIFO_TX_THRES bytes of data, it
will generate an 12C_TXFIFO_OVF_INT interrupt and update the current offset address of the sent
data. (R/W)

I2C_FIFO_PRT_EN The control enable bit of FIFO pointer in non-FIFO mode. This bit controls the
valid bits and the interrupts of TX/RX FIFO overflow, underflow, full and empty. (R/W)
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17. 12C Controller

Register 17.15: 12C_SCL_SP_CONF_REG (0x00A0)
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I2C_SCL_RST_SLV_EN When 12C master is IDLE, set this bit to send out SCL pulses. The number
of pulses equals to 12C_SCL_RST_SLV_NUM[4:0]. (R/W)

12C_SCL_RST_SLV_NUM Configure the pulses of SCL generated in 12C master mode. Valid when
2C_SCL_RST_SLV_ENis 1. (R/W)

I2C_SCL_PD_EN The power down enable bit for the 12C output SCL line. 1: Power down. 0: Not
power down. Set 12C_SCL_FORCE_OUT and 12C_SCL_PD_EN to 1 to stretch SCL low. (R/W)

1I2C_SDA_PD_EN The power down enable bit for the 12C output SDA line. 1: Power down. O: Not
power down. Set 1I2C_SDA_FORCE_OUT and 12C_SDA_PD_EN to 1 to stretch SDA low. (R/W)

Register 17.16: 12C_SCL_STRETCH_CONF_REG (0x00A4)
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I2C_STRETCH_PROTECT_NUM Configure the period of 12C slave stretching SCL line. (R/W)

I2C_SLAVE_SCL_STRETCH_EN The enable bit for slave SCL stretch function. 1: Enable. O: Dis-
able. The SCL output line will be stretched low when 12C_SLAVE_SCL_STRETCH_EN is 1 and
stretch event happens. The stretch cause can be seen in I2C_STRETCH_CAUSE. (R/W)

I2C_SLAVE_SCL_STRETCH_CLR Set this bit to clear the 12C slave SCL stretch function. (WO)

Espressif Systems 352 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

17. 12C Controller

Register 17.17: 12C_SR_REG (0x0008)
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I2C_RESP_REC The received ACK value in master mode or slave mode. 0: ACK; 1: NACK. (RO)
I2C_SLAVE_RW When in slave mode, 1: master reads from slave; 0: master writes to slave. (RO)

I2C_TIME_OUT When the I2C controller takes more than I2C_TIME_OUT clocks to receive a data bit,
this field changes to 1. (RO)

12C_ARB_LOST When the 12C controller loses control of SCL line, this register changes to 1. (RO)
12C_BUS_BUSY 1: the I12C bus is busy transferring data; O: the 12C bus is in idle state. (RO)

I2C_SLAVE_ADDRESSED When configured as an 12C Slave, and the address sent by the master is
equal to the address of the slave, then this bit will be of high level. (RO)

I2C_BYTE_TRANS This field changes to 1 when one byte is transferred. (RO)
I2C_RXFIFO_CNT This field represents the amount of data needed to be sent. (RO)

I2C_STRETCH_CAUSE The cause of stretching SCL low in slave mode. O: stretching SCL low at
the beginning of 12C read data state. 1: stretching SCL low when 12C TX FIFO is empty in slave
mode. 2: stretching SCL low when 12C RX FIFO is full in slave mode. (RO)

I2C_TXFIFO_CNT This field stores the amount of received data in RAM. (RO)

12C_SCL_MAIN_STATE_LAST This field indicates the states of the 12C module state machine. O:
Idle; 1: Address shift; 2: ACK address; 3: RX data; 4. TX data; 5: Send ACK; 6: Wait ACK (RO)

12C_SCL_STATE_LAST This field indicates the states of the state machine used to produce SCL. O:
Idle; 1: Start; 2: Negative edge; 3: Low; 4: Positive edge; 5: High; 6: Stop (RO)
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17. 12C Controller

Register 17.18: 12C_FIFO_ST_REG (0x0014)
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12C_RXFIFO_START_ADDR This is the offset address of the last received data, as described in
I2C_NONFIFO_RX_THRES. (RO)

I2C_RXFIFO_END_ADDR This is the offset address of the last received data, as de-
scribed in [2C_NONFIFO_RX_THRES. This value refreshes when an 12C_RXFIFO_UDF_INT or
I2C_TRANS_COMPLETE_INT interrupt is generated. (RO)

12C_TXFIFO_START_ADDR This is the offset address of the first sent data, as described in
I2C_NONFIFO_TX_THRES. (RO)

I2C_TXFIFO_END_ADDR This is the offset address of the last sent data, as described
in  12C_NONFIFO_TX_THRES. The value refreshes when an [12C_TXFIFO_OVF_INT or
I2C_TRANS_COMPLETE_INT interrupt is generated. (RO)

I2C_RX_UPDATE Write O or 1 to I2C_RX_UPDATE to update the value of 2C_RXFIFO_END_ADDR
and 12C_RXFIFO_START_ADDR. (WO)

I2C_TX_UPDATE Write O or 1 to 12C_TX_UPDATE to update the value of I2C_TXFIFO_END_ADDR
and 12C_TXFIFO_START_ADDR. (WO)

I2C_SLAVE_RW_POINT The received data in 12C slave mode. (RO)

Register 17.19: 12C_DATA_REG (0x001C)
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17. 12C Controller

Register 17.20: 12C_INT_RAW_REG (0x0020)
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12C_RXFIFO_WM_INT_RAW The raw interrupt bit for 12C_RXFIFO_WM_INT interrupt. (RO)
I2C_TXFIFO_WM_INT_RAW The raw interrupt bit for I2C_TXFIFO_WM_INT interrupt. (RO)
I2C_RXFIFO_OVF_INT_RAW The raw interrupt bit for I2C_RXFIFO_OVF_INT interrupt. (RO)
I2C_END_DETECT_INT_RAW The raw interrupt bit for the I2C_END_DETECT_INT interrupt. (RO)

I2C_BYTE_TRANS_DONE_INT_RAW The raw interrupt bit for the I2C_END_DETECT_INT interrupt.
(RO)

I2C_ARBITRATION_LOST_INT_RAW The raw interrupt bit for the I2C_ARBITRATION_LOST_INT in-
terrupt. (RO)

12C_MST_TXFIFO_UDF_INT_RAW The raw interrupt bit for 2C_TRANS_COMPLETE_INT interrupt.
(RO)

I2C_TRANS_COMPLETE_INT_RAW The raw interrupt bit for the 12C_TRANS_COMPLETE_INT in-
terrupt. (RO)

I2C_TIME_OUT_INT_RAW The raw interrupt bit for the 12C_TIME_OUT_INT interrupt. (RO)

I2C_TRANS_START_INT_RAW The raw interrupt bit for the I2C_TRANS_START_INT interrupt. (RO)

I2C_NACK_INT_RAW The raw interrupt bit for I2C_SLAVE_STRETCH_INT interrupt. (RO)
I2C_TXFIFO_OVF_INT_RAW The raw interrupt bit for 2C_TXFIFO_OVF_INT interrupt. (RO)
12C_RXFIFO_UDF_INT_RAW The raw interrupt bit for 1I2C_RXFIFO_UDF_INT interrupt. (RO)
I2C_SCL_ST_TO_INT_RAW The raw interrupt bit for I2C_SCL_ST_TO_INT interrupt. (RO)

I2C_SCL_MAIN_ST_TO_INT_RAW The raw interrupt bit for I2C_SCL_MAIN_ST_TO_INT interrupt.
(RO)

I2C_DET_START_INT_RAW The raw interrupt bit for I2C_DET_START_INT interrupt. (RO)

I2C_SLAVE_STRETCH_INT_RAW The raw interrupt bit for I2C_SLAVE_STRETCH_INT interrupt.
(RO)

Espressif Systems 355 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

17. 12C Controller

Register 17.21: 12C_INT_CLR_REG (0x0024)
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I2C_RXFIFO_WM_INT_CLR Set this bit to clear 1I2C_RXFIFO_WM_INT interrupt. (WO)
I2C_TXFIFO_WM_INT_CLR Set this bit to clear I2C_TXFIFO_WM_INT interrupt. (WO)
I2C_RXFIFO_OVF_INT_CLR Set this bit to clear 12C_RXFIFO_OVF_INT interrupt. (WO)
I2C_END_DETECT_INT_CLR Set this bit to clear the I2C_END_DETECT_INT interrupt. (WO)

I2C_BYTE_TRANS_DONE_INT_CLR Set this bit to clear the I2C_END_DETECT_INT interrupt. (WO)

I2C_ARBITRATION_LOST_INT_CLR Set this bit to clear the I2C_ARBITRATION_LOST_INT inter-
rupt. (WO)

12C_MST_TXFIFO_UDF_INT_CLR Set this bit to clear 12C_TRANS_COMPLETE_INT interrupt. (WO)

I2C_TRANS_COMPLETE_INT_CLR Set this bit to clear the 2C_TRANS_COMPLETE_INT interrupt.
(WO)

I2C_TIME_OUT_INT_CLR Set this bit to clear the 12C_TIME_OUT_INT interrupt. (WO)
I2C_TRANS_START_INT_CLR Set this bit to clear the I2C_TRANS_START_INT interrupt. (WO)
I2C_NACK_INT_CLR Set this bit to clear 12C_SLAVE_STRETCH_INT interrupt. (WO)
I2C_TXFIFO_OVF_INT_CLR Set this bit to clear 2C_TXFIFO_OVF_INT interrupt. (WO)
I2C_RXFIFO_UDF_INT_CLR Set this bit to clear I2C_RXFIFO_UDF_INT interrupt. (WO)
I2C_SCL_ST_TO_INT_CLR Set this bit to clear I2C_SCL_ST_TO_INT interrupt. (WO)
I2C_SCL_MAIN_ST_TO_INT_CLR Set this bit to clear 12C_SCL_MAIN_ST_TO_INT interrupt. (WO)
I2C_DET_START_INT_CLR Set this bit to clear I2C_DET_START_INT interrupt. (WO)

I2C_SLAVE_STRETCH_INT_CLR Set this bit to clear I2C_SLAVE_STRETCH_INT interrupt. (WO)
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17. 12C Controller

Register 17.22: 12C_INT_ENA_REG (0x0028)
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I2C_RXFIFO_WM_INT_ENA The raw interrupt bit for I2C_RXFIFO_WM_INT interrupt. (R/W)
I2C_TXFIFO_WM_INT_ENA The raw interrupt bit for I2C_TXFIFO_WM_INT interrupt. (R/W)
I2C_RXFIFO_OVF_INT_ENA The raw interrupt bit for 12C_RXFIFO_OVF_INT interrupt. (R/W)
I2C_END_DETECT_INT_ENA The raw interrupt bit for the 1I2C_END_DETECT_INT interrupt. (R/W)

12C_BYTE_TRANS_DONE_INT_ENA The raw interrupt bit for the I2C_END_DETECT_INT interrupt.
R/W)

I2C_ARBITRATION_LOST_INT_ENA The raw interrupt bit for the 1I2C_ARBITRATION_LOST_INT in-
terrupt. (R/W)

I2C_MST_TXFIFO_UDF_INT_ENA The raw interrupt bit for I2C_TRANS_COMPLETE_INT interrupt.
(R/W)

I2C_TRANS_COMPLETE_INT_ENA The raw interrupt bit for the I2C_TRANS_COMPLETE_INT in-
terrupt. (R/W)

I2C_TIME_OUT_INT_ENA The raw interrupt bit for the I2C_TIME_OUT_INT interrupt. (R/W)

I2C_TRANS_START_INT_ENA The raw interrupt bit for the I2C_TRANS_START_INT interrupt. (R/W)

I2C_NACK_INT_ENA The raw interrupt bit for 12C_SLAVE_STRETCH_INT interrupt. (R/W)
I2C_TXFIFO_OVF_INT_ENA The raw interrupt bit for I2C_TXFIFO_OVF_INT interrupt. (R/W)
12C_RXFIFO_UDF_INT_ENA The raw interrupt bit for 1I2C_RXFIFO_UDF_INT interrupt. (R/W)
I2C_SCL_ST_TO_INT_ENA The raw interrupt bit for I2C_SCL_ST_TO_INT interrupt. (R/W)

12C_SCL_MAIN_ST_TO_INT_ENA The raw interrupt bit for 12C_SCL_MAIN_ST_TO_INT interrupt.
RW)

I2C_DET_START_INT_ENA The raw interrupt bit for I2C_DET_START_INT interrupt. (R/W)

12C_SLAVE_STRETCH_INT_ENA The raw interrupt bit for 12C_SLAVE_STRETCH_INT interrupt.
RW)
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17. 12C Controller

Register 17.23: 12C_INT_STATUS_REG (0x002C)
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I2C_RXFIFO_WM_INT_ST The masked interrupt status bit for 2C_RXFIFO_WM_INT interrupt. (RO)
I2C_TXFIFO_WM_INT_ST The masked interrupt status bit for I2C_TXFIFO_WM_INT interrupt. (RO)

12C_RXFIFO_OVF_INT_ST The masked interrupt status bit for I2C_RXFIFO_OVF_INT interrupt. (RO)

I2C_END_DETECT_INT_ST The masked interrupt status bit for the I2C_END_DETECT_INT interrupt.
(RO)

I2C_BYTE_TRANS_DONE_INT_ST The masked interrupt status bit for the 12C_END_DETECT_INT
interrupt. (RO)

I2C_ARBITRATION_LOST_INT_ST The masked interrupt status bit for the
I2C_ARBITRATION_LOST_INT interrupt. (RO)

I2C_MST_TXFIFO_UDF_INT_ST The masked interrupt status bit for I2C_TRANS_COMPLETE_INT
interrupt. (RO)

I2C_TRANS_COMPLETE_INT_ST The masked interrupt status bit for the
2C_TRANS_COMPLETE_INT interrupt. (RO)

I2C_TIME_OUT_INT_ST The masked interrupt status bit for the I2C_TIME_OUT_INT interrupt. (RO)

I2C_TRANS_START_INT_ST The masked interrupt status bit for the I2C_TRANS_START_INT inter-
rupt. (RO)

I2C_NACK_INT_ST The masked interrupt status bit for I2C_SLAVE_STRETCH_INT interrupt. (RO)

I2C_TXFIFO_OVF_INT_ST The masked interrupt status bit for I2C_TXFIFO_OVF_INT interrupt. (RO)

I2C_RXFIFO_UDF_INT_ST The masked interrupt status bit for 1I2C_RXFIFO_UDF_INT interrupt. (RO)

12C_SCL_ST_TO_INT_ST The masked interrupt status bit for I2C_SCL_ST_TO_INT interrupt. (RO)

I2C_SCL_MAIN_ST_TO_INT_ST The masked interrupt status bit for 12C_SCL_MAIN_ST_TO_INT in-
terrupt. (RO)

I2C_DET_START_INT_ST The masked interrupt status bit for 1I2C_DET_START_INT interrupt. (RO)
I2C_SLAVE_STRETCH_INT_ST The masked interrupt status bit for 12C_SLAVE_STRETCH_INT in-
terrupt. (RO)
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17. 12C Controller

Register 17.24: 12C_SCL_FILTER_CFG_REG (0x0050)
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12C_SCL_FILTER_THRES When a pulse on the SCL input has smaller width than this register value
in 12C module clock cycles, the 12C controller will ignore that pulse. (R/W)

I2C_SCL_FILTER_EN This is the filter enable bit for SCL. (R/W)

Register 17.25: 12C_SDA_FILTER_CFG_REG (0x0054)
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1I2C_SDA_FILTER_THRES When a pulse on the SDA input has smaller width than this register value
in 12C module clock cycles, the 12C controller will ignore that pulse. (R/W)

I2C_SDA_FILTER_EN This is the filter enable bit for SDA. (R/W)

Register 17.26: 12C_COMDO_REG (0x0058)
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I2C_COMMANDO This is the content of command 0. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the
ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMANDO_DONE When command 0 is done in I2C Master mode, this bit changes to high
level. (R/W)
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17. 12C Controller

Register 17.27: 12C_COMD1_REG (0x005C)
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I2C_COMMAND1 This is the content of command 1. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the

ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMAND1_DONE When command 1 is done in 12C Master mode, this bit changes to high

level. (R/W)
Register 17.28: 12C_COMD2_REG (0x0060)
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I2C_COMMAND2 This is the content of command 2. It consists of three parts: op_code is the

command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the

ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMAND2_DONE When command 2 is done in 12C Master mode, this bit changes to high
Level. (R/W)
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17. 12C Controller

Register 17.29: 12C_COMD3_REG (0x0064)
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I2C_COMMANDS This is the content of command 3. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the

ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMANDS3_DONE When command 3 is done in 12C Master mode, this bit changes to high

level. (R/W)
Register 17.30: 12C_COMD4_REG (0x0068)
&
§$
% ™
QO Q
@@ 5 @v%
X &2 &
&7 & &7
‘ 31 | 30 14 | 13 0‘
\ olo o 0o 0o 0o 000 0O OGOTG UOTOTO O 0x00 \Reset

I2C_COMMAND4 This is the content of command 4. It consists of three parts: op_code is the

command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the

ACK bit. See 12C cmd structure for more Information. (R/W)
12C_COMMAND4_DONE When command 4 is done in 12C Master mode, this bit changes to high
level. (R/W)
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17. 12C Controller

Register 17.31: 12C_COMD5_REG (0x006C)

¥
S
Q@ / Q@
S ol
N 5 N
90 %Q’é% 90

& @ &
‘ 31 30 14 | 13 0 ‘
‘ o/ o o o oo o 0o o o o o o o o oo 0x00 ‘Reset

I2C_COMMANDS5 This is the content of command 5. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the

ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMANDS5_DONE When command 5 is done in 12C Master mode, this bit changes to high

level. (R/W)
Register 17.32: 12C_COMD6_REG (0x0070)
&
e
o5 ¢
QO Q
@@ 5 @v%
X &2 &
&7 & &7
‘ 31 | 30 14 | 13 0‘
\ olo o 0o 0o 0o 000 0O OGOTG UOTOTO O 0x00 \Reset

I2C_COMMANDG6 This is the content of command 6. It consists of three parts: op_code is the

command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the

ACK bit. See 12C cmd structure for more Information. (R/W)
12C_COMMANDG6_DONE When command 6 is done in 12C Master mode, this bit changes to high
level. (R/W)
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17. 12C Controller

Register 17.33: 12C_COMD7_REG (0x0074)

¥
/\9 A
S S
90 %Q’é% 90
& @ &
‘ 31 | 30 14 | 13 0 ‘
‘ o/ o o o oo o 0o o o o o o o o oo 0x00 ‘Reset

I2C_COMMAND?7 This is the content of command 7. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the

ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMAND7_DONE When command 7 is done in 12C Master mode, this bit changes to high

level. (R/W)
Register 17.34: 12C_COMDS8_REG (0x0078)
&
e
o5 "
QO Q
@@ 5 @v%
X &2 &
&7 & &7
‘ 31 | 30 14 | 13 0‘
\ olo o 0o 0o 0o 000 0O OGOTG UOTOTO O 0x00 \Reset

I2C_COMMANDS8 This is the content of command 8. It consists of three parts: op_code is the

command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the

ACK bit. See 12C cmd structure for more Information. (R/W)
12C_COMMANDS8_DONE When command 8 is done in 12C Master mode, this bit changes to high
level. (R/W)
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17. 12C Controller

Register 17.35: 12C_COMD9_REG (0x007C)

éo
Q?O )
S &
90 %Q’é% 90
& @ &
‘ 31 | 30 14 | 13 0 ‘
[0Jo 0o 0 0 0o 0o 00o000000O0GO0GO0oO 0X00 |Reset

I2C_COMMAND9 This is the content of command 9. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the

ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMAND9_DONE When command 9 is done in 12C Master mode, this bit changes to high

level. (R/W)
Register 17.36: 12C_COMD10_REG (0x0080)
&
O%
§\Q/ §\Q
& 5 &~
X &2 &

&7 & &7
‘ 31 | 30 14 | 13 0 ‘
\ olo o o 0o 0o 000 0O O0OOTG OUOT OO O 0x00 \Reset

I12C_COMMAND10 This is the content of command 10. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the

ACK bit. See 12C cmd structure for more Information. (R/W)
12C_COMMAND10_DONE When command 10 is done in 12C Master mode, this bit changes to high
level. (R/W)
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17. 12C Controller

Register 17.37: 12C_COMD11_REG (0x0084)

¢
&
N7 N
S S
S ol
N\ N
o® @6\ O®
© & ©
& @ &
‘ 31 | 30 14 | 13 0 ‘
‘ o/jo o o o oo o 0o o000 0 0 0 0o o o 0x00 ‘Reset

12C_COMMAND11 This is the content of command 11. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the
ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMAND11_DONE When command 11 is done in I2C Master mode, this bit changes to high

level. (R/W)
Register 17.38: 12C_COMD12_REG (0x0088)
&
é
4 3
& &
@@?‘ N @@?‘
& &2 &
&7 & &7
‘ 31 | 30 14 | 13 0‘
\ olo o o 0o 0o 0o 00O0OOOTG GUOT OO O 0x00 \Reset

I2C_COMMAND12 This is the content of command 12. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the
ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMAND12_DONE When command 12 is done in I2C Master mode, this bit changes to high
level. (R/W)
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17. 12C Controller

Register 17.39: 12C_COMD13_REG (0x008C)

&
Q)?O )
S S
S ol
N 5 N
90 @Q’J\@ 90

& @ &
‘ 31 | 30 14 | 13 0 ‘
‘ o/jo o o o oo o 0o o000 0 0 0 0o o o 0x00 ‘Reset

I2C_COMMAND13 This is the content of command 13. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the
ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMAND13_DONE When command 13 is done in I2C Master mode, this bit changes to high

level. (R/W)
Register 17.40: 12C_COMD14_REG (0x0090)
&
é
S .
& &
@@?‘ N @@?‘
X <0 S
&7 & &7
‘ 31 | 30 14 | 13 0 ‘
\ olo o o 0o 0o 0o 00O0OOOTG GUOT OO O 0x00 \Reset

12C_COMMAND14 This is the content of command 14. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the
ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMAND14_DONE When command 14 is done in I2C Master mode, this bit changes to high
level. (R/W)
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17. 12C Controller

Register 17.41: 12C_COMD15_REG (0x0094)

¢
<>Oe
o7 N
S $
S ol
N 5 N
90 @Q’J\@ 90
& @ &
‘ 31 | 30 14 | 13 0 ‘
‘ o/jo o o o oo o 0o o000 0 0 0 0o o o 0x00 ‘Reset

I2C_COMMAND15 This is the content of command 15. It consists of three parts: op_code is the
command, 0: RSTART; 1: WRITE; 2: READ; 3: STOP; 4: END. byte_num represents the number
of bytes that need to be sent or received. ack_check_en, ack_exp and ack are used to control the
ACK bit. See 12C cmd structure for more Information. (R/W)

12C_COMMAND15_DONE When command 15 is done in I2C Master mode, this bit changes to high
level. (R/W)

Register 17.42: 12C_DATE_REG (0x00F8)

2
=~
&7

‘ 0x19052000 \ Reset

I2C_DATE This is the the version control register. (R/W)
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18. AES Accelerator

18. AES Accelerator

18.1 Introduction

ESP32-S2 integrates an Advanced Encryption Standard (AES) Accelerator, which is a hardware device that
speeds up AES Algorithm significantly, compared to AES algorithms implemented solely in software. The AES
Accelerator integrated in ESP32-S2 has two working modes, which are Typical AES and DMA-AES.

18.2 Features
The following functionality is supported:

e Typical AES working mode
— AES-128/AES-192/AES-256 encryption and decryption
— Four variations of key endianness and four variations of text endianness
¢ DMA-AES working mode
- Block mode
* ECB (Electronic Codebook)
* CBC (Cipher Block Chaining)
* OFB (Output Feedback)
* CTR (Counter)
* CFB8 (8-bit Cipher Feedback)
* CFB128 (128-bit Cipher Feedback)
- GCM (Galois/Counter Mode)

— Interrupt on completion of computation

18.3 Working Modes

The AES Accelerator integrated in ESP32-S2 has two working modes, which are Typical AES and
DMA-AES.

e Typical AES Working Mode: supports AES-128/AES-192/AES-256 encryption and decryption under NIST
FIPS 197. In this working mode, the plaintext and ciphertext is written and read via CPU directly.

¢ DMA-AES Working Mode: supports block cipher algorithms ECB/CBC/OFB/CTR/CFB8/CFB128 under
NIST SP 800-38A, and GCM mode of operation under NIST SP 800-38D. In this working mode, the
plaintext and ciphertext is written and read via crypto DMA. An interrupt will be generated when operation

completes.

Users can choose the working mode for AES accelerator by configuring the AES_DMA_ENABLE_REG register
according to Table 64 below.

Table 64: AES Accelerator Working Mode

AES_DMA_ENABLE_REG Working Mode ‘
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18. AES Accelerator

0 Typical AES
DMA-AES

For detailed introduction on these two working modes, please refer to Section 18.4 and Section 18.5
below.

Notice:

ESP32-S2’s Digital Signature and External Memory Manual Encryption modules also call the AES accelerator.
Therefore, users cannot access the AES accelerator when these modules are working.

18.4 Typical AES Working Mode

In the Typical AES working mode, the AES accelerator is capable of using cryptographic keys of 128, 192, and
256 bits to encrypt and decrypt data, i.e. AES-128/AES-192/AES-256 encryption and decryption. Users can
choose the operation type for AES accelerator working in Typical AES working mode by configuring the
AES_MODE_REG register according to Table 65 below.

Table 65: Operation Type under Typical AES Working Mode

AES_MODE_REG[2:0] Operation Type

AES-128 encryption
AES-192 encryption
AES-256 encryption
AES-128 decryption
AES-192 decryption
AES-256 decryption

Ol IN|=2|O

Users can check the working status of the AES accelerator by inquiring the AES_STATE_REG register and
comparing the return value against the Table 66 below.

Table 66: Working Status under Typical AES Working Mode

AES_STATE_REG Status Description
0 IDLE The AES accelerator is idle or completed operation.
1 WORK The AES accelerator is in the middle of an operation.

In the Typical AES working mode, the AES accelerator requires 11 ~ 15 clock cycles to encrypt a message block,
and 21 or 22 clock cycles to decrypt a message block.

18.4.1 Key, Plaintext, and Ciphertext
The encryption or decryption key is stored in AES_KEY_n_REG, which is a set of eight 32-bit registers.

e For AES-128 encryption/decryption, the 128-bit key is stored in AES_KEY_0_REG ~ AES_KEY_3_REG.
e For AES-192 encryption/decryption, the 192-bit key is stored in AES_KEY_0_REG ~ AES_KEY_5_REG.

e For AES-256 encryption/decryption, the 256-bit key is stored in AES_KEY_0_REG ~ AES_KEY_7_REG.
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18. AES Accelerator

The plaintext and ciphertext are stored in AES_TEXT_IN_m_REG and AES_TEXT_OUT_m_REG, which are two
sets of four 32-bit registers.

e For AES-128/AES-192/AES-256 encryption, the AES_TEXT_IN_m_REG registers are initialized with
plaintext. Then, the AES Accelerator stores the ciphertext into AES_TEXT_OUT_m_REG after operation.

e For AES-128/AES-192/AES-256 decryption, the AES_TEXT_IN_m_REG registers are initialized with
ciphertext. Then, the AES Accelerator stores the plaintext into AES_TEXT_OUT_m_REG after operation.

18.4.2 Endianness

Text Endianness

In Typical AES working mode, the AES Accelerator uses cryptograohic keys to encrypt and decrypt data in
blocks of 128 bits. The Bit 2 and Bit 3 of the AES_ENDIAN_REG register define the endianness of input text,

while the Bit 4 and Bit 5 define the endianness of output text. To be more specific, Bit 2 and Bit 4 control how the

four bytes are stored in each word, and Bit 3 and Bit 5 control how the four words are stored in each message

block.

Users can choose one of the four text endianness types provided by the AES Accelerator by configuring the
AES_ENDIAN_REG register. Details can been seen in Table 67.

Table 67: Text Endianness Types for Typical AES

Word Endian Controlling

Byte Endian Controlling

s - Plaintext/Ciphertext2
State! °
0 1 2 3
0 AES_TEXT_x_3_REG[31:24] AES_TEXT_x_2_REG[31:24] AES_TEXT_x_1_REG[31:24] AES_TEXT_x_0_REG[31:24]
0 ° 1 AES_TEXT_x_3_REG[23:16] AES_TEXT_x_2_REG[23:16] AES_TEXT_x_1_REG[23:16] AES_TEXT_x_0_REG[23:16]
2 AES_TEXT_x_3_REG[15:8] AES_TEXT_x_2_REG[15:8] AES_TEXT_x_1_REG[15:8] AES_TEXT_x_0_REG[15:8]
3 AES_TEXT_x_3_REG[7:0] AES_TEXT_x_2_REG[7:0] AES_TEXT_x_1_REG[7:0] AES_TEXT_x_0_REG[7:0]
State i
0 1 2 3
o 1 0 AES_TEXT_x_3_REG[7:0] AES_TEXT_x_2_REG[7:0] AES_TEXT_x_1_REG[7:0] AES_TEXT_x_0_REG[7:0]
1 AES_TEXT_x_3_REG[15:8] AES_TEXT_x_2_REG[15:8] AES_TEXT_x_1_REG[15:8] AES_TEXT_x_0_REG[15:8]
2 AES_TEXT_x_3_REG[23:16] AES_TEXT_x_2_REG[23:16] AES_TEXT_x_1_REG[23:16] AES_TEXT_x_0_REG[23:16]
3 AES_TEXT_x_3_REG[31:24] AES_TEXT_x_2_REG[31:24] AES_TEXT_x_1_REG[31:24] AES_TEXT_x_0_REG[31:24]
State e
0 1 2 3
] o 0 AES_TEXT_x_0_REG[31:24] AES_TEXT_x_1_REG[31:24] AES_TEXT_x_2_REG[31:24] AES_TEXT_x_3_REG[31:24]
1 AES_TEXT_x_0_REG[23:16] AES_TEXT_x_1_REG[23:16] AES_TEXT_x_2_REG[23:16] AES_TEXT_x_3_REG[23:16]
2 AES_TEXT_x_0_REG[15:8] AES_TEXT_x_1_REG[15:8] AES_TEXT_x_2_REG[15:8] AES_TEXT_x_3_REG[15:8]
3 AES_TEXT_x_0_REG[7:0] AES_TEXT_x_1_REG[7:0] AES_TEXT_x_2_REG[7:0] AES_TEXT_x_3_REG[7:0]
State °
0 1 2 3
1 ] 0 AES_TEXT_x_0_REG[7:0] AES_TEXT_x_1_REG[7:0] AES_TEXT_x_2_REG[7:0] AES_TEXT_x_3_REG[7:0]
1 AES_TEXT_x_0_REG[15:8] AES_TEXT_x_1_REG[15:8] AES_TEXT_x_2_REG[15:8] AES_TEXT_x_3_REG[15:8]
2 AES_TEXT_x_0_REG[23:16] AES_TEXT_x_1_REG[23:16] AES_TEXT_x_2_REG[23:16] AES_TEXT_x_3_REG[23:16]
3 AES_TEXT_x_0_REG[31:24] AES_TEXT_x_1_REG[31:24] AES_TEXT_x_2_REG[31:24] AES_TEXT_x_3_REG[31:24]
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18. AES Accelerator

Note:
1. The definition of “State” is described in Section 3.4 The State in NIST FIPS 197.
2. Where,
¢ When x = IN, the Word Endian and Byte Endian controlling bits of AES_TEXT_IN_m_REG are the Bit 2 and
Bit 3 of AES_ENDIAN_REG, respectively;
e When x = OUT, the Word Endian and Byte Endian controlling bits of AES_TEXT_OUT_m_REG are the Bit 4
and Bit 5 of AES_ENDIAN_REG, respectively.

Key Endianness
In Typical AES working mode, Bit O and bit 1 in AES_ENDIAN_REG define the key endianness.

Users can choose one of the four key endianness types provided by the AES accelerator by configuring the
AES_ENDIAN_REG register. Details can been seen in Table 68, Table 69, and Table 70.
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Table 68: Key Endianness Types for AES-128 Encryption and Decryption

AES_ENDIAN_REG[1]

AES_ENDIAN_REG[0]

Bit2

w[0]

wi]

wi2]

wa)t

[31:24]

AES_KEY_3_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_0_REG[31:24]

[23:16]

AES_KEY_3_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_0_REG[23:16]

[15:8]

AES_KEY_3_REG[15:8]

AES_KEY_2_REG[15:8]

AES_KEY_1_REG([15:8]

AES_KEY_0_REG[15:8]

[7:0]

AES_KEY_3_REG[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_1_REG[7:0]

AES_KEY_0_REG[7:0]

[31:24]

AES_KEY_3_REG[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_1_REGI7:0]

AES_KEY_0_REG[7:0]

[23:16]

AES_KEY_3_REG[16:8]

AES_KEY_2_REG[15:8]

AES_KEY_1_REG[15:8]

AES_KEY_0_REG[15:8]

[15:8]

AES_KEY_3_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_0_REG[23:16]

[7:0]

AES_KEY_3_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_0_REG(31:24]

[31:24]

AES_KEY_0_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_3_REG[31:24]

[23:16]

AES_KEY_0_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_3_REG[23:16]

[15:8]

AES_KEY_0_REG[15:8]

AES_KEY_1_REG[15:8]

AES_KEY_2_REG[15:8]

AES_KEY_3_REG[15:8]

[7:0]

AES_KEY_0_REG[7:0]

AES_KEY_1_REG[7:0]

AES_KEY_2_REGI7:0]

AES_KEY_3_REG[7:0]

[31:24]

AES_KEY_0_REG[7:0]

AES_KEY_1_REG[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_3_REG[7:0]

123:16]

AES_KEY_0_REG[15:8]

AES_KEY_1_REG[15:8]

AES_KEY_2_REG[15:8]

AES_KEY_3_REG[15:8]

[15:8]

AES_KEY_0_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_3_REC[23:16]

[7:0]

AES_KEY_0_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_3_REG[31:24]

Note:

1. w[0] ~ w[3] are “the first Nk words of the expanded key” as specified in Section 5.2 Key Expansion in NIST FIPS 197.

2. “Column Bit” specifies the bytes of each word stored in w[0] ~ w[3].

Table 69: Key Endianness Types for AES-192 Encryption and Decryption

AES_ENDIAN_REG[1]

AES_ENDIAN_REG(0]

Bit2

wo]

w[1]

wi2]

w(a]

wi4l

wis]!

[31:24]

AES_KEY_5_REG[31:24]

AES_KEY_4_REG[31:24]

AES_KEY_3_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_0_REG(31:24]

[23:16]

AES_KEY_5_REG[23:16]

AES_KEY_4_REG[23:16]

AES_KEY_3_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_0_REG[23:16]

[15:8]

AES_KEY_5_REG[15:8]

AES_KEY_4_REG[15:8]

AES_KEY_3_REG[15:8]

AES_KEY_2_REG[15:8]

AES_KEY_1_REG[15:8]

AES_KEY_0_REG[15:8]

[7:0]

AES_KEY_5_REG[7:0]

AES_KEY_4_REG[7:0]

AES_KEY_3_REG[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_1_REG[7:0]

AES_KEY_0_REG[7:0]

[31:24]

AES_KEY_5_REGI7:0]

AES_KEY_4_REG[7:0]

AES_KEY_3_REG[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_1_REG[7:0]

AES_KEY_0_REG[7:0]

[23:16]

AES_KEY_5_REG[15:8]

AES_KEY_4_REG[15:8]

AES_KEY_3_REG[15:8]

AES_KEY_2_REG[15:8]

AES_KEY_1_REG[15:8]

AES_KEY_0_REG[15:8]

[15:8]

AES_KEY_5_REG[23:16]

AES_KEY_4_REG[23:16]

AES_KEY_3_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_0_REG[23:16]

[7:0]

AES_KEY_5_REG[31:24]

AES_KEY_4_REG[31:24]

AES_KEY_3_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_0_REG[31:24]

[31:24]

AES_KEY_0_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_3_REG[31:24]

AES_KEY_4_REG[31:24]

AES_KEY_5_REG[31:24]

[23:16]

AES_KEY_0_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_3_REG[23:16]

AES_KEY_4_REG[23:16]

AES_KEY_5_REG[23:16]

[15:8]

AES_KEY_0_REG[15:8]

AES_KEY_1_REG[15:8]

AES_KEY_2_REG[15:8]

AES_KEY_3_REG[15:8]

AES_KEY_4_REG[16:8]

AES_KEY_5_REG[16:8]

[7:0]

AES_KEY_0_REG[7:0]

AES_KEY_1_REG[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_3_REG[7:0]

AES_KEY_4_REG[7:0]

AES_KEY_5_REG[7:0]

[31:24]

AES_KEY_0_REG[7:0]

AES_KEY_1_REG[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_3_REG[7:0]

AES_KEY_4_REG[7:0]

AES_KEY_5_REG[7:0]

[23:16]

AES_KEY_0_REG[15:8]

AES_KEY_1_REG[15:8]

AES_KEY_2_REG[15:8]

AES_KEY_3_REG[15:8]

AES_KEY_4_REG[15:8]

AES_KEY_5_REG[15:8]

[15:8]

AES_KEY_0_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_3_REG[23:16]

AES_KEY_4_REG[23:16]

AES_KEY_5_REG[23:16]

[7:0]

AES_KEY_0_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_3_REG[31:24]

AES_KEY_4_REG[31:24]

AES_KEY_5_REG[31:24]

Note:

1. w[0] ~ w[5] are “the first Nk words of the expanded key” as specified in Chapter 5.2 Key Expansion in NIST FIPS 197.

2. “Column Bit” specifies the bytes of each word stored in w[0] ~ w[5].
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Table 70: Key Endianness Types for AES-256 Encryption and Decryption

AES_ENDIAN_REG[1]

AES_ENDIAN_REGI[0]

Bit2

w[0]

w]

wi2]

w(3]

wi4]

w[5]

w[6]

w7t

[31:24]

AES_KEY_7_REG[31:24]

AES_KEY_6_REG[31:24]

AES_KEY_5_REG[31:24]

AES_KEY_4_REG[31:24]

AES_KEY_3_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_0_REG[31:24]

[23:16]

AES_KEY_7_REG[23:16]

AES_KEY_6_REG[23:16]

AES_KEY_5_REG[23:16]

AES_KEY_4_REG[23:16]

AES_KEY_3_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_0_REG[23:16]

[15:8]

AES_KEY_7_REG([15:8]

AES_KEY_6_REG([15:8]

AES_KEY_5_REG[15:8]

AES_KEY_4_REG[15:8]

AES_KEY_3_REG[15:8]

AES_KEY_2_REG[15:8]

AES_KEY_1_REG[15:8]

AES_KEY_0_REG[15:8]

[7:0]

AES_KEY_7_REG[7:0]

AES_KEY_6_REG[7:0]

AES_KEY_5_REG[7:0]

AES_KEY_4_REG[7:0]

AES_KEY_3_REG[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_1_REG[7:0]

AES_KEY_0_REG[7:0]

[31:24]

AES_KEY_7_REG([7:0]

AES_KEY_6_REG[7:0]

AES_KEY_5_REG[7:0]

AES_KEY_4_REG[7:0]

AES_KEY_3_REG[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_1_REG[7:0]

AES_KEY_0_REG[7:0]

[23:16]

AES_KEY_7_REG[15:8]

AES_KEY_6_REG[15:8]

AES_KEY_5_REG[15:8]

AES_KEY_4_REG[15:8]

AES_KEY_3_REG[15:8]

AES_KEY_2_REG[16:8]

AES_KEY_1_REG[16:8]

AES_KEY_0_REG[16:8]

[15:8]

AES_KEY_7_REG[23:16]

AES_KEY_6_REG[23:16]

AES_KEY_5_REG[23:16]

AES_KEY_4_REG[23:16]

AES_KEY_3_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_0_REG[23:16]

[7:0]

AES_KEY_7_REG[31:24]

AES_KEY_6_REG[31:24]

AES_KEY_5_REG[31:24]

AES_KEY_4_REG[31:24]

AES_KEY_3_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_1_REG([31:24]

AES_KEY_0_REG[31:24]

[31:24]

AES_KEY_0_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_3_REG[31:24]

AES_KEY_4_REG[31:24]

AES_KEY_5_REG[31:24]

AES_KEY_6_REG([31:24]

AES_KEY_7_REG[31:24]

[23:16]

AES_KEY_0_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_3_REG[23:16]

AES_KEY_4_REG[23:16]

AES_KEY_5_REG[23:16]

AES_KEY_6_REG[23:16]

AES_KEY_7_REG[23:16]

[15:8]

AES_KEY_0_REG[15:8]

AES_KEY_1_REG[15:8]

AES_KEY_2_REG[15:8]

AES_KEY_3_REG[15:8]

AES_KEY_4_REG[15:8]

AES_KEY_5_REG[15:8]

AES_KEY_6_REG[15:8]

AES_KEY_7_REG[15:8]

[7:0]

AES_KEY_0_REGI7:0]

AES_KEY_1_REG[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_3_REG[7:0]

AES_KEY_4_REG[7:0]

AES_KEY_5_REG[7:0]

AES_KEY_6_REG[7:0]

AES_KEY_7_REG[7:0]

[31:24]

AES_KEY_0_REGI7:0]

AES_KEY_1_REGI[7:0]

AES_KEY_2_REG[7:0]

AES_KEY_3_REG[7:0]

AES_KEY_4_REG[7:0]

AES_KEY_5_REG[7:0]

AES_KEY_6_REG[7:0]

AES_KEY_7_REG[7:0]

[23:16]

AES_KEY_0_REG[15:8]

AES_KEY_1_REG[15:8]

AES_KEY_2_REC[15:8]

AES_KEY_3_REC[15:8]

AES_KEY_4_REG[15:8]

AES_KEY_5_REG[15:8]

AES_KEY_6_REG[15:8]

AES_KEY_7_REG[15:8]

[15:8]

AES_KEY_O_REG[23:16]

AES_KEY_1_REG[23:16]

AES_KEY_2_REG[23:16]

AES_KEY_3_REG[23:16]

AES_KEY_4_REG[23:16]

AES_KEY_5_REG[23:16]

AES_KEY_6_REG[23:16]

AES_KEY_7_REG[23:16]

[7:0]

AES_KEY_0_REG[31:24]

AES_KEY_1_REG[31:24]

AES_KEY_2_REG[31:24]

AES_KEY_3_REG[31:24]

AES_KEY_4_REG[31:24]

AES_KEY_5_REG[31:24]

AES_KEY_6_REG[31:24]

AES_KEY_7_REG[31:24]

Note:

1. w[0] ~ w[7] are “the first Nk words of the expanded key” as specified in Chapter 5.2 Key Expansion in NIST FIPS 197.

2. “Column Bit” specifies the bytes of each word stored in w[0] ~ w[7].
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18. AES Accelerator

18.4.3 Operation Process
Single Operation

1.
2,
3.
4,

5.

Write O to the AES_DMA_ENABLE_REG register.
Initialize registers AES_MODE_REG, AES_KEY_n_REG, AES_TEXT_IN_m_REG, and AES_ENDIAN_REG.
Start operation by writing 1 to the AES_TRIGGER_REG register.

Wait till the content of the AES_STATE_REG register becomes 0O, which indicates the operation is
completed.

Read results from the AES_TEXT_OUT_m_REG register.

Consecutive Operations

In consecutive operations, primarily the input AES_TEXT_IN_m_REG and output AES_TEXT_OUT_m_REG

registers are being written and read, while the content of AES_DMA_ENABLE_REG, AES_MODE_REG,
AES_KEY_n_REG, and AES_ENDIAN_REG is kept unchanged. Therefore, the initialization can be simplified
during the consecutive operation.

1.

2.

Write 0 to the AES_DMA_ENABLE_REG register before starting the first operation.

Initialize registers AES_MODE_REG, AES_KEY_n_REG, and AES_ENDIAN_REG before starting the first
operation.

Update the content of AES_TEXT_IN_m_REG.
Start operation by writing 1 to the AES_TRIGGER_REG register.
Wait till the content of the AES_STATE_REG register becomes 0O, which indicates the operation completes.

Read results from the AES_TEXT_OUT_m_REG register, and return to Step 3 to continue the next
operation.
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18. AES Accelerator

18.5 DMA-AES Working Mode

In the DMA-AES working mode, the AES accelerator supports six block operation including
ECB/CBC/OFB/CTR

/CFB8/CFB128 as well as GCM operation. Users can choose the operation type for AES accelerator working in
the DMA-AES working mode by configuring the AES_BLOCK_MODE_REG register according to Table 71
below.

Table 71: Operation Type under DMA-AES Working Mode

AES_BLOCK_MODE_REG[2:0] Operation Type

ECB (Electronic Codebook)

CBC (Cipher Block Chaining)

OFB (Output Feedback)

CTR (Counter)

CFBS8 (8-bit Cipher Feedback)
CFB128 (128-bit Cipher Feedback)
GCM (Galois/Counter Mode)

Ol || IN|=2]O

Users can check the working status of the AES accelerator by inquiring the AES_STATE_REG register and
comparing the return value against the Table 72 below.

Table 72: Working Status under DMA-AES Working mode

AES_STATE_REG Status Description

0 IDLE The AES accelerator is idle.

1 WORK The AES accelerator is in the middle of an operation.
2 DONE The AES accelerator completed operations.

When working in the DMA-AES working mode, the AES accelerator supports interrupt on the completion of
computation. To enable this function, write 1 to the AES_INT_ENA_REG register. By default, the interrupt
function is enabled. Also, note that the interrupt should be cleared by software after use.

18.5.1 Key, Plaintext, and Cipertext
Block Operation

During the block operations, the AES Accelerator reads source data (in_stream) from DMA, and write result data
(out_stream) to DMA as well, after the computation.

e For encryption, DMA reads plaintext from memory, then passes it to AES as source data. After
computation, AES passes ciphertext as result data back to DMA to write into memory.

e For decryption, DMA reads ciphertext from memory, then passes it to AES as source data. After
computation, AES passes plaintext as result data back to DMA to write into memory.

During block operations, the lengths of the source data and result data are the same. The total computation time
is reduced because the DMA data operation and AES computation can happen concurrently.

The length of source data for AES Accelerator under DMA-AES working mode must be 128 bits or the integral
multiples of 128 bits. Otherwise, trailing zeros will be added to the original source data, so the length of source
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18. AES Accelerator

data equals to the nearest integral multiples of 128 bits. Please see details in Table 73 below.

Table 73: TEXT-PADDING

Function : TEXT-PADDING()
Input : X, bit string.
Output :Y = TEXT-PADDING(X), whose length is the nearest integral multiples of 128 bits.

Steps

Let us assume that X is a data-stream that can be split into n parts as following:

X =Xal| Xol| - ([ Xn-1][Xn

Here, the lengths of X1, X,,---, X,,—1 all equal to 128 bits, and the length of X,, is t
(O<=t<=127).

If t =0, then
TEXT-PADDING(X) = X;

If0 <t <= 127, define a 128-bit block, X, and let X = X,,||012%~, then
TEXT-PADDING(X) = X || Xa|[ - - - || X1 ]| X ;s = X[|0128

18.5.2 Endianness
Under the DMA-AES working mode, the transmission of source data and result data for AES Accelerator is solely
controlled by DMA. Therefore, the AES Accelerator cannot control the Endianness of the source data and result

data, but does have requirement on how these data should be stored in memory and on the length of the
data.

For example, let us assume DMA needs to write the following data into memory at address 0x0280.
e Data represented in hexadecimal:
- 0102030405060708090A0BOCODOEOF101112131415161718191A1B1C1D1E1F20
e Data Length:
- Equals to 2 blocks.

Then, this data will be stored in memory as shown in Table 74 below.

Table 74: Text Endianness for DMA-AES

Address Byte Address Byte Address Byte Address Byte

0x0280 0x01 0x0281 0x02 0x0282 0x03 0x0283 0x04
0x0284 0x05 0x0285 0x06 0x0286 0ox07 0x0287 0x08
0x0288 0x09 0x0289 Ox0A Ox028A 0x0B 0x028B 0x0C
0x028C 0x0D 0x028D OxOE Ox028E OxOF 0x028F 0x10
0x0290 Ox11 0x0291 Ox12 0x0292 0x13 0x0293 Ox14
0x0294 0x15 0x0295 0x16 0x0296 ox17 0x0297 0x18
0x0298 0x19 0x0299 Ox1A O0x029A 0x1B 0x029B 0x1C
0x029C 0x1D 0x029D Ox1E 0x029E Ox1F Ox029F 0x20

DMA can access both internal memory and PSRAM outside ESP32-S2. When you use DMA to access external
PSRAM, please use base addresses that meet the requirements for DMA. When you use DMA to access internal
memory, base addresses do not have such requirements.
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18. AES Accelerator

18.5.3 Standard Incrementing Function

AES accelerator provides two Standard Incrementing Functions for the CTR block operation, which are INC3,
and INC 25 Standard Incrementing Functions. By setting the AES_INC_SEL_REG register to 0 or 1, users can
choose the INC3, or INCy5g functions respectively. For details on the Standard Incrementing Function, please see
Chapter B.1 The Standard Incrementing Function in NIST SP 800-38A.

18.5.4 Block Number

Register AES_BLOCK_NUM_REG stores the Block Number of plaintext P or cipertext C. The length of this
register equals to length(TEXT-PADDING(P))/128 or length(TEXT-PADDING(C))/128. The AES Accelerator only
uses this register when working in the DMA-AES mode.

18.5.5 Initialization Vector

AES_IV_MEM is a 16-byte memory, which is only available for AES Accelerator working in block operations. For
CBC/OFB/CFB8/CFB128 operations, the AES_IV_MEM memory stores the Initialization Vector (IV). For the CTR
operation, the AES_IV_MEM memory stores the Initial Counter Block (ICB).

Both IV and ICB are 128-bit strings, which can be divided into ByteO, Byte1, Byte2 - - - Byte15 (from left to right).
AES_IV_MEM stores data following the Endianness pattern presented in Table 74, i.e. the most significant (i.e.,
left-most) byte ByteO is stored at the lowest address while the least significant (i.e., right-most) byte Byte15 at the
highest address.

For more details on IV and ICB, please refer to NIST SP 800-38A.

18.5.6 Block Operation Process
1. Write O to the CRYPTO_DMA_AES_SHA_SELECT_REG register.

2. Configure Crypto DMA chained list and start DMA.
3. Initialize the AES accelerator-related registers:

¢ Write 1 to the AES_DMA_ENABLE_REG register.

Configure the AES_INT_ENA_REG register to enable or disable the interrupt function.

Initialize registers AES_MODE_REG, AES_KEY_n_REG, and AES_ENDIAN_REG.

Select operation type by configuring the AES_BLOCK_MODE_REG register. For details, see Table 71.

Initialize the AES_BLOCK_NUM_REG register. For details, see Section 18.5.4.

Initialize the AES_INC_SEL_REG register (only needed when AES Accelerator is working under CTR
block operation).

Initialize the AES_IV_MEM memory (only needed when AES Accelerator is working under ECB block
operation).

4. Start operation by writing 1 to the AES_TRIGGER_REG register.

5. Wait for the completion of computation, which happens when the content of AES_STATE_REG becomes 2
or the AES interrupt occurs.

6. Check if DMA completes data transmission from AES to memory. At this time, DMA had already written the
result data in memory, which can be accessed directly.
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7.

8.

Clear interrupt by writing 1 to the AES_INT_CLR_REG register, if any AES interrupt occured during the
computation.

Release the AES Accelerator by writing O to the AES_DMA_EXIT_REG register. After this, the content of the
AES_STATE_REG register becomes 0. Note that, you can release DMA earlier, but only after Step 5 is
completed.

18.5.7 GCM Operation Process

1.

Write O to the CRYPTO_DMA_AES_SHA_SELECT_REG register.

2. Configure Crypto DMA chained list and start DMA.
3. Initialize the AES accelerator-related registers:
e Write 1 to the AES_DMA_ENABLE_REG register.
e Configure the AES_INT_ENA_REG register to enable or disable the interrupt function.
¢ |nitialize registers AES_MODE_REG and AES_KEY_n_REG AES_ENDIAN_REG.
e Write 6 to the AES_BLOCK_MODE_REG register.
¢ |nitialize the AES_BLOCK_NUM_REG register. Details about this register are described in Section
18.5.4.
¢ |nitialize the AES_AAD_BLOCK_NUM_REG register. Details about this register are described in
Section 18.6.4.
¢ |nitialize the AES_REMAINDER_BIT_NUM_REG register. Details about this register is described in
Section 18.6.5.

4. Start operation by writing 1 to the AES_TRIGGER_REG register.

5. Wait for the completion of computation, which happens when the content of AES_STATE_REG becomes 2.
For details on the working status of AES Accelerator, please refer to Table 72. At this step, no interrupt
occurs.

6. Obtain the H value from the AES_H_MEM memory.

7. Generate Jy and write it to the AES_JO_MEM memory.

8. Continue operating by writing 1 to the AES_CONTINUE_REG register.

9. Wait for the completion of computation, which happens when the content of AES_STATE_REG becomes 2
or the AES interrupt occurs. For details on the working status of AES Accelerator, please refer to Table 72.

10. Obtain Ty by reading AES_TO_MEM, which is already ready at this step.

11. Check if DMA completes data transmission from AES to memory. At this time, DMA had already written the
result data in memory, which can be accessed directly.

12. Clear interrupt by writting 1 to the AES_INT_CLR_REG register, if any AES interrupt occured during the
computation.

13. Exit DMA by writing 1 to the AES_DMA_EXIT_REG register. After this, the content of the AES_STATE_REG
becomes 0. Note that, you can exit DMA earlier, but only after Step 9 is completed.
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18.6 GCM Algorithm

ESP32-S2's AES accelerator fully supports GCM Algorithm. In reality, the AAD, C and P that are longer than
232-1 pits are seldom used. Therefore, we specify that the length of AAD, C and P should be no longer than
2321 here. Figure 18-1 below demonstrates how GCM encryption is implemented in the AES Accelerator of

ESP32-S2.

Figure 18-1. GCM Encryption Process

GCM encryption can be implemented as follows:

1. Hardware executes the ECB Algorithm to obtain the Hash subkey H, which is needed in the Hash
computation.

2. Hardware executes the GHASH Algorithm to perform Hash computation with the padded AAD.

3. Hardware gets ready for CTR encryption by obtaining the result of applying Standard Incrementing
Function INC3s to Jj.

4. Hardware executes the GCTR Algorithm to encrypt the padded plaintext P, then executes the GHASH
Algorithm to perform Hash computation on the padded cipertext C.

5. Hardware executes the GHASH Algorithm to perform Hash computation on AAD Blocks, obtaining a
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18. AES Accelerator

128-bit Hash result.
6. Hardware executes the GCTR Algorithm to encrypt Jy, obtaining Tj.

7. Software obtains the result Tj from hardware, and execute MSB,; Algorithm to obtain the final result
Authenticated Tag T'.

The only difference between GCM decryption and GCM encryption lies in Step 4 in Figure 18-1. To be more
specific, instead of executing GCTR Algorithm to encrypt the padded plaintext, the AES Accelerator executes the
same Algorithm to decrypt the padded cipertext in GCM decryption. For details, please see NIST SP

800-38D.

18.6.1 Hash Subkey

During GCM operation, the Hash subkey H is a 128-bit value computed by hardware, which is demonstrated in
Step 1 in Figure 18-1. Also you can find more information about Hash subkey at “Step 1. Let H = CIPH(0128)”
in Chapter 7 GCM Specification of NIST SP 800-38D.

Just like all other Endianness, the Hash subkey H is stored in the AES_H_MEM memory with its most significant
(i.e., left-most) byte ByteO stored at the lowest address and least significant (i.e., right-most) byte Byte15 at the
highest address. For details, see Table 74.

18.6.2 J,

The Jy is a 128-bit value computed by hardware, which is required during Step 3 and Step 6 of the GCM
process in Figure 18-1. For details on the generation of Jy, please see Chapter 7 GCM Specification in NIST SP
800-38D Specification.

The Jj is stored in the AES_JO_MEM memory as Endianness. Just like all other Endianness, its most significant
(i.e., left-most) byte Byte0 is stored at the lowest address in the memory while least significant (i.e., right-most)
byte Byte15 at the highest address. For details, see Table 74.

18.6.3 Authenticated Tag
Authenticated Tag (Tag for short) is one of the key results of GCM computation, which is demonstrated in Step 7
of Figure 18-1. The value of Tag is determined by the length of Authenticated Tag ¢t (1 <=t <= 128):

e When ¢t = 128, the value of Tag equals to Ty, a 128-bit string that is stored in the AES_TO_MEM as
Endianness. Just like all other Endianness, its most significant (i.e., left-most) byte ByteO is stored at the
lowest address in the memory while least significant (i.e., right-most) byte Byte15 at the highest address.
For details, see Table 74.

e When 1 <=t < 128, the value of Tag equals to the ¢ most significant (i.e., left-most) bits of Tj. In this case,
Tag is represented as MSB;(T}), which returns the ¢t most significant bits of Ty. For example,
MSB4(111011010) = 1110 and MSB5(11010011010) = 11010. For details on the MSB,( ) function, please
refer to Chapter 6 Mathematical Components of GCM in the NIST SP 800-38D specification.

18.6.4 AAD Block Number

Register AES_AAD_BLOCK_NUM_REG stores the Block Number of Additional Authenticated Data (AAD). The
length of this register equals to length(TEXT-PADDING(A A D))/128. AES Accelerator only uses this register when
working in the DMA-AES mode.
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18.6.5 Remainder Bit Number

Register AES_REMAINDER_BIT_NUM_REG stores the Remainder Bit Number, which indicates the number of
effective bits of incomplete blocks in plaintext/cipertext. The value stored in this register equals to length(P)%128
or length(C)%128. AES Accelerator only uses this register when working in the DMA-AES mode.

Register AES_REMAINDER_BIT_NUM_REG does not affect the results of plaintext or cipertext, but does impact
the value of T}, therefore the Tag value too.

The GCM Algorithm can be viewed as the combination of GCTR operation and GHASH operation, among which,
the GCTR performs the encryption and decryption, while the GHASH sloves the Tag.

Note that the AES_REMAINDER_BIT_NUM_REG register is only effective for GCM encryption. To be more
specific:

e For GCM encryption, the Hardware firstly computes C, then passes it in the form of TEXT-PADDING(C) as
the input of GHASH operation. In this case, hardware determines how many trailing “0” should be added
based on the content of AES_REMAINDER_BIT_NUM_REG.

e For GCM decrpytion, the padding is completed with the TEXT-PADDING(C) function. In this case, the
AES_REMAINDER_BIT_NUM_REG register is not effective.

18.7 Base Address
Users can access AES with two base addresses, which can be seen in Table 75. For more information about
accessing peripherals from different buses please see Chapter 1 System and Memory.

Table 75: AES Accelerator Base Address

Bus to Access Peripheral Base Address
PeriBUS Ox3F43A000
PeriBUS2 0x6003A000

18.8 Memory Summary
Both the starting address and ending address in the following table are relative to AES base addresses provided
in Section 18.7.

Name Description Length Starting Address | Ending Address | Access
AES_IV_MEM Memory IV 16 bytes 0x0050 Ox005F R/W
AES_H_MEM Memory H 16 bytes 0x0060 Ox006F RO
AES_JO_MEM Memory JO 16 bytes 0x0070 Ox007F R/W
AES_TO_MEM Memory TO 16 bytes 0x0080 Ox008F RO
18.9 Register Summary
The addresses in the following table are relative to AES base addresses provided in Section 18.7.
Name ‘ Description Address Access
Key Registers
AES_KEY_0_REG AES key register O 0x0000 R/W
AES_KEY_1_REG AES key register 1 0x0004 R/W
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Name Description Address Access
AES_KEY_2_REG AES key register 2 0x0008 R/W
AES_KEY_3_REG AES key register 3 0x000C R/W
AES_KEY_4_REG AES key register 4 0x0010 R/W
AES_KEY_5_REG AES key register 5 0x0014 R/W
AES_KEY_6_REG AES key register 6 0x0018 R/W
AES_KEY_7_REG AES key register 7 0x001C R/W
TEXT_IN Registers
AES_TEXT_IN_O_REG Source data register O 0x0020 R/W
AES_TEXT_IN_1_REG Source data register 1 0x0024 R/W
AES_TEXT_IN_2_REG Source data register 2 0x0028 R/W
AES_TEXT_IN_3_REG Source data register 3 0x002C R/W
TEXT_OUT Registers
AES_TEXT_OUT_0_REG Result data register O 0x0030 RO
AES_TEXT_OUT_1_REG Result data register 1 0x0034 RO
AES_TEXT_OUT_2_REG Result data register 2 0x0038 RO
AES_TEXT_OUT_3_REG Result data register 3 0x003C RO
Configuration Registers
AES_MODE_REG AES working mode configuration register 0x0040 R/W
AES_ENDIAN_REG Endian configuration register 0x0044 R/W
AES_DMA_ENABLE_REG DMA enable register 0x0090 R/W
AES_BLOCK_MODE_REG Block operation type register 0x0094 R/W
AES_BLOCK_NUM_REG Block number configuration register 0x0098 R/W
AES_INC_SEL_REG Standard incrementing function register 0x009C R/W
AES_AAD_BLOCK_NUM_REG AAD block number configuration register 0x00A0 R/W
AES_REMAINDER_BIT_NUM_REG | Remainder bit number of plaintext/ciphertext | Ox00A4 R/W
Controlling / Status Registers
AES_TRIGGER_REG Operation start controlling register 0x0048 WO
AES_STATE_REG Operation status register 0x004C RO
AES_CONTINUE_REG Operation continue controlling register 0Ox00A8 e
AES_DMA_EXIT_REG Operation exit controlling register 0x00B8 WO
Interruption Registers
AES_INT_CLR_REG DMA-AES interrupt clear register Ox00AC e
AES_INT_ENA_REG DMA-AES interrupt enable register 0x00BO R/W
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18.10 Registers

Register 18.1: AES_KEY_n_REG (n: 0-7) (0x0000+4*n)

‘ 0x000000000 \ Reset

AES_KEY_n_REG (n: 0-7) Stores AES keys. (R/W)

Register 18.2: AES_TEXT_IN_m_REG (m: 0-3) (0x0020+4*m)

E 3

‘ 0x000000000 \ Reset

AES_TEXT_IN_m_REG (m: 0-3) Stores the source data when the AES Accelerator operates in the
Typical AES working mode. (R/W)

Register 18.3: AES_TEXT_OUT_m_REG (m: 0-3) (0x0030+4*)

E ]

‘ 0x000000000 \ Reset

AES_TEXT_OUT_m_REG (m: 0-3) Stores the result data when the AES Accelerator operates in the
Typical AES working mode. (RO)

Register 18.4: AES_MODE_REG (0x0040)

& QOQQ/
& &’
N ¥
‘ 1 3 | 2 0 ‘
‘ 0x00000000 | 0 \ Reset

AES_MODE Defines the operation type of the AES Accelerator operating under the Typical AES work-
ing mode. For details, see Table 65. (R/W)
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Register 18.5: AES_ENDIAN_REG (0x0044)

é
S N
@Q’é@ %(5/%
N ol
’ 31 6 | 5 0 ‘
’ 0x0000000 | 0 00 0 0 O ‘Reset

AES_ENDIAN Defines the endianness of input and output texts. For details, please see Table 67.
(R/W)

Register 18.6: AES_DMA_ENABLE_REG (0x0090)

@\/
P s
& v@
]31 1| 0 \
’ 0x00000000 | 0 ‘Reset
AES_DMA_ENABLE Defines the working mode of the AES Accelerator. For details, see Table 64.
R/W)
Register 18.7: AES_BLOCK_MODE_REG (0x0094)
&
J
o
GQ)& @\9
%Q) &7
@ W
’ 0x00000000 | 0 \ Reset
AES_BLOCK_MODE Defines the operation type of the AES Accelerator operating under the DMA-
AES working mode. For details, see Table 71. (R/W)
Register 18.8: AES_BLOCK_NUM_REG (0x0098)
’ 31 0 ‘
’ 0x00000000 \ Reset
AES_BLOCK_NUM Stores the Block Number of plaintext or cipertext when the AES Accelerator
operates under the DMA-AES working mode. For details, see Section 18.5.4. (R/W)
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Register 18.9: AES_INC_SEL_REG (0x009C)

<
) o2
o S
& v@%
] 0x00000000 0 ‘Reset
AES_INC_SEL Defines the Standard Incrementing Function for CTR block operation. Set this bit to
0 or 1 to choose INC35 or INC1a5. (R/W)
Register 18.10: AES_AAD_BLOCK_NUM_REG (0x00A0)
’ 0x00000000 \ Reset
AES_AAD_BLOCK_NUM Stores the ADD Block Number for the GCM operation. (R/W) For details,
see Section 18.6.4.
Register 18.11: AES_REMAINDER_BIT_NUM_REG (0x00A4)
S
3
eQQ/
N @?\
& &
]31 7 | 6 o‘
| 0x0000000 | 0 |Reset
AES_REMAINDER_BIT_NUM Stores the Remainder Bit Number for the GCM operation. For details,
see Section 18.6.5. (R/W)
Register 18.12: AES_TRIGGER_REG (0x0048)
&
O
& &
%Q) &/
N N
’ 0x00000000 X ‘Reset
AES_TRIGGER Set this bit to 1 to start AES operation. (WO)
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Register 18.13: AES_STATE_REG (0x004C)

&
S K
N ¥
’ 3 2|1 0 ‘
’ 0x00000000 0x0 ‘Reset

AES_STATE Stores the working status of the AES Accelerator. For details, see Table 66 for Typical
AES working mode and Table 72 for DMA AES working mode. (RO)

Register 18.14: AES_CONTINUE_REG (0x00AS8)

N
S &
@60;6 90
& &
’ 0x00000000 X ‘Reset
AES_CONTINUE Set this bit to 1 to continue AES operation. (WO)
Register 18.15: AES_DMA_EXIT_REG (0x00B8)
<<)L<\
) \ad
P o
& &
’31 1|10 ‘
’ 0x00000000 X ‘Reset
AES_DMA_EXIT Set this bit to 1 to exit AES operation. This register is only effective for DMA-AES
operation. (WO)
Register 18.16: AES_INT_CLR_REG (0x00AC)
Q\
N
@é\ é&g)
& »
& W
’ 0x00000000 | X ‘Reset
AES_INT_CLR Set this bit to 1 to clear AES interrupt. (WO)
Espressif Systems 386 ESP32-S2 TRM (Preliminary V0.3)

Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

18. AES Accelerator

Register 18.17: AES_INT_ENA_REG (0x00B0)

e?‘
IS K7
& oS
N N
E o]
‘ 0x00000000 | 0 \Reset
AES_INT_ENA Set this bit to 1 to enable AES interrupt and O to disable interrupt. (R/W)
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19. SHA Accelerator

19.1 Introduction

ESP32-S2 integrates an SHA accelerator, which is a hardware device that speeds up SHA algorithm significantly,
compared to SHA algorithm implemented solely in software. The SHA accelerator integrated in ESP32-S2 has
two working modes, which are Typical SHA and DMA-SHA.

19.2 Features
The following functionality is supported:

e All the hash algorithms introduced in FIPS PUB 180-4 Spec.

- SHA-1
- SHA-224
- SHA-256
- SHA-384
- SHA-512
- SHA-512/224
- SHA-512/256
- SHA-512/t
e Two working modes
- Typical SHA
- DMA-SHA
¢ |nterleave function when working in Typical SHA working mode

¢ |nterrupt function when working in DMA-SHA working mode

19.3 Working Modes
The SHA accelerator integrated in ESP32-S2 has two working modes: Typical SHA and DMA-SHA.

e Typical SHA Working Mode: all the data is written and read via CPU directly.

¢ DMA-SHA Working Mode: all the data is read via crypto DMA. That is, users can configure the DMA
controller to read all the data needed for hash operation, thus releasing CPU for completing other tasks.

Users can start the SHA accelerator with different working modes by configuring registers SHA_START_REG and
SHA_DMA_START_REG. For details, please see Table 78.
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Table 78: SHA Accelerator Working Mode

Working Mode Configuration Method
Typical SHA Set SHA_START_REG to 1
DMA-SHA Set SHA_DMA_START_REG to 1

Users can choose hash algorithms by configuring the SHA_MODE_REG register. For details, please see Table
79.

Table 79: SHA Hash Algorithm

Hash Algorithm SHA_MODE_REG Configuration
SHA-1
SHA-224
SHA-256
SHA-384
SHA-512
SHA-512/224
SHA-512/256
SHA-512/t

N[o|jloa|~[OIN|=]O

Notice:
ESP32-S2’s Digital Signature and HMAC modules also call the SHA accelerator. Therefore, users cannot
access the SHA accelerator when these modules are working.

19.4 Function Description
SHA accelerator can generate the message digest via two steps: the Preprocessing and Hash operation.

19.4.1 Preprocessing
Preprocessing consists of three steps: padding the message, parsing the message into message blocks and
setting the initial hash value.

19.4.1.1 Padding the Message

The SHA accelerator can only process message blocks of 512 or 1024 bits, depending on the algorithm. Thus,
all the messages should be padded to a multiple of 512 or 1024 bits before the hash computation.

Suppose that the length of the message M is m bits. Then M shall be padded as introduced below:
e SHA-1, SHA-224 and SHA-256
1. First, append the bit “1” to the end of the message;

2. Second, append k zero bits, where k is the smallest, non-negative solution to the equation
m-+1+k = 448 mod 512;

3. Last, append the 64-bit block that is equal to the number m expressed using a binary representation.
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e SHA-384, SHA-512, SHA-512/224, SHA-512/256 and SHA-512/t
1. First, append the bit “1” to the end of the message;

2. Second, append k zero bits, where k is the smallest, non-negative solution to the equation
m-+1+k =896 mod 1024;

3. Last, append the 128-bit block that is equal to the number m expressed using a binary representation.

For more details, please refer to Section “5.1 Padding the Message” in FIPS PUB 180-4 Spec.

19.4.1.2 Parsing the Message
The message and its padding must be parsed into N 512-bit or 1024-bit blocks.

* For SHA-1, SHA-224 and SHA-256: the message and its padding are parsed into N 512-bit blocks, MM,
M®, . MWN) Since the 512 bits of the input block may be expressed as sixteen 32-bit words, the first

32 bits of message block ¢ are denoted M, the next 32 bits are Mgi), and so on up to l\/Igf))

* For SHA-384, SHA-512, SHA-512/224, SHA-512/256 and SHA-512/t: the message and its padding are
parsed into N 1024-bit blocks. Since the 1024 bits of the input block may be expressed as sixteen 64-bit
words, the first 64 bits of message block ¢ are denoted M’ the next 64 bits are Mgi), and so on up to I\/Igg)

In Typical SHA working mode, all the message blocks are written into the SHA_M_n_REG, following the rules
below:

* For SHA-1, SHA-224 and SHA-256: Méi) is stored in SHA_M_O_REG, Mgi) stored in SHA_M_1_REG, ...,
and M{? stored in SHA_M_15_REG.

e For SHA-384, SHA-512, SHA-512/224 and SHA-512/256: the most significant 32 bits and the least
significant 32 bits of I\/Iéi) are stored in SHA_M_0_REG and SHA_M_1_REG, respectively, ..., the most
significant 32 bits and the least significant 32 bits of M%) are stored in SHA_M_30_REG and
SHA_M_31_REG, respectively.

Note:

For more information about “message block”, please refer to Section “2.1 Glossary of Terms and Acronyms” in FIPS PUB
180-4 Spec.

In DMA-SHA working mode, please complete the following configuration:
1. Create an external linked list;

2. Configure this linked list based on the instruction described in Chapter DMA Controller, including but not
limited to assigning the starting address of the input message to the buffer address pointer of the linked list;

3. Configure the CRYPTO_DMA_OUTLINK_ADDR to the first out-link linked list;
4. Write 1 to register CRYPTO_DMA_OUTLINK_START, so the DMA starts to move data;

5. Write 1 to register CRYPTO_DMA_AES_SHA_SELECT_REG, so the SHA accelerator gets to use the DMA
resource shared by AES and SHA accelerators.
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19.4.1.3 Initial Hash Value

Before hash computation begins for each of the secure hash algorithms, the initial Hash value H® must be set
based on different algorithms, among which the SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224,
and SHA-512/256 algorithms use the initial Hash values (constant C) stored in the hardware.

However, SHA-512/t requires a distinct initial hash value for each operation for a given value of ¢t. Simply put,
SHA-512/t is the generic name for a t-bit hash function based on SHA-512 whose output is truncated to ¢ bits. ¢
is any positive integer without a leading zero such that <512, and ¢ is not 384. The initial hash value for
SHA-512/t for a given value of t can be calculated by performing SHA-512 from hexadecimal representation of
the string “SHA-512/¢”. It's not hard to observe that when determining the initial hash values for SHA-512/t
algorithms with different ¢, the only difference lies in the value of t.

Therefore, we have specially developed the following simplified method to calculate the initial hash value for
SHA-512/t:

1. Generate t_string and t_length: t_string is a 32-bit data that stores the input message of t. t_length is a
7-bit data that stores the length of the input message. The t_string and t_length are generated in methods
described below, depending on the value of t:

o If1 <=1t <=9, thent_length = 7'h48 and t_string is padded in the following format:

8'h3to | o1 | 230

where ty = t.
For example, if t = 8, then ¢ty = 8 and ¢_string = 32'h38800000.

e If 10 <=1t <= 99, then t_length = 7'h50 and t_string is padded in the following format:

| &'h3t, | 8h3te | 11 | 150

where, to = t%10 and t; = ¢/10.
For example, if t = 56, then ¢y = 6, t; = 5, and t_string = 32'h35363000.

e [f 100 <=t < 512, then t_length = 7'h58 and t_string is padded in the following format:

| 8'h3ty | 8'h3t [ §n3ty [ 101 | 700

where, to = t%10, t; = (t/10)%10, and ¢ = ¢/100.
For example, if t = 231, thentqg = 1, t; = 3, t2 = 2, and t_string = 32'h32333180.

2. Initialize relevant registers: Initialize SHA_T_STRING_REG and SHA_T_LENGTH_REG with the
generated t_string and t_length in the previous step.

3. Obtain initial hash value: Set the SHA_MODE_REG register to 7. Set the SHA_START_REG register to 1
to start the SHA accelerator. Then poll register SHA_BUSY_REG until the content of this register becomes
0, indicating the calculation of initial hash value is completed.

Please note that the initial value for SHA-512/t can be also calculated according to the Section “5.3.6 SHA-512/¢”
in FIPS PUB 180-4 Spec, that is performing SHA-512 operation (with its initial hash value set to the result of
8-bitwise XOR operation of C and 0xab) from the hexadecimal representation of the string “SHA-512/¢”.
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19.4.2 Hash Computation Process

After the preprocessing, the ESP32-S2 SHA accelerator starts to hash a message M and generates message
digest of different lengths, depending on different hash algorithms. As described above, the ESP32-S2 SHA
accelerator supports two working modes, which are Typical SHA and DMA-SHA. The operation process for the
SHA accelerator under two working modes is described in the following subsections.

19.4.2.1 Typical SHA Process

ESP32-S2 SHA accelerator supports “interleave” functionality when working under Typical SHA mode:

¢ Type “alone”: Users do not insert any new computation before the SHA accelerator completes all the
message blocks.

¢ Type “interleave”: Users can insert new computations (both Typical SHA task and DMA-SHA task) every
time the SHA accelerator completes one message block. To be more specific, users can store the message
digest in registers SHA_H_n_REG after completing each message block, and assign the accelerator with
other higher priority tasks. After the inserted task completes, users can put the message digest stored
back to registers SHA_H_n_REG, and resume the accelerator with the previously paused computation.

Typical SHA Process (except for SHA-512/1)

1. Select a hash algorithm.

e Select a hash algorithm by configuring the SHA_MODE_REG register. For details, please refer to Table
79.

2. Process the current message block.
(@) Write the current message block in registers SHA_M_n_REG;
(o) Start the SHA accelerator :

o [f this is the first time to execute this step, set the SHA_START_REG register to 1 to start the SHA
accelerator. In this case, the accelerator uses the initial hash value stored in hardware for a given
algorithm configured in Step 1 to start the computation;

e [f this is not the first time to execute this step, set the SHA_CONTINUE_REG register to 1 to start
the SHA accelerator. In this case, the accelerator uses the hash value stored in the
SHA_H_n_REG register to start computation.

(c) Poll register SHA_BUSY_REG until the content of this register becomes 0, indicating the accelerator
has completed the computation for the current message block and now is in the “idle” status. Then,
go to step 3.

3. Decide if you want to insert other computations.
e |f yes, please get ready for handing over the SHA accelerator for the new task:

(@) Read and store the hash algorithm selected for the current computation stored in the
SHA_MODE_REG register;

(b) Read and store the message digests stored in registers SHA_H_n_REG;

(c) Last, please go to perform the inserted computation. For the detailed process of the inserted
computation, please refer to Typical SHA or DMA-SHA, depending on the working mode.
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e Otherwise, please continue to execute Step 4.

4. Decide if you have more message blocks following the previous computation:
e |f yes, please go back to 2.
e Otherwise, go to Step 5.

5. Decide if you need to return the SHA accelerator to a previous computation (i.e., decide whether the
current task is an inserted task or not):

e |f yes, please get ready to return the SHA accelerator for the previous computation:
(a) Write the previously stored hash algorithm back to register SHA_MODE_REG;
(b) Write the previously stored message digests back to registers SHA_H_n_REG;
(c) Then, go to Step 2.
e Otherwise, there is no need to return SHA Control. Therefore, please go to Step 6 directly.
6. Obtain the message digests:

¢ Read the message digests from registers SHA_H_n_REG.

Typical SHA Process (SHA-512/i)

1. Select a hash algorithm.
e Select SHA-512/t algorithm by configuring the SHA_MODE_REG register to 7.
2. Calculate the initial hash value.

(@) Calculate t_stiring and t_length and initialize SHA_T_STRING_REG and SHA_T_LENGTH_REG with
the generated t_string and t_length. For details, please refer to Section 19.4.1.3.

(b) Set the SHA_START_REG register to 1 to start the SHA accelerator.

(c) Poll register SHA_BUSY_REG until the content of this register becomes 0, indicating the calculation of
initial hash value is completed.

3. Process the current message block.
(@) Write the current message block in registers SHA_M_n_REG;
(o) Start the SHA accelerator :

e Set the SHA_CONTINUE_REG register to 1 to start the SHA accelerator. In this case, the
accelerator uses the hash value stored in the SHA_H_n_REG register to start computation.

(c) Poll register SHA_BUSY_REG until the content of this register becomes 0, indicating the accelerator
has completed the computation for the current message block and now is in the “idle” status. Then,
go to step 4.

4. Decide if you want to insert other computations.
e |f yes, please get ready for handing over the SHA accelerator for the new task:

(@) Read and store the hash algorithm selected for the current computation stored in the
SHA_MODE_REG register;

(b) Read and store the message digests stored in registers SHA_H_n_REG;
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(c) Last, please go to perform the inserted computation. For the detailed process of the inserted
computation, please refer to Typical SHA or DMA-SHA, depending on the working mode.

e Otherwise, please continue to execute Step 5.

5. Decide if you have more message blocks following the previous computation:
e |f yes, please go back to 3.
e Otherwise, go to Step 6.

6. Decide if you need to return the SHA accelerator to a previous computation (i.e., decide whether the
current task is an inserted task or not):

e |f yes, please get ready to return the SHA accelerator for the previous computation:
(@) Write the previously stored hash algorithm back to register SHA_MODE_REG;
(b) Write the previously stored message digests back to registers SHA_H_n_REG;
(c) Then, go to Step 3.
e Otherwise, there is no need to return SHA Control. Therefore, please go to Step 7 directly.
7. Obtain the message digests:

¢ Read the message digests from registers SHA_H_n_REG.

Note:

1. In Step 2b, the software can also write the next message block (to be processed) in registers SHA_M_n_REG, if

any, while the hardware starts SHA computation, to save time.

19.4.2.2 DMA-SHA Process

ESP32-S2 SHA accelerator does not support type “interleave” computation, which means you cannot insert new
computation before the whole DMA-SHA process completes. In this mode, users who need task insertion are
recommended to divide your message blocks and perform several DMA-SHA computations, instead of trying to
compute all the messages in one go.

In contrast to the Typical SHA working mode, when the SHA accelerator is working under the DMA-SHA mode,
all data read are completed via crypto DMA.

Therefore, users are required to configure the DMA controller as instructed in Subsection 19.4.1.2.
DMA-SHA process (except SHA-512/i)
1. Select a hash algorithm.

e Select a hash algorithm by configuring the SHA_MODE_REG register. For details, please refer to Table
79.

2. Configure the SHA_INT_ENA_REG register to enable or disable interrupt (Set 1 to enable).
3. Configure the number of message blocks.
¢ Write the number of message blocks M to the SHA_DMA_BLOCK_NUM_REG register.

4. Start the DMA-SHA computation.
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e |f the current DMA-SHA computation follows a previous computation, firstly write the message digest
from the previous computation to registers SHA_H_n_REG, then write 1 to register
SHA_DMA_CONTINUE_REG to start SHA accelerator;

e Otherwise, write 1 to register SHA_DMA_START_REG to start the accelerator.
5. Wait till the completion of the DMA-SHA computation, which happens when:
¢ The content of SHA_BUSY_REG register becomes 0, or

e An SHA interrupt occurs. In this case, please clear interrupt by writing 1 to the SHA_INT_CLEAR_REG
register.

6. Obtain the message digests:
¢ Read the message digests from registers SHA_H_n_REG.
DMA-SHA process for SHA-512/¢
1. Select a hash algorithm.
e Select SHA-512/t algorithm by configuring the SHA_MODE_REG register to 7.
2. Configure the SHA_INT_ENA_REG register to enable or disable interrupt (Set 1 to enable).
3. Calculate the initial hash value.

(@) Calculate t_stiring and t_length and initialize SHA_T_STRING_REG and SHA_T_LENGTH_REG with
the generated t_string and t_length. For details, please refer to Section 19.4.1.3.

(b) Set the SHA_START_REG register to 1 to start the SHA accelerator.

(c) Poll register SHA_BUSY_REG until the content of this register becomes 0, indicating the calculation of
initial hash value is completed.

4. Configure the number of message blocks.

¢ Write the number of message blocks M to the SHA_DMA_BLOCK_NUM_REG register.
5. Start the DMA-SHA computation.

e Write 1 to register SHA_DMA_CONTINUE_REG to start the accelerator.
6. Wait till the completion of the DMA-SHA computation, which happens when:

e The content of SHA_BUSY_REG register becomes 0, or

e An SHA interrupt occurs. In this case, please clear interrupt by writing 1 to the SHA_INT_CLEAR_REG
register.

7. Obtain the message digests:

¢ Read the message digests from registers SHA_H_n_REG.

19.4.3 Message Digest

After the hash computation completes, the SHA accelerator writes the message digests from the computation to
registers SHA_H_n_REG(n: 0~15). The lengths of the generated message digest are different depending on
different hash algorithms. For details, see Table 83 below:

Table 83: The Storage and Length of Message Digests from Different Algorithms
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, Length of Message Di-

Hash Algorithm o Storage !
gest (in bits)

SHA-1 160 SHA_H_0_REG SHA_H_4_REG
SHA-224 224 SHA_H_0_REG ~ SHA_H_6_REG
SHA-256 256 SHA H_0_REG ~ SHA_H_7_REG
SHA-384 384 SHA_H_0_REG ~ SHA_H_11_REG
SHA-512 512 SHA H_0_REG ~ SHA_H_15_REG
SHA-512/224 224 SHA_H_0_REG SHA_H_6_REG
SHA-512/256 256 SHA H_0_REG ~ SHA_H_7_REG
SHA-512/1 2 t SHA H_0_REG ~ SHA_H_x_REG
Note:

1. The message digests are stored in registers from most significant bits to the least significant bits, with the first word
stored in register SHA_H_0_REG and the second word stored in register SHA_H_1_REG... For details, please see
Subsection 19.4.1.2.

2. The registers used for SHA-512/t algorithm depend on the value of ¢. x+1 indicates the number of 32-bit registers
used to store t bits of message digest, so that x = roundup(t/32)-1. For example:
e Whent = 8, then x = 0, indicating that the 8-bit long message digest is stored in the most significant 8 bits of
register SHA_H_O_REG;
e Whent = 32, then x = 0, indicating that the 32-bit long message digest is stored in register SHA_H_0_REG;

e Whent =132, then x =4, indicating that the 132-bit long message digest is stored in registers SHA_H_0_REG,
SHA_H_1_REG, SHA_H_2_REG, SHA_H_3_REG, and SHA_H_4_REG.

19.4.4 Interrupt

SHA accelerator supports interrupt on the completion of computation when working in the DMA-SHA mode. To
enable this function, write 1 to register SHA_INT_ENA_REG. Note that the interrupt should be cleared by
software after use via setting the SHA_INT_CLEAR_REG register to 1.
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19.5 Base Address

Users can access SHA with two base addresses, which can be seen in Table 84. For more information about

accessing peripherals from different buses, please see Chapter 1 System and Memory.

Table 84: Base Address

Bus Base Address
PeriBUST 0x3F43B000
PeriBUS2 0x6003B000
19.6 Register Summary
Name ‘ Description Address | Access
Control/Status registers
Continues SHA operation (only effective in Typi-
SHA_CONTINUE_REG 0x0014 | WO
cal SHA mode)
SHA_BUSY_REG Indicates if SHA Accelerator is busy or not 0x0018 | RO
Starts the SHA accelerator for DMA-SHA oper-
SHA_DMA_START_REG , 0x001C | WO
ation
Starts the SHA accelerator for Typical SHA op-
SHA_START_REG _ 0x0010 | WO
eration
Continues SHA operation (only effective in DMA-
SHA_DMA_CONTINUE_REG 0x0020 | WO
SHA mode)
SHA_INT_CLEAR_REG DMA-SHA interrupt clear register 0x0024 | WO
SHA_INT_ENA_REG DMA-SHA interrupt enable register 0x0028 | R/W
Version Register
SHA_DATE_REG Version control register 0x002C | R/W
Configuration Registers
SHA_MODE_REG Defines the algorithm of SHA accelerator 0x0000 | R/W
String content register for calculating initial Hash
SHA_T_STRING_REG _ 0x0004 | R/W
Value (only effective for SHA-512/t)
String length register for calculating initial Hash
SHA_T_LENGTH_REG _ 0x0008 | R/W
Value (only effective for SHA-512/1)
Memories
Block number register (only effective for DMA-
SHA_DMA_BLOCK_NUM_REG 0x000C | R/W
SHA)
SHA_H_O_REG Hash value 0x0040 | R/W
SHA_H_1_REG Hash value 0x0044 | R/W
SHA_H_2_REG Hash value 0x0048 | R/W
SHA_H_3_REG Hash value 0x004C | R/W
SHA_H_4_REG Hash value 0x0050 | R/W
SHA_H_5_REG Hash value 0x0054 | R/W
SHA_H_6_REG Hash value 0x0058 | R/W
SHA_H_7_REG Hash value 0x005C | R/W
SHA_H_8 REG Hash value 0x0060 | R/W
SHA_H_9_REG Hash value 0x0064 | R/W
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Name Description Address | Access
SHA_H_10_REG Hash value 0x0068 | R/W
SHA_H_11_REG Hash value 0x006C | R/W
SHA_H_12_REG Hash value 0x0070 | R/W
SHA_H_13_REG Hash value 0x0074 | R/W
SHA_H_14_REG Hash value 0x0078 | R/W
SHA_H_15_REG Hash value 0x007C | R/W
SHA_M_0_REG Message 0x0080 | R/W
SHA_M_1_REG Message 0x0084 | R/W
SHA_M_2_REG Message 0x0088 | R/W
SHA_M_3_REG Message 0x008C | R/W
SHA_M_4_REG Message 0x0090 | R/W
SHA_M_5_REG Message 0x0094 | R/W
SHA_M_6_REG Message 0x0098 | R/W
SHA_M_7_REG Message 0x009C | R/W
SHA_M_8_REG Message 0x00A0 | R/W
SHA_M_9_REG Message Ox00A4 | R/W
SHA_M_10_REG Message 0x00A8 | R/W
SHA_M_11_REG Message Ox00AC | R/W
SHA_M_12_REG Message 0x00BO | R/W
SHA_M_13_REG Message 0x00B4 | R/W
SHA_M_14_REG Message 0x00B8 | R/W
SHA_M_15_REG Message 0x00BC | R/'W
SHA_M_16_REG Message 0x00CO | R/W
SHA_M_17_REG Message 0x00C4 | R/W
SHA_M_18_REG Message 0x00C8 | R/W
SHA_M_19_REG Message 0x00CC | R/W
SHA_M_20_REG Message 0x00D0 | R/W
SHA_M_21_REG Message 0x00D4 | R/W
SHA_M_22_REG Message 0x00D8 | R/W
SHA_M_23_REG Message 0x00DC | R/W
SHA_M_24_REG Message Ox00EOQ | R/W
SHA_M_25_REG Message Ox00E4 | R/W
SHA_M_26_REG Message Ox00E8 | R/W
SHA_M_27_REG Message Ox00EC | R/W
SHA_M_28_REG Message OxO0F0 | R/W
SHA_M_29_REG Message Ox00F4 | R/W
SHA_M_30_REG Message Ox00F8 | R/W
SHA_M_31_REG Message Ox00FC | R/W
Espressif Systems 398 ESP32-S2 TRM (Preliminary V0.3)

Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

19. SHA Accelerator
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19.7 Registers

Register 19.1: SHA_START_REG (0x0010)

SHA_START Write 1 to start Typical SHA calculation. (WO)

Register 19.2: SHA_CONTINUE_REG (0x0014)

SHA_CONTINUE Write 1 to continue Typical SHA calculation. (WO)

Register 19.3: SHA_BUSY_REG (0x0018)

SHA_BUSY_STATE Indicates the states of SHA accelerator. (RO) 1’h0: idle 1’h1: busy

Register 19.4: SHA_DMA_START_REG (0x001C)

SHA_DMA_START Write 1 to start DMA-SHA calculation. (WO)
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Register 19.5: SHA_DMA_CONTINUE_REG (0x0020)

NZ
§e°
voo
\ 7/
Q)GQ)G ?\9®
& 23
’ooooooooooooooooooooooooooooooo|o‘Reset
SHA_DMA_CONTINUE Write 1 to continue DMA-SHA calculation. (WO)
Register 19.6: SHA_INT_CLEAR_REG (0x0024)
Q
ég@
S
v
s &
& 23
]oooooooooooooooooooooooooooooooo\Rese»c
SHA_CLEAR_INTERRUPT Clears DMA-SHA interrupt. (WO)
Register 19.7: SHA_INT_ENA_REG (0x0028)
((/e?‘
K/
N
&
S é{o
Q)G ?>
& o3

w
et
-
o

’oooooooooooooooooooooooooooooooo‘Rese»c

SHA_INTERRUPT_ENA Enables DMA-SHA interrupt. (R/W)

Register 19.8: SHA_DATE_REG (0x002C)

S &
@ ¥
%) /s
N ol
’ 31 30|29 0 ‘
’ 0 o 0x20190402 ‘Reset

SHA_DATE \Version control register. (R/W)
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Register 19.9: SHA_MODE_REG (0x0000)

N Q
S é@b @O

7/
& &

SHA_MODE Defines the SHA algorithm. For details, please see Table 79. (R/W)

Register 19.10: SHA_T_STRING_REG (0x0004)

o
&

A7
v/
3

E ]

’ 0x000000 \ Reset

SHA_T_STRING Defines t_string for calculating the initial Hash value for SHA-512/t. (R/W)

Register 19.11: SHA_T_LENGTH_REG (0x0008)

%6\%\
S NS
i A7
P \od
@ o3
’31 6|5 0‘
’oooooooooooooooooooooooooo| 0x0 ‘Reset
SHA_T_LENGTH Defines t_length for calculating the initial Hash value for SHA-512/t. (R/W)
Register 19.12: SHA_DMA_BLOCK_NUM_REG (0x000C)
Q
%\)
o~
9
QP\/
) \ad
s S
@% %\?‘V
’31 6|5 0‘
]oooooooooooooooooooooooooo 0x0 \Reset
SHA_DMA_BLOCK_NUM Defines the DMA-SHA block number. (R/W)
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Register 19.13: SHA_H_/_REG (1: 0-15) (0x0040+4%)

E 3

‘ 0x000000 \ Reset

SHA_H_n Stores the nth 32-bit piece of the Hash value. (R/W)

Register 19.14: SHA_M_n_REG (n: 0-31) (0x0080+4*n)

V/
S

E ]

‘ 0x000000 \ Reset

SHA_M_n Stores the nth 32-bit piece of the message. (R/W)
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20. RSA Accelerator

20.1 Introduction

The RSA Accelerator provides hardware support for high precision computation used in various RSA asymmetric
cipher algorithms by significantly reducing their software complexity. Compared with RSA algorithms
implemented solely in software, this hardware accelerator can speed up RSA algorithms significantly. Besides,
the RSA Accelerator also supports operands of different lengths, which provides more flexibility during the
computation.

20.2 Features

The following functionality is supported:
e | arge-number modular exponentiation with two optional acceleration options
e [ arge-number modular multiplication
e [ arge-number multiplication

e Operands of different lengths

Interrupt on completion of computation

20.3 Functional Description

The RSA Accelerator is activated by setting the DPORT_PERIP_CLK_EN1_REG bit in the
DPORT_CRYPTO_RSA_CLK_EN peripheral clock and clearing the DPORT_RSA_PD bit in the
DPORT_RSA_PD_CTRL_REG register. This releases the RSA Accelerator from reset.

The RSA Accelerator is only available after the RSA-related memories are initialized. The content of the
RSA_CLEAN_REG register is O during initialization and will become 1 after the initialization is done. Therefore, it is
advised to wait until RSA_CLEAN_REG becomes 1 before using the RSA Accelerator.

The RSA_INTERRUPT_ENA_REG register is used to control the interrupt triggered on completion of
computation. Write 1 or O to this register to enable or disable interrupt. By default, the interrupt function of the
RSA Accelerator is enabled.

Notice:
ESP32-S2’s Digital Signature module also calls the RSA accelerator. Therefore, users cannot access the RSA

accelerator when Digital Signature is working.
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20.3.1 Large Number Modular Exponentiation

Large-number modular exponentiation performs Z = XY mod M. The computation is based on Montgomery
multiplication. Therefore, aside from the X, Y, and M arguments, two additional ones are needed — 7 and M’,
which need to be calculated in advance by software.

RSA Accelerator supports operands of length N = 32 x z, where z € {1,2,3,...,128}. The bit lengths of
arguments Z, X, Y, M, and 7 can be arbitrary N, but all numbers in a calculation must be of the same length.
The bit length of M’ must be 32.

To represent the numbers used as operands, let us define a base-b positional notation, as follows:

b= 2%

Using this notation, each number is represented by a sequence of base-b digits:

N

'I’L:372

Z = Zpn-1Zn-2"Zol
X = (X1 Xn—2---Xo)
Y= Yn-1Yn2 Yol
M= (Mp_1M,_2--- M)
T = (Fn-1Tn—2"""T0)p
Each ofthe nvaluesin Z,,_1 -+ Zy, Xpy_1--- Xo, Y1+ Yy, My,_1--- My, Try_1 - - - Tg represents one base-b
digit (a 32-bit word).

Zn—1, Xn-1, Yn_1, M,,_1 and 7,,_1 are the most significant bits of Z, X, Y, M, while Zy, Xo, Yy, My and 7 are
the least significant bits.

If we define R = b, the additional arguments can be calculated as 7 = R? mod M, where R = b".

The following equation in the form compatible with the extended binary GCD algorithm can be written as

M 'xM+1=RxR!
M = M"modb

Large-number modular exponentiation can be implemented as follows:
1. Write 1 or O to the RSA_INTERRUPT_ENA_REG register to enable or disable the interrupt function.
2. Configure relevant registers:
(a) Write (3% — 1) to the RSA_MODE_REG register.
(b) Write M’ to the RSA_M_PRIME_REG register.
(c) Configure registers related to the acceleration options, which are described later in Section 20.3.4.

3. Write X;, Y;, M; and 7; fori € {0, 1,...,n} to memory blocks RSA_X_MEM, RSA_Y_MEM, RSA_M_MEM
and RSA_Z_MEM. The capacity of each memory block is 128 words. Each word of each memory block
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can store one base-b digit. The memory blocks use the little endian format for storage, i.e. the least
significant digit of each number is in the lowest address.

Users need to write data to each memory block only according to the length of the number; data beyond
this length are ignored.

4. Write 1 to the RSA_MODEXP_START_REG register to start computation.

5. Wait for the completion of computation, which happens when the content of RSA_IDLE_REG becomes 1
or the RSA interrupt occurs.

6. Read the result Z; fori € {0,1,...,n} from RSA_Z_MEM.
7. Write 1 to RSA_CLEAR_INTERRUPT_REG to clear the interrupt, if you have enabled the interrupt function.

After the computation, the RSA_MODE_REG register, memory blocks RSA_Y_MEM and RSA_M_MEM, as well
as the RSA_M_PRIME_REG remain unchanged. However, X; in RSA_X_MEM and 7; in RSA_Z_MEM
computation are overwritten, and only these overwritten memory blocks need to be re-initialized before starting
another computation.

20.3.2 Large Number Modular Multiplication
Large-number modular multiplication performs Z = X x Y mod M. This computation is based on Montgomery
multiplication. The same values 7 and M’ are derived by software.

The RSA Accelerator supports large-number modular multiplication with operands of 128 different lengths.
The computation can be executed as follows:
1. Write 1 or O to the RSA_INTERRUPT_ENA_REG register to enable or disable the interrupt function.
2. Configure relevant registers:
(a) Write (£ — 1) to the RSA_MODE_REG register.
(b) Write M’ to the RSA_M_PRIME_REG register.

3. Write X;, Y;, M;, and 7; fori € {0,1,...,n } to registers RSA_X_MEM, RSA_Y_MEM, RSA_M_MEM and
RSA_Z_MEM. The capacity of each memory block is 128 words. Each word of each memory block can
store one base-b digit. The memory blocks use the little endian format for storage, i.e. the least significant
digit of each number is in the lowest address.

Users need to write data to each memory block only according to the length of the number; data beyond
this length are ignored.

4. Write 1 to the RSA_MODMULT_START_REG register.

5. Wait for the completion of computation, which happens when the content of RSA_IDLE_REG becomes 1
or the RSA interrupt occurs.

6. Read the result Z; fori € {0,1,...,n} from RSA_Z MEM.
7. Write 1 to RSA_CLEAR_INTERRUPT_REG to clear the interrupt, if you have enabled the interrupt function.

After the computation, the length of operands in RSA_MODE_REG, the X; in memory RSA_X_MEM, the Y; in
memory RSA_Y_MEM, the M, in memory RSA_M_MEM, and the M’ in memory RSA_M_PRIME_REG remain
unchanged. However, the 7; in memory RSA_Z_MEM has already been overwritten, and only this overwritten

memory block needs to be re-initialized before starting another computation.
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20.3.3 Large Number Multiplication

Large-number multiplication performs Z = X x Y. The length of result Z is twice that of operand X and operand
Y. Therefore, the RSA Accelerator only supports Large Number Multiplication with operand length N = 32 x «,
where z € {0,1,...,64}. The length N of result Z is 2 x N.

The computation can be executed as follows:
1. Write 1 or O to the RSA_INTERRUPT_ENA_REG register to enable or disable the interrupt function.

2. Write (% —1), i.e. (£ — 1) to the RSA_MODE_REG register.

3. Write X; and Y; for € {0, 1, ..., n} to registers RSA_X_MEM and RSA_Z_MEM. The capacity of each
memory block is 128 words. Each word of each memory block can store one base-b digit. The memory
blocks use the little endian format for storage, i.e. the least significant digit of each number is in the lowest
address. n is 4.

Write X, fori € {0,1,...,n} to the address of the i words of the RSA_X_MEM register. Note that Y; for
1€ {0,1,...,n} will not be written to the address of the i words of the RSA_Z_MEM register, but the
address of the n + ¢ words, i.e. the base address of the RSA_Z_MEM memory plus the address offset
4x (n+1).

Users need to write data to each memory block only according to the length of the number; data beyond
this length are ignored.

4. Write 1 to the RSA_MULT_START_REG register.

5. Wait for the completion of computation, which happens when the content of RSA_IDLE_REG becomes 1
or the RSA interrupt occurs.

6. Read the result Z; for i € {0,1,...,n} from the RSA_Z_MEM register. 7 is 2 x n.
7. Write 1 to RSA_CLEAR_INTERRUPT_REG to clear the interrupt, if you have enabled the interrupt function.

After the computation, the length of operands in RSA_MODE_REG and the X; in memory RSA_X_MEM remain
unchanged. However, the 7; in memory RSA_Z_MEM has already been overwritten, and only this overwritten
memory block needs to be re-initialized before starting another computation.

20.3.4 Acceleration Options

ESP32-S2 RSA provides two acceleration options for the large-number modular exponentiation, which are
SEARCH Option and the CONSTANT_TIME Option. These two options are both disabled by default, but can be
enabled at the same time.

When neither of these two options are enabled, the time required to calculate Z = XY mod M is solely
determined by the lengths of operands. However, when either one of these two options is enabled, the time
required is also correlated with the 0/1 distribution of Y.

To better illustrate the acceleration options, first assume Y is represented in binaries as

Y =Yy aYno- Y ViVig--Yo)s

where,

e Nisthelength of Y,
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° }th is1,
® Yy_1, Yn_o, ..., Yiq are all equal to O,

e and Y;_1, Y;_o, ..., Yy are either O or 1 but exactly m bits should be equal to 0 and ¢-m bits 1, i.e. the
Hamming weight of }7;_117;_2, e ,}70 ist—m.

When the acceleration options are enabled, the RSA accelerator:

e SEARCH Option

— The accelerator ignores the bit positions of Y;, where i > a. Search position « is set by configuring
the RSA_SEARCH_POS_REG register. The maximum value of « is N-1, which leads to the same
result when this accleration option is disabled. The best acceleration performance can be achieved by
setting a to ¢, in which case, all the Yn-1, Yn_2, ...\ }N/Hl of Os are ignored during the calculation.
Note that if you set « to be less than ¢, then the result of the modular exponentiation Z = XY mod M
will be incorrect.

¢ CONSTANT_TIME Option

— The accelerator speeds up the calculation by simplifying the calculation concerning the O bits of Y.
Therefore, the higher the proportion of bits 0 against bits 1, the better the acceleration performance is.

We provide an example to demonstrate the performance of the RSA Accelerator when different acceleration
options are enabled. Here we perform Z = XY mod M with N = 3072 and Y = 65537. Table 86 below
demonstrates the time costs when different acceleration options are enabled. It's obvious that the time cost can
be dramatically reduced when acceleration option(s) is enabled. Here, we should also mention that, « is set to 16
when the SEARCH option is enabled.

Table 86: Acceleration Performace

SEARCH Option | CONSTANT_TIME Option | Time Cost Acceleration Performance by Percentage
Disabled Disabled 376.406ms | 0%
Enabled Disabled 2.260 ms 99.41%
Disabled Enabled 1.203 ms 99.68%
Enabled Enabled 1.165 ms 99.69%
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20.4 Base Address

Users can access RSA with two base addresses, which can be seen in Table 87. For more information about

accessing peripherals from different buses please see Chapter 1 System and Memory.

Table 87: RSA Base Address

Bus to Access Peripheral Base Address
PeriBUST Ox3F43C000
PeriBUS2 0x6003C000

20.5 Memory Summary

Both the starting address and ending address in the following table are relative to RSA base addresses provided

in Section 20.4.

Name Description Size (byte) | Starting Address | Ending Address | Access
RSA_M_MEM Memory M 512 0x0000 OxO1FF WO
RSA_Z MEM Memory Z 512 0x0200 Ox03FF R/W
RSA_Y_MEM Memory Y 512 0x0400 Ox05FF WO
RSA_X_MEM Memory X 512 0x0600 OxO7FF WO
20.6 Register Summary
The addresses in the following table are relative to RSA base addresses provided in Section 20.4.
Name ‘ Description Address Access
Configuration Registers
RSA_M_PRIME_REG Register to store M’ 0x0800 R/W
RSA_MODE_REG RSA length mode 0x0804 R/W
RSA_CONSTANT_TIME_REG The constant_time option 0x0820 R/W
RSA_SEARCH_ENABLE_REG The search option 0x0824 R/W
RSA_SEARCH_POS_REG The search position 0x0828 R/W
Status/Control Registers
RSA_CLEAN_REG RSA clean register 0x0808 RO
RSA_MODEXP_START_REG Modular exponentiation starting bit 0x080C e
RSA_MODMULT_START_REG Modular multiplication starting bit 0x0810 WO
RSA_MULT_START_REG Normal multiplication starting bit 0x0814 WO
RSA_IDLE_REG RSA idle register 0x0818 RO
Interupt Registers
RSA_CLEAR_INTERRUPT_REG RSA clear interrupt register 0x081C e
RSA_INTERRUPT_ENA_REG RSA interrupt enable register 0x082C R/W
Version Register
RSA_DATE_REG Version control register 0x0830 R/W
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20. RSA Accelerator

20.7 Registers

Register 20.1: RSA_M_PRIME_REG (0x800)

‘ 0x000000000 \ Reset

RSA_M_PRIME_REG Stores M'.(R/W)

Register 20.2: RSA_MODE_REG (0x804)

D s
\&Q,%@é Q\@?‘/

E it 3

\ooooooooooooooooooooooooooooo|ooooooo\Reset

RSA_MODE Stores the mode of modular exponentiation. (R/W)

Register 20.3: RSA_CLEAN_REG (0x0808)

RSA_CLEAN The content of this bit is 1 when memories complete initialization. (RO)

Register 20.4: RSA_MODEXP_START_REG (0x080C)

A
3
Q/
&
&c\ ®OQ
%Q) ad
N X
\oooooooooooooooooooooooooooooooo\Reset
RSA_MODEXP_START Set this bit to 1 to start the modular exponentiation. (WO)
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20. RSA Accelerator

Register 20.5: RSA_MODMULT_START_REG (0x0810)

A
&
A/
N\
S oQ@0
Q)é@ v/®
N &
’31 1 0‘
]oooooooooooooooooooooooooooooooo\Reset
RSA_MODMULT_START Set this bit to 1 to start the modular multiplication. (WO)
Register 20.6: RSA_MULT_START_REG (0x0814)
A
&
A/
N \
Q,@ $
N &
]oooooooooooooooooooooooooooooooo\Reset
RSA_MULT_START Set this bit to 1 to start the multiplication. (WO)
Register 20.7: RSA_IDLE_REG (0x0818)
) &
G_:Q’GQJ ?‘>O
N X
]oooooooooooooooooooooooooooooooo\Reset
RSA_IDLE The content of this bit is 1 when the RSA accelerator is idle. (RO)
Register 20.8: RSA_CLEAR_INTERRUPT_REG (0x081C)
Q
(g@\)
&
& X
A Q&

E o]

]ooooooooooooooooooooooooooooooo|o‘Reset

RSA_CLEAR_INTERRUPT Set this bit to 1 to clear the RSA interrupts. (WO)
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20. RSA Accelerator

Register 20.9: RSA_CONSTANT_TIME_REG (0x0820)

N
A 7
<&
& S
@%Q 2
\ooooooooooooooooooooooooooooooo1\Reset
RSA_CONSTANT_TIME_REG Set this bit to O to enable the acceleration option of constant_time for
modular exponentiation. Set to 1 to disable the acceleration (by default). (R/W)
Register 20.10: RSA_SEARCH_ENABLE_REG (0x0824)
<
é&v
\2\/
©
S
& F
%Q; el
N ®
‘31 1 0‘
\ooooooooooooooooooooooooooooooooReset
RSA_SEARCH_ENABLE Set this bit to 1 to enable the acceleration option of search for modular
exponentiation. Set to 0 to disable the acceleration (by default). (R/W)
Register 20.11: RSA_SEARCH_POS_REG (0x0828)
o
L
o
S ¥
5° &
& &
\oooooooooooooooooooo 0x000 \Reset
RSA_SEARCH_POS s used to configure the starting address when the acceleration option of search
is used. (R/W)
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Register 20.12: RSA_INTERRUPT_ENA_REG (0x082C)

@?‘
A/
N
Q\Q\
S &
& >
N &
E o]
\ooooooooooooooooooooooooooooooo|1\Reset
RSA_INTERRUPT_ENA Set this bit to 1 to enable the RSA interrupt. This option is enabled by default.
R/W)
Register 20.13: RSA_DATE_REG (0x0830)
S &
@Q)(A ?5)
N ®
‘31 30|29 0‘
\o o| 0x20190425 \Reset
RSA_DATE Version control register. (R/W)
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21. Random Number Generator

21. Random Number Generator

21.1 Introduction
The ESP32-S2 contains a true random number generator, which generates random numbers that can be used
for cryptographical operations, among other things.

21.2 Features
The random number generator generates true random numbers, which means no number generated within the
specified range is more or less likely to appear than any other number.

21.3 Functional Description

When used correctly, every 32-bit value that the system reads from the RNG_DATA_REG register of the random
number generator is a true random number. These true random numbers are generated based on the thermal
noise in the system.

Either the high-speed ADC, SAR ADC, or both can be used as the noise source for the random number
generator.

random bit seeds

RNG_DATA REG
=

random bit seeds

Figure 21-1. Noise Source

When there is noise coming from the high-speed ADC, the random number generator is fed with a 2-bit entropy
in one APB clock cycle, which is normally 80 MHz. Thus, it is advisable to read the RNG_DATA_REG register at a
maximum rate of 5 MHz to obtain the maximum entropy.

When there is noise coming from the SAR ADC, the random number generator is fed with a 2-bit entropy in one
clock cycle of 8 MHz, which is generated from an internal RC oscillator (see Reset and Clock for details). Thus, it
is advisable to read the RNG_DATA_REG register at a maximum rate of 500 kHz to obtain the maximum
entropy.

A data sample of 2 GB, which is read from the random number generator at a rate of 5 MHz with only the
high-speed ADC being enabled, has been tested using the Dieharder Random Number Testsuite (version 3.31.1).
The sample passed all tests.

Note:
When the Wi-Fi module is enabled, the value read from the high-speed ADC can be saturated in some extreme cases,
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which lowers the entropy. Thus, it is advisable to enable the SAR ADC as the noise source for the random number
generator when the Wi-Fi module is enabled.

To facilitate the generation of random numbers, a system API for generating random numbers will be provided.
It's advisable to call this API directly.

21.4 Base Address

Users can access the random number generator with two base addresses, which can be seen in Table 90. For
more information about accessing peripherals from different buses, please see Chapter 1 System and
Memory.

Table 90: Random Number Generator Base Address

Bus Base Address
PeriBUS1 Ox3FF75000
PeriBUS2 0x60035000

21.5 Register Summary
The addresses in the following table are relative to the random number generator base addresses provided in
Section 21.4.

Name Description Address Access
RNG_DATA_REG Random number data 0x0110 RO

21.6 Register

The address in this section is relative to the random number generator base addresses provided in Section
21.4.

Register 21.1: RNG_DATA_REG (0x0110)

‘ 0x00000000 \ Reset

RNG_DATA Random number source. (RO)
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22. External Memory Encryption and Decryption

22. External Memory Encryption and Decryption

22.1 Overview

The ESP32-S2 SoC implements an External Memory Encryption and Decryption module that secures users’
application code and data stored in the external memory (flash and external RAM). The encryption and
decryption algorithm complies with the XTS-AES standard specified in IEEE Std 1619-2007. Users can store
proprietary firmware and sensitive data (for example credentials for gaining access to a private network) to the

external flash, and general data to the external RAM.

22.2 Features
e General XTS-AES algorithm, compliant with IEEE Std 1619-2007

Software-based manual encryption

High-speed hardware auto encryption

High-speed hardware auto decryption

e Encryption and decryption functions jointly determined by register configuration, eFuse parameters, and
boot mode

22.3 Functional Description

The External Memory Encryption and Decryption module consists of three blocks, namely the Manual Encryption
block, Auto Encryption block, and Auto Decryption block. The module architecture is shown in Figure

22-1.

T ———
. External Memory '

: Encryption/Decryption,
: i
YSTEM_ENABLE_SPI_MANUAL_ENCRYPT :
SYSTEM. -SPL UALENC I > | EFUSE_DIS_DOWNLOAD_MANUAL_ENCRYPT
SYSTEM_ENABLE_DOWNLOAD_MANUAL_ENCRYPT | Manual |
I Encryption |g---:------eooeies
s | .
| : :
| . :
| | '
I " ________ Key ... eFuse
System | sysTEm ENABLE DOWNLOAD DB ENCRYPT | | | Auto t i Controller
Register .y Encryption : :
X | ;
Boot Mode : | :
' i i
pl e ;
Auto I
SYSTEM_ENABLE_DOWNLOAD_GOCB_DECRYPT | Decryption |- EFUSE_SPI_BOOT_CRYPT_CNT
|

Figure 22-1. Architecture of the External Memory Encryption and Decryption Module

The Manual Encryption block can encrypt instructions and data which will then be written to the external flash as
ciphertext through SPI1.
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22. External Memory Encryption and Decryption

When the CPU writes the external RAM through cache, the Auto Encryption block automatically encrypts the
data first, and the data is written to the external RAM as ciphertext.

When the CPU reads the external flash or RAM through cache, the Auto Decryption block automatically decrypts
the ciphertext to retrieve instructions and data.

In the peripheral System Register, four bits in the
SYSTEM_EXTERNAL_DEVICE_ENCRYPT_DECRYPT_CONTROL_REG register are relevant to external memory
encryption and decryption:

o SYSTEM_ENABLE_DOWNLOAD_MANUAL_ENCRYPT
e SYSTEM_ENABLE_DOWNLOAD_GOCB_DECRYPT

o SYSTEM_ENABLE_DOWNLOAD_DB_ENCRYPT

e SYSTEM_ENABLE_SPI_MANUAL_ENCRYPT

The External Memory Encryption and Decryption module fetches two parameters from the peripheral eFuse
Controller. These parameters are: EFUSE_DIS_DOWNLOAD_MANUAL_ENCRYPT and
EFUSE_SPI_BOOT_CRYPT_CNT.

22.3.1  XTS Algorithm

The manual encryption, auto encryption, and auto decryption operations use the same algorithm, i.e., XTS
algorithm. In real-life implementation, the XTS algorithm is characterized by “data unit” of 1024 bits. The “data
unit” is defined in the XTS-AES Tweakable Block Cipher standard, section XTS-AES encryption procedure. More
information on the XTS-AES algorithm can be found in IEEE Std 1619-2007.

22.3.2 Key
The Manual Encryption block, Auto Encryption block, and Auto Decryption block share the same key to perform
XTS algorithm. The key is provided by the eFuse hardware and protected from user access.

The key can be either 256 bits or 512 bits long. The key is determined by the content in one or two eFuse blocks
from BLOCK4 ~ BLOCKO. For easy description, define:

e Block 4, which refers to the block that has the key purpose set to
EFUSE_KEY_PURPOSE_XTS_AES_256_KEY_1. Block 4 contains 256-bit Key 4.

* Blockg, which refers to the block that has the key purpose set to
EFUSE_KEY_PURPOSE_XTS_AES_256_KEY_2. Blockg contains 256-bit Keyp.

e Block¢, which refers to the block that has the key purpose set to
EFUSE_KEY_PURPOSE_XTS_AES_128_KEY. Block¢ contains 256-bit Keyc.

Table 92 shows how the Key is generated, depending on whether Block 4, Block g, and Blocks exists or
not.

Table 92: Key
Block, | Blockg Blocka Key Key Length (bit)
Yes Yes Don'tcare | Keyal||Keyp 512
Yes No Don'tcare | Keya||0%%6 512
No Yes Don'tcare | 0%5%||Keyp 512
No No Yes Keyc 256
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22. External Memory Encryption and Decryption

Block s | Blockpg Blocke Key Key Length (bit)
No No No 0256 256

“Yes” indicates that the block exists; “No” indicates that the block does not exist; “02°6” indicates a bit string that
consists of 256-bit zeros; “||” is a bonding operator for joining one key string to another.

For more information on setting of key purposes, please refer to Chapter 16 efuse Controller.

22.3.3 Target Memory Space

The target memory space refers to a continuous address space in the external memory where the encrypted
result is stored. The target memory space can be uniquely determined by three relevant parameters: type, size,
and base_addr. They are defined as follows:

e {ype: the type of the external memory, either flash or external RAM. Value O indicates flash, 1 indicates
external RAM.

* gize: the size of the target memory space, in unit of bytes. One single encryption operation supports either
16, 32, or 64 bytes of data.

® base_addr: the base address of the target memory space. It is a physical address aligned to size, i.e.,

base_addrY%size == 0.

Assume encrypted 16 bytes written to address 0x130 ~ 0x13F in the external flash, then, the target memory
space is 0x130 ~ 0x13F, type is O (flash), size is 16 (bytes), and base_addr 0x130.

The encryption of any length (must be multiples of 16 bytes) of data can be completed separately in multiple
operations. Each operation can have individual target memory space and the relevant parameters.

For auto encryption and auto decryption, these parameters are automatically defined by hardware. For manual
encryption, these parameters should be configured manually by users.

22.3.4 Data Padding

For auto encryption and auto decryption, data padding is automatically completed by hardware. For manual
encryption, data padding should be completed manually by users. The Manual Encryption block is equipped with
16 registers, i.e., XTS_AES_PLAIN_n_REG (n: 0-15), that are dedicated to data padding and can store up to 512
bits of plaintext at a time.

Actually, the Manual Encryption block does not care where the plaintext comes from, but only where the
ciphertext is to be stored. Because of the strict correspondence between plaintext and ciphertext, in order to
better describe how the plaintext is stored in the register heap, it is assumed that the plaintext is stored in the
target memory space in the first place and replaced by ciphertext after encryption. Therefore, the following
description no longer has the concept of “plaintext”, but uses “target memory space” instead. However, users
should note that the plaintext can come from anywhere, and that they should understand how the plaintext is
stored in the register heap.

How mapping works between target memory space and registers:

Assume a word is stored in address, define of fset = address%64, n = 2LLL then the word will be stored in
register XTS_AES_PLAIN_n_REG.

For example, if the size of the target memory space is 64, then all the 16 registers will be used for data storage.
The mapping between of fset and registers is shown in Table 93.
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Table 93: Mapping Between Offsets and Registers

of fset | Register of fset | Register
0x00 | XTS_AES_PLAIN_O_REG 0x20 | XTS_AES_PLAIN_8_REG
0x04 | XTS_AES_PLAIN_1_REG 0x24 | XTS_AES_PLAIN_9_REG
0x08 | XTS_AES_PLAIN_2_REG 0x28 | XTS_AES_PLAIN_10_REG
0x0C | XTS_AES_PLAIN_3_REG 0x2C | XTS_AES_PLAIN_11_REG
0x10 | XTS_AES_PLAIN_4_REG 0x30 | XTS_AES_PLAIN_12_REG
0x14 | XTS_AES_PLAIN_5_REG 0x34 | XTS_AES_PLAIN_13_REG
0x18 | XTS_AES_PLAIN_6_REG 0x38 | XTS_AES_PLAIN_14_REG
0x1C | XTS_AES_PLAIN_7_REG 0x3C | XTS_AES_PLAIN_15_REG

22.3.5 Manual Encryption Block

The Manual Encryption block is a peripheral module. It is equipped with registers that can be accessed by the
CPU directly. Registers embedded in this block, System registers, eFuse parameters, and boot mode jointly
configure and control this block. Please note that currently the Manual Encryption block can only encrypt
flash.

The manual encryption requires software participation. The steps are as follows:
1. Configure XTS_AES:
e Set XTS_AES_DESTINATION_REG register to type = 0.
e Set XTS_AES_PHYSICAL_ADDRESS_REG register to base_addr.

e Set XTS_AES_LINESIZE_REG register to Sgge.
For definitions of type, base_addr, size, please refer to Section 22.3.3.

2. Fill registers XTS_AES_PLAIN_n_REG (n: 0-15) in with plaintext (refer to Section 22.3.4). Registers that are
not used can be written into any value.

3. Poll XTS_AES_STATE_REG until it reads 0O that indicates the Manual Encryption block is idle.
4. Activate encryption by writing 1 to XTS_AES_TRIGGER_REG register.

5. Wait for the encryption to complete. Poll register XTS_AES_STATE_REG until it reads 2.
Steps 1 ~ 5 complete the encryption operation, where Key is used.

6. Grant SPI1 access to the encrypted result by writing 1 to XTS_AES_RELEASE_REG register.
XTS_AES_STATE_REG will read 3 afterwards.

7. Call SPI1 and write the encrypted result to the external flash.

8. Destroy the encrypted result by writing 1 to XTS_AES_DESTROY_REG. XTS_AES_STATE_REG register will
read O afterwards.

Repeat the steps above to complete multiple encryption operations.

The Manual Encryption block is operational only with granted permission. The operating conditions
are:

¢ |n SPI Boot mode
If bit SYSTEM_ENABLE_SPI_MANUAL_ENCRYPT in register
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SYSTEM_EXTERNAL_DEVICE_ENCRYPT_DECRYPT_CONTROL_REG is 1, the Manual Encryption block
is granted permission. Otherwise, it is not operational.

¢ In Download Boot mode
If bit SYSTEM_ENABLE_DOWNLOAD_MANUAL_ENCRYPT in register
SYSTEM_EXTERNAL_DEVICE_ENCRYPT_DECRYPT_CONTROL_REG is 1 and the eFuse parameter
EFUSE_DIS_DOWNLOAD_MANUAL_ENCRYPT is 0O, the Manual Encryption block is granted permission.
Otherwise, it is not operational.

Note:
e Even though the CPU can skip cache and get the encrypted result directly by reading the external memory, software
can by no means access Key.

e The Manual Encryption block needs to call the AES accelerator to perform encryption. Therefore, users cannot
access AES accelerator during the process.

22.3.6 Auto Encryption Block

The Auto Encryption block is not a conventional peripheral, and is not equipped with registers. Therefore, the
CPU cannot directly access this block. The System Register, eFuse parameters, and boot mode jointly control
this block.

The Auto Encryption block is operational only with granted permission. The operating conditions are:

¢ |n SPI Boot mode
If the 3-bit parameter SPI_BOOT_CRYPT_CNT has 1 or 3 bits set to 1, then the Auto Encryption block is
granted permission. Otherwise, it is not operational.

¢ |In Download Boot mode
If bit SYSTEM_ENABLE_DOWNLOAD_DB_ENCRYPT in register
SYSTEM_EXTERNAL_DEVICE_ENCRYPT_DECRYPT_CONTROL_REG is 1, the Auto Encryption block is
granted permission. Otherwise, it is not operational.

Note:

¢ When the Auto Encryption block is operational, the CPU will read data from the external RAM via the cache. The
Auto Encryption block automatically encrypts the data and write it to the external RAM. The entire encryption pro-
cess does not need software participation and is transparent to the cache. Software cannot access the encryption
Key.

e When the Auto Encryption block is not operational, it will ignore the CPU’s request to access cache and do not
process the data. Therefore, data will be written to the external RAM as plaintext.

22.3.7 Auto Decryption Block

The Auto Decryption block is not a conventional peripheral, and is not equipped with registers. Therefore, the
CPU cannot directly access this block. The System Register, eFuse parameters, and boot mode jointly control
and configure this block.

The Auto Decryption block is operational only with granted permission. The operating conditions are:

¢ |n SPI Boot mode
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If the 3-bit parameter SPI_BOOT_CRYPT_CNT has 1 or 3 bits set to 1, then the Auto Decryption block is
granted permission. Otherwise, it is not operational.

¢ |n Download Boot mode

If bit SYSTEM_ENABLE_DOWNLOAD_GOCB_DECRYPT in register

SYSTEM_EXTERNAL_DEVICE_ENCRYPT_DECRYPT_CONTROL_REG is 1, the Auto Decryption block is
granted permission. Otherwise, it is not operational.

Note:

the decryption Key.

external memory.

¢ \When the Auto Decryption block is operational, the CPU will read instructions and data from the external memory
via cache. The Auto Decryption block automatically decrypts and retrieves the instructions and data. The entire
decryption process does not need software participation and is transparent to the cache. Software cannot access

¢ \When the Auto Decryption block is not operational, it does not have any effect on the contents stored in the external
memory, be they encrypted or unencrypted. What the CPU reads via cache is the original information stored in the

22.4 Base Address

Users can access the Manual Encryption block with two base addresses, which can be seen in the following

table. For more information about accessing peripherals from different buses please see Chapter 1 System and

Memory.

Table 94: Manual Encryption Block Base Address

Bus to Access Peripheral

Base Address

PeriBUS

Ox3F43A000

PeriBUS2

Ox6003A000

22.5 Register Summary

The addresses in the following table are relative to the Manual Encryption block’s base addresses provided in

Section 22.4.

Name ‘ Description Address | Access
Plaintext Register Heap

XTS_AES_PLAIN_O_REG Plaintext register O 0x0100 | R/W
XTS_AES_PLAIN_1_REG Plaintext register 1 0x0104 | R/W
XTS_AES_PLAIN_2_REG Plaintext register 2 0x0108 | R/W
XTS_AES_PLAIN_3_REG Plaintext register 3 0x010C | R/W
XTS_AES_PLAIN_4_REG Plaintext register 4 0x0110 | RW
XTS_AES_PLAIN_5_REG Plaintext register 5 0x0114 | R/W
XTS_AES_PLAIN_6_REG Plaintext register 6 0x0118 | R/W
XTS_AES_PLAIN_7_REG Plaintext register 7 0x011C | R/W
XTS_AES_PLAIN_8_REG Plaintext register 8 0x0120 | R/W
XTS_AES_PLAIN_9_REG Plaintext register 9 0x0124 | R/W
XTS_AES_PLAIN_10_REG Plaintext register 10 0x0128 | R/W
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A

Name Description Address | Access
XTS_AES_PLAIN_11_REG Plaintext register 11 0x012C | R/W
XTS_AES_PLAIN_12_REG Plaintext register 12 0x0130 | RW
XTS_AES_PLAIN_13_REG Plaintext register 13 0x0134 | RW
XTS_AES_PLAIN_14_REG Plaintext register 14 0x0138 | R/W
XTS_AES_PLAIN_15_REG Plaintext register 15 0x013C | R/W
Configuration Registers
XTS_AES_LINESIZE_REG Configures the size of target memory space 0x0140 | R/'W
XTS_AES_DESTINATION_REG Configures the type of the external memory 0x0144 | R/W
XTS_AES_PHYSICAL_ADDRESS_REG | Physical address 0x0148 | R/W
Control/Status Registers
XTS_AES_TRIGGER_REG Activates AES algorithm 0x014C | WO
XTS_AES_RELEASE_REG Release control 0x0150 | WO
XTS_AES_DESTROY_REG Destroys control 0x0154 | WO
XTS_AES_STATE_REG Status register 0x0158 | RO
Version Register
XTS_AES_DATE_REG Version control register 0x015C | RO
22.6 Registers
Register 22.1: XTS_AES_PLAIN_n_REG (n: 0-15) (0x0100+4*n)
(\
5
O/
5
£
\31
‘ 0x000000 \ Reset
XTS_AES_REG_PLAIN_» This register stores nth 32-bit piece of plaintext. (R/W)
Register 22.2: XTS_AES_LINESIZE_REG (0x0140)
<
(50\/\/
S
&’
Q\
& &
Q)%Q) 7

‘OOOOOOOOOOOOOOOOOOOOOOOOOOOOO

0| 0x0 ‘Reset

XTS_AES_REG_LINESIZE Configures the data size of a single encryption. 0: 128 bits; 1: 256 bits;

2: 512 bits. (R/W)
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Register 22.3: XTS_AES_DESTINATION_REG (0x0144)

e
@?
&
o
&
J\@& ?{O%g\
\@@Q’ S/
E o]
\ooooooooooooooooooooooooooooooo|o\Reset
XTS_AES_REG_DESTINATION Configures the type of the external memory. Currently, it must be
set to 0, as the Manual Encryption block only supports flash encryption. Errors may occur if users
write 1. O: flash; 1: external RAM. (R/W)
Register 22.4: XTS_AES_PHYSICAL_ADDRESS_REG (0x0148)
&
S
\/?\Q
X
@
&
@/
&
S &’
& oy
& £
‘31 30|29 0‘
\O 0| 0x000000 ‘Reset
XTS_AES_REG_PHYSICAL_ADDRESS Physical address. (R/W)
Register 22.5: XTS_AES_TRIGGER_REG (0x014C)
Qég\
Q§
@/
&
QJ& \;50/
@%Q’G S/
\oooooooooooooooooooooooooooooooo\Reset
XTS_AES_REG_TRIGGER Set to enable manual encryption. (WO)
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Register 22.6: XTS_AES_RELEASE_REG (0x0150)

<
S
td
%
QJ& éog\
@@G “oy
\oooooooooooooooooooooooooooooooo\Reset
XTS_AES_REG_RELEASE Set to grant SPI1 access to encrypted result. (WO)
Register 22.7: XTS_AES_DESTROY_REG (0x0154)
A
&
o
%
@6\ éog\
@@Q’G %Y
‘31 1 0‘
\oooooooooooooooooooooooooooooooo\Reset
XTS_AES_REG_DESTROY Set to destroy encrypted result. (WO)
Register 22.8: XTS_AES_STATE_REG (0x0158)
&
o5
&
& &
%Q) 7
N £
\oooooooooooooooooooooooooooooo|0xo\Reset
XTS_AES_REG_STATE Indicates the status of the Manual Encryption block. (RO)
e Ox0 (XTS_AES_IDLE): idle;
e Ox1 (XTS_AES_BUSY): busy with encryption;
e Ox2 (XTS_AES_DONE): encryption is completed, but the encrypted result is not accessible to
SPI;
® Ox3 (XTS_AES_RELEASE): encrypted result is accessible to SPI.
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Register 22.9: XTS_AES_DATE_REG (0x015C)

&
&’
eé\ (O%g\
& &%
& £
\o o| 0x20190514 \Reset
XTS_AES_REG_DATE \Version control register. (RO)
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23. Permission Control

23.1 Overview

In ESP32-S2, different type of buses and modules can have different permissions to access the memory. The
permission control module is used to manage all the access permissions through corresponding permission
control registers.

23.2 Features

e Permission controls for the CPU buses to access the internal memory
- SRAM partially adopts unified permission control and partially adopts split permission control.
— RTC FAST SRAM adopts split permission control.
- RTC SLOW SRAM adopts split permission control.

e Access to the external memory is managed by both the memory management unit (MMU) and the
permission control module.

23.3 Functional Description

23.3.1 Internal Memory Permission Controls
The internal memory resources in ESP32-S2 include ROM, SRAM, RTC FAST Memory, and RTC SLOW Memory.
The breakdown of each memory is as follows:

* The total ROM size is 128 KB and consists of two 64 KB blocks.

¢ The total SRAM size is 320 KB and consists of four 8 KB blocks and eighteen 16 KB blocks, numbered
Block O ~ 21. The offset address range of each block is shown in Table 96. For the base addresses
accessed by different buses please refer to Section 23.3.1.1, 23.3.1.2, and 23.3.1.3. Each of the four 8 KB
blocks (Block O ~ 3) is equipped with an independent permission control register. The eighteen 16 KB
blocks (Block 4 ~ 21) are regarded as a large storage space as a whole, which is managed in split parts
(i.e., the storage space is split into high and low areas with separate permission controls). The split address
cannot fall within the address range of Block 4 ~ 5.

e RTC FAST Memory adopts split permission control. The high and low areas have independent permission
control registers.

e RTC SLOW Memory also adopts split permission control. The high and low areas have independent
permission control registers.

The following sections describe the buses and modules in ESP32-S2 that can access the above-mentioned
internal memory resources.

Table 96: Offset Address Range of Each SRAM Block

SRAM Block Offset Start Address | Offset End Address
Block O 0x0000 Ox1FFF
Block 1 0x2000 Ox3FFF
Block 2 0x4000 Ox5FFF
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SRAM Block Offset Start Address | Offset End Address
Block 3 0x6000 OX7FFF
Block 4 0x8000 OxBFFF
Block 5 0xC000 OXFFFF
Block 6 0x10000 Ox13FFF
Block 7 0x14000 Ox17FFF
Block 8 0x18000 Ox1BFFF
Block 9 0x1C000 Ox1FFFF
Block 10 0x20000 Ox23FFF
Block 11 0x24000 Ox27FFF
Block 12 0x28000 Ox2BFFF
Block 13 0x2C000 Ox2FFFF
Block 14 0x30000 Ox33FFF
Block 15 0x34000 Ox37FFF
Block 16 0x38000 Ox3BFFF
Block 17 0x3C000 OX3FFFF
Block 18 0x40000 Ox43FFF
Block 19 0x44000 Ox47FFF
Block 20 0x48000 Ox4BFFF
Block 21 0x4C000 Ox4FFFF

23.3.1.1 Permission Control for the Instruction Bus (IBUS)

The address range on IBUS that requires permission control is 0x4002_0000 ~ 0x4007_1FFF, where SRAM
memory blocks and RTC FAST Memory are located. Access to different memory blocks is controlled by
independent permission control registers which are configured by software.

The permission control registers related to IBUS are also controlled by the PMS_PRO_IRAMO_LOCK signal.
When this signal is set to 1, the values configured in the permission control registers will be locked and cannot be
changed. At the same time, the value of the PMS_PRO_IRAMO_LOCK signal will also remain at 1 and cannot be
changed. The value of the PMS_PRO_IRAMO_LOCK signal is reset to O only when the CPU is reset.

SRAM Memory Blocks

Through IBUS, the CPU can Read (data) from SRAM, Write (data) to SRAM, and eXecute (an instruction),
indicated as R/W/X, respectively. The base address of SRAM accessed by the CPU is 0x4002_0000. Software
can configure valid access types to each SRAM block in advance. The configuration of the permission control
registers is shown in Table 97.

Table 97: Permission Control for IBUS to Access SRAM

Register Bit Positions | Description
PMS_PRO_IRAMO_1_REG [11:9] Configure the permission for IBUS to access SRAM Block 3
(from high to low as W/R/X)
[8:6] Configure the permission for IBUS to access SRAM Block 2
(from high to low as W/R/X)
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Register Bit Positions | Description
[5:3] Configure the permission for IBUS to access SRAM Block 1
(from high to low as W/R/X)
[2:0] Configure the permission for IBUS to access SRAM Block 0
(from high to low as W/R/X)
PMS_PRO_IRAMO_2_REG [22:20] Configure the permission for IBUS to access the high address
range in SRAM Block 4 ~ 21 (from high to low as W/R/X)
[19:17] Configure the permission for IBUS to access the low address
range in SRAM Block 4 ~ 21 (from high to low as W/R/X)
[16:0] Configure the split address of IBUS in the SRAM Block 4 ~ 21
address range. The base address is 0x4000_0000. See below
for instructions on how to configure split address.

Note:
* Configuring split address:

Split address is 32 bits in width and equal to base address plus the configured field value multiplied by 4. For example,
if Ox10000 is written to PMS_PRO_IRAMO_2_REG [16:0], the split address of IBUS in the SRAM Block 4 ~ 21 address
range is equal to 0x4004_0000. Note that the split address on IBUS and DBUSO cannot fall within the address range of
Block O ~ 5.

If the type of access initiated by the CPU to SRAM through IBUS does not match the configured access type, the
permission control module will directly deny this access. For example, if software allows the IBUS bus to only
read and write SRAM Block5, but the CPU initiates an instruction fetch, the permission control module will deny
this fetch access.

An access denial does not block the access initiated by the CPU, which means:
® The write operation will not take effect and will not change the data in the memory block.
e Read and fetch operations will get invalid data.

If the interrupt that indicates an illegitimate access to SRAM via IBUS is enabled, the permission control module
will record the current access address and access type, and give an interrupt signal at the same time. If the
access is denied repeatedly, the hardware only records the first error message. The access error interrupt is a
level signal and needs to be cleared by software. When the interrupt is cleared, the related error record is also
cleared at the same time.

RTC FAST Memory

The CPU can perform R/W/X access to the RTC FAST Memory through IBUS. As RTC FAST Memory adopts
split permission control, software needs to configure access permissions for the high and low address ranges,
respectively. The configuration of the permission control registers is shown in Table 98.

Table 98: Permission Control for IBUS to Access RTC FAST Memory

Register Bit Positions | Description

PMS_PRO_IRAMO_3_REG [16:14] Configure the permission for IBUS to access the high address
range in RTC FAST Memory (from high to low as W/R/X)
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Register Bit Positions | Description
[13:11] Configure the permission for IBUS to access the low address
range in RTC FAST Memory (from high to low as W/R/X)
[10:0] Configure the user-configurable split address of IBUS in the RTC

FAST address range. The base address is 0x4007_0000. For
how to configure the user-configurable split address, please re-

fer to the instructions above.

If the type of access initiated by the CPU to RTC Fast Memory through IBUS does not match the configured
access type, the permission control module will directly deny this access. If the interrupt that indicates an
illegitimate access to the RTC Fast Memory via IBUS is enabled, the permission control module will record the
current access address and access type, and give an interrupt signal at the same time. If the access is denied
repeatedly, the hardware only records the first error message. The access error interrupt is a level signal and
needs to be cleared by software. When the interrupt is cleared, the related error record is also cleared at the
same time.

23.3.1.2 Permission Control for the Data Bus (DBUSO)

The CPU can access two address ranges through DBUSQ: 0x3FFB_0000 ~ Ox3FFF_FFFF and Ox3FF9_EOOO ~
Ox3FF9_FFFF, where SRAM memory blocks and RTC FAST Memory are located. Access to different memory
blocks is controlled by independent permission control registers which are configured by software.

The permission control registers related to DBUSO are also controlled by the PMS_PRO_DRAMO_LOCK signal.
When this signal is set to 1, the configured values of the permission control registers will be locked and cannot be
changed. The value of the PMS_PRO_DRAMO_LOCK signal will also remain at 1 and cannot be changed. The
value of the PMS_PRO_DRAMO_LOCK signal is reset to 0 only when the CPU is reset.

SRAM Memory Blocks

The CPU can perform R/W access to SRAM via DBUSO, with the based address Ox3FFB_0000. Software can
configure allowed access types initiated by DBUSO to each SRAM block in advance. The configuration of the
permission control registers is shown in Table 99.

Table 99: Permission Control for DBUSO to Access SRAM

Register Bit Positions | Description
PMS_PRO_DRAMO_1_REG [28:27] Configure the permission for DBUSO to access the high address
range in SRAM Block 4 ~ 21 (from high to low as W/R)
[26:25] Configure the permission for DBUSO to access the low address
range in SRAM Block 4 ~ 21 (from high to low as W/R)
[24:8] Configure the user-configurable split address of DBUSO in the

SRAM Block 4 ~ 21 address range. The base address is
Ox3FFB_0000. For how to configure the user-configurable split
address, please refer to the instructions in Section 23.3.1.1.

[7:6] Configure the permission for DBUSO to access SRAM Block3
(from high to low as W/R)
[5:4] Configure the permission for DBUSO to access SRAM Block?2

(from high to low as W/R)
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Register Bit Positions | Description
[3:2] Configure the permission for DBUSO to access SRAM Block1
(from high to low as W/R)
[1:0] Configure the permission for DBUSO to access SRAM BlockO
(from high to low as W/R)

If the type of access initiated by the CPU to SRAM through DBUSO does not match the configured access type,
the permission control module will directly deny this access. If the interrupt that indicates an illegitimate access to
SRAM via DBUSO is enabled, the permission control module will record the current access address, access type,
and access size (in bytes, halfwords, or words), and give an interrupt signal at the same time. If the access is
denied repeatedly, the hardware only records the first error message. The access error interrupt is a level signal
and needs to be cleared by software. When the interrupt is cleared, the related error record is also cleared at the
same time.

RTC FAST Memory

The CPU can perform R/W access to RTC FAST Memory through DBUSO. As RTC FAST Memory adopts split
permission control, software needs to configure access permissions for the high and low address ranges,
respectively. The configuration of the permission control registers is shown in Table 100.

Table 100: Permission Control for DBUSO to Access RTC FAST Memory

Register Bit Positions | Description

Configure the permission for DBUSO to access the high address

14:183
[ ] range in RTC FAST Memory (from high to low as W/R)
[12:11] Configure the permission for DBUSO to access the low address
' range in RTC FAST Memory (from high to low as W/R)
PMS_PRO_DRAMO_2_REG , , , —
Configure the user-configurable split address of DBUSO within
[10:0) the RTC FAST Memory address range. The base address is

Ox3FF9_EO000. For how to configure the user-configurable split
address, please refer to the instructions in Section 23.3.1.1.

If the type of access initiated by the CPU to RTC FAST Memory through DBUSO does not match the configured
access type, the permission control module will directly deny this access. If the interrupt that indicates an
illegitimate access to RTC FAST Memory via DBUSO is enabled, the permission control module will record the
current access address, access type, and access size (in bytes, halfwords, or words), and give an interrupt signal
at the same time. If the access is denied repeatedly, the hardware only records the first error message. The
access error interrupt is a level signal and needs to be cleared by software. When the interrupt is cleared, the
related error record is also cleared at the same time.

23.3.1.3 Permission Control for On-chip DMA

The on-chip DMA can access the internal memory through Internal DMA, Copy DMA RX (receiving) channel, or
Copy DMA TX (transmitting) channel, using the address range Ox3FFB_0000 ~ Ox3FFF_FFFF (Ox3FFB_0000 is
the base address). Software can configure the type of DMA access to each SRAM block in advance. The
configuration of the permission control registers is shown in Table 101, where XX can be APB, TX, or RX,
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corresponding to the configuration registers of Internal DMA, TX Copy DMA, and RX Copy DMA, respectively.
More details about DMA can be found in Chapter 7 DMA Controller.

The permission control registers related to DMA are also controlled by the PMS_DMA_XX_I_LOCK signal. When
this signal is set to 1, the configured values of the permission control registers will be locked and cannot be
changed. The value of the PMS_DMA_XX_I_LOCK signal will also remain at 1 and cannot be changed. The
PMS_DMA_XX_I_LOCK signal value is reset to 0 only when the CPU is reset.

Table 101: Permission Control for On-chip DMA to Access SRAM

Register Bit Positions | Description
28:27] Configure the permission for DMA to access the high address
range in SRAM Block 4 ~ 21 (from high to low as W/R)
126:25] Configure the permission for DMA to access the low address
range in SRAM Block 4 ~ 21 (from high to low as W/R)
Configure the user-configurable split address of DMA in SRAM
24:8) Block 4 ~ 21 address range. The base address is Ox3FFB_0000.
For how to configure the user-configurable split address, please
PMS_DMA XX | 1_REG refer .to the instruotilon.s in Section 23.3.1.1.
7:6] Configure the permission for DMA to access SRAM Block3 (from
high to low as W/R)
(5:4] Configure the permission for DMA to access SRAM Block?2 (from
high to low as W/R)
3:2] Configure the permission for DMA to access SRAM Block1 (from
high to low as W/R)
[1:0] Configure the permission for DMA to access SRAM BlockO (from
high to low as W/R)

If the type of access initiated by the on-chip DMA to SRAM does not match the configured access type, the
permission control module will directly deny this access. If the interrupt that indicates an illegitimate access to
SRAM via Internal DMA, TX Copy DMA, or RX Copy DMA is enabled, the permission control module will record
the current access address and access type, and give an interrupt signal at the same time. If the access is
denied repeatedly, the hardware only records the first error message. The access error interrupt is a level signal
and needs to be cleared by software. When the interrupt is cleared, the related error record is also cleared at the
same time.

23.3.1.4 Permission Control for PeriBus1

The CPU can access the address range 0x3F40_0000 ~ Ox3F4F_FFFF through PeriBus1, where RTC SLOW
SRAM is located. PeriBus1 can perform R/W operations. The read/write permission is controlled by
software.

Software can also configure whether PeriBus1 is allowed to access peripherals that are within the address range
Ox3F40_0000 ~ Ox3F4B_FFFF.

As the CPU can initiate predictive read operations through PeriBus1, it may cause peripheral FIFO read errors. To
avoid FIFO read errors, the FIFO addresses of the corresponding peripherals have already been written in
hardware and can no longer be changed, as Table 102 shows. In addition, four software-configurable address
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registers PMS_PRO_DPORT_2 ~ 5_REG are reserved for users to write into addresses read-protected from
PeriBus1 reading. The configuration of the permission control registers is shown in Table 103.

Table 102: Peripherals and FIFO Address

Peripherals

FIFO Address

ADDR_RTCSLOW

0x6002_1000

ADDR_FIFO_UARTO

0x6000_0000

ADDR_FIFO_UART1

0x6001_0000

ADDR_FIFO_UART2

0x6002_EO00

ADDR_FIFO_I2S0

O0x6000_F004

ADDR_FIFO_I251

0x6002_D004

ADDR_FIFO_RMT_CHO

0x6001_6000

ADDR_FIFO_RMT_CH1

0x6001_6004

ADDR_FIFO_RMT_CH2

0x6001_6008

ADDR_FIFO_RMT_CHS3

0x6001_600C

ADDR_FIFO_I2C_EXTO

0x6001_301C

ADDR_FIFO_I2C_EXT1

0x6002_701C

ADDR_FIFO_USB_0

0x6008_0020

ADDR_FIFO_USB_1_L

0x6008_1000

ADDR_FIFO_USB_1_H

Ox6009_OFFF

The permission control registers related to PeriBus1 are also controlled by the PMS_PRO_DPORT_LOCK signal.
When this signal is set to 1, the configured values of the permission registers will be locked and cannot be
changed. The value of the PMS_PRO_DPORT_LOCK signal will also remain at 1 and cannot be changed. The
value of the PMS_PRO_DPORT_LOCK signal is reset to 0 only when the CPU is reset.

Table 103: Permission Control for PeriBus1

Register

Bit Positions

Description

PMS_PRO_DPORT_1_REG

[19:16]

The value of each bit determines whether to enable the corre-
sponding reserved FIFO address.

[15:14]

Configure the permission for PeriBus1 to access the high ad-
dress range in RTC SLOW Memory (from high to low as W/R)

[13:12]

Configure the permission for PeriBus1 to access the low address
range in RTC SLOW Memory (from high to low as W/R)

[11:1]

Configure the user-configurable split address of PeriBus1 in
the RTC SLOW Memory address range. The base address is
0x3F42_1000. For how to configure the user-configurable split
address, please refer to the instructions in Section 23.3.1.1.

[0]

Configure whether PeriBus1 can access the peripherals within
the address range 0x3F40_0000 ~ Ox3F4B_FFFF

PMS_PRO_DPORT_2_REG

[17:0]

The zeroth address unreadable to PeriBust,
PMS_PRO_DPORT_RESERVE_FIFO_VALID [16]

enabled by

PMS_PRO_DPORT_3_REG

[17:0]

The first address unreadable to PeriBusi,
PMS_PRO_DPORT_RESERVE_FIFO_VALID [17]

enabled by
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Register Bit Positions | Description

PMS_PRO_DPORT_4_REG [17:0] The second address unreadable to PeriBusi1, enabled by
PMS_PRO_DPORT_RESERVE_FIFO_VALID [18]

PMS_PRO_DPORT_5_REG [17:0] The third address unreadable to PeriBus1, enabled by

PMS_PRO_DPORT_RESERVE_FIFO_VALID [19]

If PeriBus1 initiates a read access to unreadable address, or if the type of the access to RTC SLOW Memory
does not match the configured type, the permission control module will directly deny this access. If the interrupt

that indicates an illegitimate access to RTC SLOW Memory by PeriBus1 is enabled, the permission control

module will record the current access address, access type, and access size (in bytes, halfwords, or words), and

give an interrupt signal at the same time. If the access is denied repeatedly, the hardware only records the first

error message. The access error interrupt is a level signal and needs to be cleared by software. When the

interrupt is cleared, the related error record is also cleared at the same time.

23.3.1.5 Permission Control for PeriBus2

The two address ranges on PeriBus2 that require permission control are 0x5000_0000 ~ 0x5000_1FFF and
0x6000_0000 ~ 0x600B_FFFF where RTC SLOW Memory and peripheral modules are located.

PeriBus2 supports R/W/X access to RTC SLOW Memory through two address ranges, namely RTCSlow_0 and
RTCSlow_1. Software can configure the allowed access types. The configuration of the permission control

registers is shown in Table 104.

PeriBus2 does not support fetch operations on peripherals. If a fetch operation is initiated on a peripheral, invalid

data will be obtained.

The permission control registers related to PeriBus2 are also controlled by the PMS_PRO_AHB_LOCK signal.

When this signal is configured to 1, the values of the permission control registers are locked and cannot be
changed. The value of the PMS_PRO_AHB_LOCK signal will also remain at 1 and cannot be changed. The value
of the PMS_PRO_AHB_LOCK signal is reset to 0 only when the CPU s reset.

Table 104: Permission Control for PeriBus2 to Access RTC SLOW Memory

Espressif Systems

Register Bit Positions | Description
PMS_PRO_AHB_1_REG [16:14] Configure the permission for PeriBus2 to access the high ad-
dress range in RTCSlow_0 (from high to low as W/R/X)
[13:11] Configure the permission for PeriBus?2 to access the low address
range in RTCSlow_0 (from high to low as W/R/X)
[10:0] Configure the user-configurable split address of PeriBus2 in the
RTCSlow_0 address range. The base address is 0x5000_1000.
For how to configure the user-configurable split address, please
refer to the instructions in Section 23.3.1.1.
PMS_PRO_AHB_2_REG [16:14] Configure the permission for PeriBus2 to access the high ad-
dress range in RTCSlow_1 (from high to low as W/R/X)
[13:11] Configure the permission for PeriBus?2 to access the low address

range in RTCSlow_1 (from high to low as W/R/X)
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Register Bit Positions | Description

[10:0] Configure the user-configurable split address of PeriBus2 in the
RTCSlow_1 address range. The base address is 0x6002_1000.
For how to configure the user-configurable split address, please
refer to the instructions in Section 23.3.1.1.

If the type of the access to RTCSlow_0 or RTCSlow_1 made by the CPU through PeriBus2 does not match the
configured type, the permission control module will directly deny this access. If the interrupt that indicates an
illegitimate access by PeriBus?2 is enabled, the permission control module will record the current access address
and access type, and give an interrupt signal at the same time. If the access is denied repeatedly, the hardware
only records the first error message. The access error interrupt is a level signal and needs to be cleared by
software. When the interrupt is cleared, the related error record is also cleared at the same time.

23.3.1.6 Permission Control for Cache

Among the SRAM blocks, only Block O ~ 3 can be assigned to Icache and Dcache. Icache or Dcache can
access up to 16 KB internal memory, which means, they can access up to two blocks. The 16 KB address range
accessed by Icache or Dcache is divided into two ranges: high address range (indicated by “_H” and low
address range (indicated by “_L").

The user can allocate Block O ~ 3 to Icache_H, Icache_L, Dcache_H, or Dcache_L by configuring the field
PMS_PRO_CACHE_CONNECT in register PMS_PRO_CACHE_1_REG. The detailed configuration is shown in
Table 105, where FIELD indicates field PMS_PRO_CACHE_CONNECT.

Table 105: Configuration of Register PMS_PRO_CACHE_1_REG

SRAM Block 0-3 Dcache_H | Dcache_L | Icache H | Icache L
Block 0 FIELD[3] FIELD[2] | FIELD[1] | FIELDIO]
Block 1 FIELD[7] FIELD[B] | FIELD[B] | FIELD[4]
Block 2 FIELD[11] | FIELD[10] | FIELD[9] | FIELDI8]
Block 3 FIELD[15] | FIELD[14] | FIELD[13] | FIELD[12]

Notes:

¢ One block can be assigned to only one of Dcache_H, Dcache_L, Icache_H, and Icache_L, which means
that one bit at most can be set to 1 in the same row in Table 105.

e One of Dcache_H, Dcache_L, Icache_H, and Icache_L can occupy only one block, which means that one
bit at most can be set to 1 in the same column in Table 105.

¢ SRAM memory occupied by the cache cannot be accessed by the CPU. Non-occupied SRAM memory
can still be accessed by the CPU.

23.3.1.7 Permission Control of Other Types of Internal Memory

In ESP32-S2, software can read Trace memory to get information about the runtime status of the CPU.
Additionally, it can also be used as a debug channel to communicate with software running on the CPU. Software
can enable the Trace memory function by configuring register PMS_PRO_TRACE_1. This register is also
controlled by the PMS_PRO_TRACE_LOCK signal. When this signal is set to 1, the value configured in the
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register will be locked and cannot be changed. At the same time, the value of the PMS_PRO_TRACE_LOCK
signal will also remain at 1 and cannot be changed. The value of the PMS_PRO_TRACE_LOCK signal is reset to
0 only when the CPU is reset.

After the Trace memory function is enabled, register PMS_OCCUPY_3 needs to be configured to select one
block from SRAM Block 4 ~ 21 as Trace memory. Only one block can be used as Trace memory, in which case, it
can no longer be accessed by the CPU. Register PMS_OCCUPY_3 is controlled by the PMS_OCCUPY_LOCK
signal. When this signal is configured as 1, the value configured in the register will be locked and cannot be
changed. At the same time, the value of the PMS_OCCUPY_LOCK signal will also remain at 1 and cannot be
changed. The PMS_OCCUPY_LOCK signal value is reset to 0 the CPU is reset.

When an SRAM block is selected as Trace Memory, neither IBUS, DBUS, nor DMA can access this block.

23.3.2 External Memory Permission Control
The CPU can access the external flash and SRAM by SPI1, EDMA or cache. The former two support direct
access, and the cache supports indirect access.

23.3.2.1 Cache MMU

The Cache MMU is used to control the permission for cache and EDMA to access the external memory. Its
primary function is to convert virtual addresses to physical addresses. The MMU needs to be configured before
enabling cache and EDMA. When a cache miss occurs or the data is written back to the external memory, the
cache controller will automatically access the MMU and generate a physical address to access the external
memory. When EDMA reads and writes the external SRAM, the EDMA controller also automatically accesses the
MMU and generates a physical address to access the external SRAM.

Table 106: MMU Entries

MMU Entries Bit Positions | Description

The external memory attribute indicates whether cache/EDMA ac-
cesses the external flash or SRAM. If bit 15 is set, cache/EDMA

SRAM [16] , ,
accesses flash. If bit 16 is set, cache/EDMA accesses SRAM. The
two bits cannot be set at the same time.

Flash [15]

Invalid [14] Cleared if MMU entry is valid.

Page number [13:0] For MMU purposes, external memory is divided in memory blocks

called ‘pages’. The page size is fixed at 64 KB. The page number
of the physical address space indicates which page is accessed by
cache/EDMA.

When cache or EDMA accesses an invalid MMU page or the external memory attribute is not specified in the
MMU, an MMU error interrupt will be triggered.

23.3.2.2 External Memory Permission Controls

The hardware divides the physical address of the external memory (flash + SRAM) into eight (4 + 4) areas. Each
area can be individually configured for W/R/X access. Software needs to configure the size of each area and its
access type in advance.
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The eight areas correspond to eight sets of registers, and the flash and SRAM each has four sets. Each set of
registers contains three parts as follows:

1. Attribute list: APB_CTRL_X_ACS_n_ATTR_REG has 3 bits in total, which are W/R/X bits from high to low;
2. Area start address: APB_CTRL_X_ACS_n_ADDR_REG, which represents the physical address;

3. Area length: APB_CTRL_X_ACS_n_SIZE_REG in multiples of 64 KB;

“o_n

Wherein “X” represents flash or SRAM, “n” represents O ~ 3. Note that the total size of the four areas

corresponding to flash must be 1 GB, so is the total size of the four areas corresponding to SRAM.

When the CPU directly accesses external memory, the permission control module only monitors the CPU’s write
requests, not the read requests. The control module checks whether the access type matches the configured
type according to the accessed physical address. If the area does not allow write access, the permission module
directly rejects write access, records the information about the current access, and triggers an access error
interrupt.

Cache miss, cache write back, and cache prefetch operations will trigger W/R/X requests from the cache to the
external memory. The permission control module will query for the access attributes of the area according to the
accessed physical address, and compare the the cache request against the pre-configured attributes. Only
when the two match, the permission control module will pass the request to the external memory. If the cache
initiates an R/F request, the permission control module will send the access attributes of the area to the cache for
storage. When the access request is inconsistent with the current access attributes, the hardware records the
information about the current access and triggers an access error interrupt.

When the CPU accesses the cache, the permission control module must check the attributes of the CPU access
by comparing it with the local access attribute list. Only if the two match, the CPU access is allowed. When the
access request is inconsistent with the current access attributes, the hardware records the information about the
current access and triggers an access error interrupt.

If the access attribute check fails repeatedly, the hardware only records the first error message, and the
subsequent error messages will be discarded directly. The access error interrupt is a level signal. When software
clears the access error interrupt flag, the error record will be cleared at the same time.

23.3.3 Non-Aligned Access Permission Control

ESP32-52 supports monitoring of non-word-aligned access. When PeriBus1 or PeriBus?2 initiates a non-word
address alignment or non-word sized access to a peripheral device, an interrupt or system exception may be
triggered. The following table lists all possible access types and their corresponding results, where IN means
interrupt, £X means exceptions, and 4/ means no action is triggered.
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Table 107: Non-Aligned Access to Peripherals

Accessed by Access Address | Access Unit | Read | Write
byte IN IN
OXXXXX _XXX0 halfword IN IN
word Vv Vv
byte IN IN
PeriBus2 OxXXXX XXX halfword Vv IN
word vV IN
byte IN IN
OXXXXX_XXX2 halfword IN IN
word Vv IN
byte IN IN
OXXXXX_XXXO0 halfword IN IN
word vV vV
byte IN IN
Address range 0x3F40_0000 -
OXXXXX XXX halfword EX EX
Ox3F4B_FFFF
word EX EX
byte IN IN
OXXXXX_XXX2 halfword IN IN
word EX EX
byte v v
OXXXXX _XXX0 halfword Vv vV
word Vv Vv
byte IN IN
Address range Ox3F4C_0000 -
OXXXXX XXX 1 halfword EX EX
Ox3F4F_FFFF
word EX EX
byte IN IN
OXXXXX_XXX2 halfword IN IN
word EX EX

23.4 Base Address

Users can access the permission control module with the base address as shown in Table 108. For more
information, see Chapter System and Memory.

Table 108: Permission Control Base Address

Bus to Access Peripheral

Base Address

PeriBUSH

Ox3F4C1000

23.5 Register Summary

The address in the following table represents the address offset (relative address) with the respect to the
peripheral base address, not the absolute address. For detailed information about the permission control base

address, please refer to Section 23.4.
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Name Description Address | Access
Control Registers

PMS_PRO_IRAMO_O_REG IBUS permission control register O. 0x0010 | R/W
PMS_PRO_DRAMO_O_REG DBUS permission control register O. 0x0028 | R/W
PMS_PRO_DPORT_0_REG PeriBus1 permission control register 0. 0x003C | R/'W
PMS_PRO_AHB_0_REG PeriBus2 permission control register O. 0x005C | R/W
PMS_PRO_TRACE_0_REG Trace memory permission control register 0. 0x0070 | R/W
PMS_PRO_CACHE_0_REG Cache permission control register O. 0x0078 | R/W
PMS_DMA_APB_I_0_REG Internal DMA permission control register O. 0x008C | R/W
PMS_DMA_RX_I_0_REG RX Copy DMA permission control register O. 0x009C | R/W
PMS_DMA_TX_I_0_REG TX Copy DMA permission control register 0. Ox00AC | R/'W
PMS_CACHE_SOURCE_0_REG Cache access permission control register O. 0x00C4 | R/W
PMS_APB_PERIPHERAL_O_REG Peripheral access permission control register 0. | Ox0O0CC | R/W
PMS_OCCUPY_0_REG Occupy permission control register 0. 0x00D4 | R/W
PMS_CACHE_TAG_ACCESS_0_REG Cache tag permission control register O. Ox00E4 | R/W
PMS_CACHE_MMU_ACCESS_0_REG | Cache MMU permission control register O. Ox00EC | R/W
PMS_CLOCK_GATE_REG_REG Clock gate register of permission control. 0x0104 | R/'W
Configuration Registers

PMS_PRO_IRAMO_1_REG IBUS permission control register 1. 0x0014 | R/W
PMS_PRO_IRAMO_2_REG IBUS permission control register 2. 0x0018 | R/W
PMS_PRO_IRAMO_3_REG IBUS permission control register 3. 0x001C | R/W
PMS_PRO_DRAMO_1_REG DBUS permission control register 1. 0x002C | R/W
PMS_PRO_DRAMO_2_REG DBUS permission control register 2. 0x0030 | R/W
PMS_PRO_DPORT_1_REG PeriBus1 permission control register 1. 0x0040 | R/W
PMS_PRO_DPORT_2_REG PeriBus1 permission control register 2. 0x0044 | R/W
PMS_PRO_DPORT_3_REG PeriBus1 permission control register 3. 0x0048 | R/W
PMS_PRO_DPORT_4_REG PeriBus1 permission control register 4. 0x004C | R/W
PMS_PRO_DPORT_5_REG PeriBus1 permission control register 5. 0x0050 | R/W
PMS_PRO_AHB_1_REG PeriBus2 permission control register 1. 0x0060 | R/W
PMS_PRO_AHB_2_REG PeriBus2 permission control register 2. 0x0064 R/W
PMS_PRO_TRACE_1_REG Trace memory permission control register 1. 0x0074 | R/W
PMS_PRO_CACHE_1_REG Cache permission control register 1. 0x007C | R/W
PMS_DMA_APB_I_1_REG Internal DMA permission control register 1. 0x0090 | R/W
PMS_DMA_RX_I_1_REG RX Copy DMA permission control register 1. Ox00A0 | R/W
PMS_DMA_TX_I_1_REG TX Copy DMA permission control register 1. 0x00BO | R/W
PMS_APB_PERIPHERAL_1_REG Peripheral access permission control register 1. | Ox00DO | R/W
PMS_OCCUPY_1_REG Occupy permission control register 1. 0x00D8 | R/W
PMS_OCCUPY_3_REG Occupy permission control register 3. Ox00EO | R/W
PMS_CACHE_TAG_ACCESS_1_REG Cache tag permission control register 1. Ox00E8 | R/W
PMS_CACHE_MMU_ACCESS_1_REG | Cache MMU permission control register 1. Ox00F0 | R/W
Interrupt Registers

PMS_PRO_IRAMO_4_REG IBUS permission control register 4. 0x0020 | varies
PMS_PRO_IRAMO_5_REG IBUS status register. 0x0024 | RO
PMS_PRO_DRAMO_3_REG DBUS permission control register 3. 0x0034 | varies
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Name Description Address | Access
PMS_PRO_DRAMO_4_REG DBUS status register. 0x0038 | RO
PMS_PRO_DPORT_6_REG PeriBus1 permission control register 6. 0x0054 | varies
PMS_PRO_DPORT_7_REG PeriBus1 status register. 0x0058 | RO
PMS_PRO_AHB_3_REG PeriBus2 permission control register 3. 0x0068 | varies
PMS_PRO_AHB_4_REG PeriBus?2 status register. 0x006C | RO
PMS_PRO_CACHE_2_REG Cache permission control register 2. 0x0080 | varies
PMS_PRO_CACHE_3_REG Icache status register. 0x0084 | RO
PMS_PRO_CACHE_4_REG Dcache status register. 0x0088 | RO
PMS_DMA_APB_I_2_REG Internal DMA permission control register 2. 0x0094 | varies
PMS_DMA_APB_I_3_REG Internal DMA status register. 0x0098 | RO
PMS_DMA_RX_I_2_REG RX Copy DMA permission control register 2. 0Ox00A4 | varies
PMS_DMA_RX_I_3_REG RX Copy DMA status register. 0x00A8 | RO
PMS_DMA_TX_I_2_REG TX Copy DMA permission control register 2. 0x00B4 | varies
PMS_DMA_TX_I_3_REG TX Copy DMA status register. 0x00B8 | RO
PMS_APB_PERIPHERAL_INTR_REG PeriBus2 permission control register. Ox00F4 | varies
PMS_APB_PERIPHERAL_STATUS_REG| PeriBus2 peripheral access status register. Ox00F8 | RO
PMS_CPU_PERIPHERAL_INTR_REG PeriBus1 permission control register. OxO0FC | varies
PMS_CPU_PERIPHERAL_STATUS_REG)| PeriBus1 peripheral access status register. 0x0100 | RO
Version Control Register
PMS_DATE Version control register. OxOFFC | R/'W
23.6 Registers
Register 23.1: PMS_PRO_IRAMO0_0_REG (0x0010)
QVOQ\L
&
& &
& &

PMS_PRO_IRAMO_LOCK Lock register. Setting to 1 locks IBUS permission control registers. (R/W)
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Register 23.2: PMS_PRO_DRAMO_0_REG (0x0028)

o
X
?\
o5
>
& %/Q\
& &
‘31 1| 0 ‘
\ooooooooooooooooooooooooooooooo|o\Reset
PMS_PRO_DRAMO_LOCK Lock register. Setting to 1 locks DBUSO permission control registers.
R/W)
Register 23.3: PMS_PRO_DPORT_0_REG (0x003C)
o
N
5
I
& %/Q\
QZ»@ Q®
‘31 1| 0 ‘
\ooooooooooooooooooooooooooooooo|o\Reset
PMS_PRO_DPORT_LOCK Lock register. Setting to 1 locks PeriBus1 permission control registers.
(RW)
Register 23.4: PMS_PRO_AHB_0_REG (0x005C)
\E
O
o
s &
& &

E o]

\ooooooooooooooooooooooooooooooo|o\Reset

PMS_PRO_AHB_LOCK Lock register.

Setting to 1 locks PeriBus2 permission control registers.
RW)
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Register 23.5: PMS_PRO_TRACE_0_REG (0x0070)

\b
\90
&
&
S &
Q)(A 57
& &
\31 1| 0 \
\ooooooooooooooooooooooooooooooo|o\Reset
PMS_PRO_TRACE_LOCK Lock register. Setting to 1 locks trace function permission control regis-
ters. (R/W)
Register 23.6: PMS_PRO_CACHE_0_REG (0x0078)
\l__
\/oo
S
9
o
& &
%) s
& &
\31 1| 0 \
\ooooooooooooooooooooooooooooooo|o\Reset
PMS_PRO_CACHE_LOCK Lock register. Setting to 1 locks cache permission control registers.
R/W)
Register 23.7: PMS_DMA_APB_I_0_REG (0x008C)
\l_
O
o
o
o
S &
Q)6 S 7
& &

PMS_DMA_APB_I_LOCK Lock register. Setting to 1 locks internal DMA permission control registers.
R/W)
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Register 23.8: PMS_DMA_RX_I_0_REG (0x009C)

Q_
\90
N/
S
@GQJ& %9®
& &
\oooooooooooooooooooooooooooooooo\Reset
PMS_DMA_RX_I_LOCK Lockregister. Setting to 1 locks RX Copy DMA permission control registers.
R/W)
Register 23.9: PMS_DMA_TX_I_0_REG (0x00AC)
\L_
RS
4
o
@GQJ& %S)®
& &

w
et
-
o

\oooooooooooooooooooooooooooooooo\Reset

PMS_DMA_TX_I_LOCK Lock register. Setting to 1 locks TX Copy DMA permission control registers.
RW)

Register 23.10: PMS_CACHE_SOURCE_0_REG (0x00C4)

N
&
)
EY
&
S P
Q)(\\ S/
& &
\ooooooooooooooooooooooooooooooo|o\Reset
PMS_CACHE_SOURCE_LOCK Lock register. Setting to 1 locks cache access permission control
registers. (R/W)
Espressif Systems 441 ESP32-S2 TRM (Preliminary VO.3)

Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

23. Permission Control

Register 23.11: PMS_APB_PERIPHERAL_0_REG (0x00CC)

\b
O
o
Qg\?‘
&
&
& £
%/
& &
\ooooooooooooooooooooooooooooooo|o\Reset
PMS_APB_PERIPHERAL_LOCK Lock register. Setting to 1 locks TX Copy DMA permission control
registers. (R/W)
Register 23.12: PMS_OCCUPY_0_REG (0x00D4)
\k.
\/oO
A/
N}
S
@b\ OC)
Q)é S 7
& &
‘31 1 D‘
\oooooooooooooooooooooooooooooooo\Reset
PMS_OCCUPY_LOCK Lock register. Setting to 1 locks occupy permission control registers. (R/W)
Register 23.13: PMS_CACHE_TAG_ACCESS_0_REG (0x00E4)
\E.
O
%\/’O
oc’{&
?\
/\VQ/
\e\/
é"’& %QVO
%) /
& &
‘31 1 0‘
\oooooooooooooooooooooooooooooooo\Reset
PMS_CACHE_TAG_ACCESS_LOCK Lock register. Setting to 1 locks cache tag permission control
registers. (R/W)
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Register 23.14: PMS_CACHE_MMU_ACCESS_0_REG (0x00EC)

<
\2\
& 5
el @%/
N <
‘31 1 0‘
\oooooooooooooooooooooooooooooooo\Reset
PMS_CACHE_MMU_ACCESS_LOCK Lock register. Setting to 1 locks cache MMU permission con-
trol registers. (R/W)
Register 23.15: PMS_CLOCK_GATE_REG_REG (0x0104)
%
<
& >
%) /
N ™
\ooooooooooooooooooooooooooooooo1\Reset
PMS_CLK_EN Enable the clock of permission control module when set to 1. (R/W)
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Register 23.16: PMS_PRO_IRAMO_1_REG (0x0014)

B o [o [ <]+ ]

(o] ]o]
\o 0 000 00 O0OOTG 0O OTU OGO 0O 0TO0TO 0O0 O o|1|1|1|1|1|1|1|1|1|1|1|1\Reset

PMS_PRO_IRAMO_SRAM_0_F Setting to 1 grants IBUS permission to fetch SRAM Block 0. (R/W)
PMS_PRO_IRAMO_SRAM_0_R Setting to 1 grants IBUS permission to read SRAM Block 0. (R/W)
PMS_PRO_IRAMO_SRAM_0_W Setting to 1 grants IBUS permission to write SRAM Block 0. (R/W)
PMS_PRO_IRAMO_SRAM_1_F Setting to 1 grants IBUS permission to fetch SRAM Block 1. (R/W)
PMS_PRO_IRAMO_SRAM_1_R Setting to 1 grants IBUS permission to read SRAM Block 1. (R/W)
PMS_PRO_IRAMO_SRAM_1_W Setting to 1 grants IBUS permission to write SRAM Block 1. (R/W)
PMS_PRO_IRAMO_SRAM_2_F Setting to 1 grants IBUS permission to fetch SRAM Block 2. (R/W)
PMS_PRO_IRAMO_SRAM_2_R Setting to 1 grants IBUS permission to read SRAM Block 2. (R/W)
PMS_PRO_IRAMO_SRAM_2_W Setting to 1 grants IBUS permission to write SRAM Block 2. (R/W)
PMS_PRO_IRAMO_SRAM_3_F Setting to 1 grants IBUS permission to fetch SRAM Block 3. (R/W)
PMS_PRO_IRAMO_SRAM_3_R Setting to 1 grants IBUS permission to read SRAM Block 3. (R/W)

PMS_PRO_IRAMO_SRAM_3_W Setting to 1 grants IBUS permission to write SRAM Block 3. (R/W)
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)
@Q’(@
&

£

Register 23.17: PMS_PRO_IRAMO0_2_REG (0x0018)

O Q7 Q7 Q7 Q7 Q7
RN

B

23|22|21|20|19|1B|17|16

|

\o 0 00 00 0 O o|1|1|1|1|1|1|

0 ‘Reset

PMS_PRO_IRAMO_SRAM_4_SPLTADDR Configure the split address of SRAM Block 4-21 for IBUS

access. (R/W)

PMS_PRO_IRAMO_SRAM_4_L_F Setting to 1 grants IBUS permission to fetch SRAM Block 4-21
low address region. (R/W)

PMS_PRO_IRAMO_SRAM_4_L_R Setting to 1 grants IBUS permission to read SRAM Block 4-21
low address region. (R/W)

PMS_PRO_IRAMO_SRAM_4_L_W Setting to 1 grants IBUS permission to write SRAM Block 4-21
low address region. (R/W)

PMS_PRO_IRAMO_SRAM_4_H_F Setting to 1 grants IBUS permission to fetch SRAM Block 4-21
high address region. (R/W)

PMS_PRO_IRAMO_SRAM_4_H_R Setting to 1 grants IBUS permission to read SRAM Block 4-21
high address region. (R/W)

PMS_PRO_IRAMO_SRAM_4_H_W Setting to 1 grants IBUS permission to write SRAM Block 4-21
high address region. (R/W)
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Register 23.18: PMS_PRO_IRAMO0_3_REG (0x001C)

\000000000000000111111 0 \Reset

PMS_PRO_IRAMO_RTCFAST_SPLTADDR Configure the split address of RTC FAST for IBUS ac-
cess. (R/W)

PMS_PRO_IRAMO_RTCFAST_L_F Setting to 1 grants IBUS permission to fetch RTC FAST low ad-
dress region. (R/W)

PMS_PRO_IRAMO_RTCFAST_L_R Setting to 1 grants IBUS permission to read RTC FAST low ad-
dress region. (R/W)

PMS_PRO_IRAMO_RTCFAST_L_W Setting to 1 grants IBUS permission to write RTC FAST low ad-
dress region. (R/W)

PMS_PRO_IRAMO_RTCFAST_H_F Setting to 1 grants IBUS permission to fetch RTC FAST high
address region. (R/W)

PMS_PRO_IRAMO_RTCFAST_H_R Setting to 1 grants IBUS permission to read RTC FAST high
address region. (R/W)

PMS_PRO_IRAMO_RTCFAST_H_W Setting to 1 grants IBUS permission to write RTC FAST high
address region. (R/W)
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Register 23.19: PMS_PRO_DRAMO0_1_REG (0x002C)

Q\
N /\§Q
TR = R
vy &7 RS SRS
S55E 5 St
NSAQAQAA Nl NSO
Q@ s QVQ@ O@v OQ\V QYQQYQQYQQYQQY s
D <2QO Q007 07 OO0 RO OG0 07
6 7/ 7/ 7/ 7/ 7/ 7 7 e 7 7/ 7/ 7/ 7/
& SRR N PSSO SIS
‘31 29| 28 27 26 25 | 24 8 7 6 5 4 3 2 1 D‘
[o o of1]1]1 0 [ 1] 1 |Reset
PMS_PRO_DRAMO0O_SRAM_0_R Setting to 1 grants DBUSO permission to read SRAM Block O.
R/W)
PMS_PRO_DRAMO0O_SRAM_0_W Setting to 1 grants DBUSO permission to write SRAM Block 0.
R/W)
PMS_PRO_DRAMO0O_SRAM_1_R Setting to 1 grants DBUSO permission to read SRAM Block 1.
R/W)
PMS_PRO_DRAMO0O_SRAM_1_W Setting to 1 grants DBUSQ permission to write SRAM Block 1.
RW)
PMS_PRO_DRAMO0O_SRAM_2 R Setting to 1 grants DBUSO permission to read SRAM Block 2.
RW)
PMS_PRO_DRAMO_SRAM_2 W Setting to 1 grants DBUSO permission to write SRAM Block 2.
RW)
PMS_PRO_DRAMO_SRAM_3 R Setting to 1 grants DBUSO permission to read SRAM Block 3.
RW)
PMS_PRO_DRAMO_SRAM_3_W Setting to 1 grants DBUSQO permission to write SRAM Block 3.
RW)
PMS_PRO_DRAMO_SRAM_4_SPLTADDR Configure the split address of SRAM Block 4-21 for
DBUSO access. (R/W)
PMS_PRO_DRAMO_SRAM_4 L R Settingto 1 grants DBUSO permission to read SRAM Block 4-21
low address region. (R/W)
PMS_PRO_DRAMO_SRAM_4_L_W Setting to 1 grants DBUSO permission to write SRAM Block 4-
21 low address region. (R/W)
PMS_PRO_DRAMO0O_SRAM_4_H_R Settingto 1 grants DBUSO permission to read SRAM Block 4-21
high address region. (R/W)
PMS_PRO_DRAMO_SRAM_4_H_W Setting to 1 grants DBUSQ permission to write SRAM Block
4-21 high address region. (R/W)
Espressif Systems 447 ESP32-S2 TRM (Preliminary V0.3)

Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

23. Permission Control

Register 23.20:

PMS_PRO_DRAMO_2_REG (0x0030)

sF
<X
AR Qv
/ NN
%&/é&/%&/&/ O'J\/
ST &8
Qgﬁggﬁgésg/& Qgﬁ
NN N
CoPraprapiie »
SRR oS
&& KR KR 3
I 767 &7 &7 S/
& AR &
‘31 15| 14 13 12 11 10 0‘
\000000000000000001111 0 \Reset

PMS_PRO_DRAMO_RTCFAST_SPLTADDR Configure the split address of RTC FAST for DBUSO

access. (R/W)

PMS_PRO_DRAMO_RTCFAST_L_R Setting to 1 grants DBUSO permission to read RTC FAST low

address region. (R/W)

PMS_PRO_DRAMO_RTCFAST_L_W Setting to 1 grants DBUSO permission to write RTC FAST low

address region. (R/W)

PMS_PRO_DRAMO_RTCFAST_H_R Setting to 1 grants DBUSO permission to read RTC FAST high

address region. (R/W)

PMS_PRO_DRAMO_RTCFAST H_W Setting to 1 grants DBUSO permission to write RTC FAST high

address region. (R/W)
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23. Permission Control

Register 23.21:

PMS_PRO_DPORT_1_REG (0x0040)

PMS_PRO_DPORT_APB_PERIPHERAL_FORBID Setting to 1 denies PeriBus1 bus’s access to
APB peripheral. (R/W)

PMS_PRO_DPORT_RTCSLOW_SPLTADDR Configure the split address of RTC FAST for PeriBus1
access. (R/W)

PMS_PRO_DPORT_RTCSLOW_L_R Setting to 1 grants PeriBus1 permission to read RTC FAST low
address region. (R/W)

PMS_PRO_DPORT_RTCSLOW_L W Setting to 1 grants PeriBus1 permission to write RTC FAST
low address region. (R/W)

PMS_PRO_DPORT_RTCSLOW_H_R Setting to 1 grants PeriBus1 permission to read RTC FAST
high address region. (R/W)

PMS_PRO_DPORT_RTCSLOW_H_W Setting to 1 grants PeriBus1 permission to write RTC FAST
high address region. (R/W)

PMS_PRO_DPORT_RESERVE_FIFO_VALID Configure whether to enable read protection for user-
configured FIFO address. (R/W)

Register 23.22: PMS_PRO_DPORT_2_REG (0x0044)

0x000 |Reset

PMS_PRO_DPORT_RESERVE_FIFO_0 Configure read-protection address 0. (R/W)
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23. Permission Control

Register 23.23: PMS_PRO_DPORT_3_REG (0x0048)
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PMS_PRO_DPORT_RESERVE_FIFO_1 Configure read-protection address 1. (R/W)

Register 23.24: PMS_PRO_DPORT_4_REG (0x004C)
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PMS_PRO_DPORT_RESERVE_FIFO_2 Configure read-protection address 2. (R/W)
Register 23.25: PMS_PRO_DPORT_5_REG (0x0050)
?
&
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&
&
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L
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]oooooooooooooo 0x000 ‘Reset
PMS_PRO_DPORT_RESERVE_FIFO_3 Configure read-protection address 3. (R/W)
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23. Permission Control

Register 23.26: PMS_PRO_AHB_1_REG (0x0060)

K
&

S LRPRLLELOL

PMS_PRO_AHB_RTCSLOW_0_SPLTADDR Configure the split address of RTCSlow_0 for PeriBus2

access. (R/W)

PMS_PRO_AHB_RTCSLOW _0_L_F Setting to 1 grants PeriBus2 permission to fetch RTCSlow_0
low address region. (R/W)

PMS_PRO_AHB_RTCSLOW _0_L R Setting to 1 grants PeriBus2 permission to read RTCSlow_0
low address region. (R/W)

PMS_PRO_AHB_RTCSLOW 0_L W Setting to 1 grants PeriBus2 permission to write RTCSlow_0

low address region. (R/W)

PMS_PRO_AHB_RTCSLOW_0_H_F Setting to 1 grants PeriBus2 permission to fetch RTCSlow_0

high address region. (R/W)

PMS_PRO_AHB_RTCSLOW_0_H_R Setting to 1 grants PeriBus2 permission to read RTCSlow_0
high address region. (R/W)

PMS_PRO_AHB_RTCSLOW_0_H_W Setting to 1 grants PeriBus2 permission to write RTCSlow_0
high address region. (R/W)
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23. Permission Control

Register 23.27: PMS_PRO_AHB_2_REG (0x0064)

ra LRPRLLELOL
S RN
& AT

PMS_PRO_AHB_RTCSLOW_1_SPLTADDR Configure the split address of RTCSlow_1 for PeriBus2
access. (R/W)

PMS_PRO_AHB_RTCSLOW_1_L F Setting to 1 grants PeriBus2 permission to fetch RTCSlow_1
low address region. (R/W)

PMS_PRO_AHB_RTCSLOW_1_L R Setting to 1 grants PeriBus2 permission to read RTCSlow_1
low address region. (R/W)

PMS_PRO_AHB_RTCSLOW_1_L W Setting to 1 grants PeriBus2 permission to write RTCSlow_1

low address region. (R/W)

PMS_PRO_AHB_RTCSLOW_1_H_F Setting to 1 grants PeriBus2 permission to fetch RTCSlow_1

high address region. (R/W)

PMS_PRO_AHB_RTCSLOW_1_H_R Setting to 1 grants PeriBus2 permission to read RTCSlow_1
high address region. (R/W)

PMS_PRO_AHB_RTCSLOW_1_H_W Setting to 1 grants PeriBus2 permission to write RTCSlow_1
high address region. (R/W)

Register 23.28: PMS_PRO_TRACE_1_REG (0x0074)

&
S &
Q)G S 7
& &
B o]
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PMS_PRO_TRACE_DISABLE Setting to 1 disables the trace memory function. (R/W)
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23. Permission Control

Register 23.29: PMS_PRO_CACHE_1_REG (0x007C)
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S
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‘31 16|15 0‘

\oooooooooooooooo| 0 \Reset

PMS_PRO_CACHE_CONNECT Configure which SRAM Block will be occupied by Icache or Dcache.
R/W)
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23. Permission Control

Register 23.30: PMS_DMA_APB_|_1_REG (0x0090)
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‘0001111 0 11111111‘Reset
PMS_DMA_APB_I_SRAM_0_R Setting to 1 grants internal DMA permission to read SRAM Block O.
RW)
PMS_DMA_APB_I_SRAM_0_W Setting to 1 grants internal DMA permission to write SRAM Block
0. (R/'W)
PMS_DMA_APB_I_SRAM_1_R Setting to 1 grants internal DMA permission to read SRAM Block 1.
RW)
PMS_DMA_APB_I_SRAM_1_W Setting to 1 grants internal DMA permission to write SRAM Block
1. (R'W)
PMS_DMA _APB_I_SRAM_2 R Setting to 1 grants internal DMA permission to read SRAM Block 2.
(R/W)
PMS_DMA_APB_I_SRAM_2_W Setting to 1 grants internal DMA permission to write SRAM Block
2. (R/W)
PMS_DMA_APB_I_SRAM_3_R Setting to 1 grants internal DMA permission to read SRAM Block 3.
R/W)
PMS_DMA_APB_I_SRAM_3_W Setting to 1 grants internal DMA permission to write SRAM Block
3. (R'W)
PMS_DMA_APB_I_SRAM_4_SPLTADDR Configure the split address of SRAM Block 4-21 for inter-
nal DMA access. (R/W)
PMS_DMA_APB_I_SRAM_4_L R Setting to 1 grants internal DMA permission to read SRAM Block
4-21 low address region. (R/W)
PMS_DMA_APB_I_SRAM_4 L W Setting to 1 grants internal DMA permission to write SRAM Block
4-21 low address region. (R/W)
PMS_DMA_APB_I_SRAM_4 H_R Setting to 1 grants internal DMA permission to read SRAM Block
4-21 high address region. (R/W)
PMS_DMA_APB_I_SRAM_4 H_W Setting to 1 grants internal DMA permission to write SRAM Block
4-21 high address region. (R/W)
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23. Permission Control

Register 23.31: PMS_DMA_RX_I_1_REG (0x00AO0)
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PMS_DMA_RX_I_SRAM_0_R Setting to 1 grants RX Copy DMA permission to read SRAM Block O.
(R/W)

PMS_DMA_RX_I_SRAM_0_W Setting to 1 grants RX Copy DMA permission to write SRAM Block
0. (R'W)

PMS_DMA_RX_I_SRAM_1_R Setting to 1 grants RX Copy DMA permission to read SRAM Block 1.
RW)

PMS_DMA_RX_I_SRAM_1_W Setting to 1 grants RX Copy DMA permission to write SRAM Block
1. (R'W)

PMS_DMA_RX_I_SRAM_2_R Setting to 1 grants RX Copy DMA permission to read SRAM Block 2.
RW)

PMS_DMA_RX_I_SRAM_2_W Setting to 1 grants RX Copy DMA permission to write SRAM Block

2. (R'W)

PMS_DMA_RX_I_SRAM_3_R Setting to 1 grants RX Copy DMA permission to read SRAM Block 3.
(R/W)

PMS_DMA_RX_I_SRAM_3_W Setting to 1 grants RX Copy DMA permission to write SRAM Block
3. (R/W)

PMS_DMA_RX_I_SRAM_4_SPLTADDR Configure the split address of SRAM Block 4-21 for RX
Copy DMA access. (R/W)

PMS_DMA_RX_I_SRAM_4_L_R Setting to 1 grants RX Copy DMA permission to read SRAM Block
4-21 low address region. (R/W)

PMS_DMA_RX_I_SRAM_4_L W Setting to 1 grants RX Copy DMA permission to write SRAM Block
4-21 low address region. (R/W)

PMS_DMA_RX_I_SRAM_4_H_R Setting to 1 grants RX Copy DMA permission to read SRAM Block
4-21 high address region. (R/W)

PMS_DMA_RX_I_SRAM_4_H_W Setting to 1 grants RX Copy DMA permission to write SRAM Block
4 21 high address region. (R/W)
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23. Permission Control

Register 23.32: PMS_DMA_TX_I_1_REG (0x00B0)
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PMS_DMA_TX_I_SRAM_0_R Setting to 1 grants TX Copy DMA permission to read SRAM Block O.
R/W)

PMS_DMA_TX_I_SRAM_0_W Setting to 1 grants TX Copy DMA permission to write SRAM Block O.
RW)

PMS_DMA_TX_I_SRAM_1_R Setting to 1 grants TX Copy DMA permission to read SRAM Block 1.
(RW)

PMS_DMA_TX_I_SRAM_1_W Setting to 1 grants TX Copy DMA permission to write SRAM Block 1.
RW)

PMS_DMA_TX_I_SRAM_2_R Setting to 1 grants TX Copy DMA permission to read SRAM Block 2.
(RW)

PMS_DMA_TX_I_SRAM_2_W Setting to 1 grants TX Copy DMA permission to write SRAM Block 2.
RW)

PMS_DMA_TX_I_SRAM_3_R Setting to 1 grants TX Copy DMA permission to read SRAM Block 3.
RW)

PMS_DMA_TX_I_SRAM_3_W Setting to 1 grants TX Copy DMA permission to write SRAM Block 3.
RW)

PMS_DMA_TX_I_SRAM_4_SPLTADDR Configure the split address of SRAM Block 4-21 for TX Copy
DMA access. (R/W)

PMS_DMA_TX_I_SRAM_4_L_R Setting to 1 grants TX Copy DMA permission to read SRAM Block
4-21 low address region. (R/W)

PMS_DMA_TX_I_SRAM_4_L_W Setting to 1 grants TX Copy DMA permission to write SRAM Block
4-21 low address region. (R/W)

PMS_DMA_TX_I_SRAM_4_H_R Setting to 1 grants TX Copy DMA permission to read SRAM Block
4-21 high address region. (R/W)

PMS_DMA_TX_I_SRAM_4_H_W Setting to 1 grants TX Copy DMA permission to write SRAM Block
4-21 high address region. (R/W)
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23. Permission Control

Register 23.33: PMS_APB_PERIPHERAL_1_REG (0x00D0)

E o]

\ooooooooooooooooooooooooooooooo|1\Reset

PMS_APB_PERIPHERAL_SPLIT_BURST Setting to 1 splits the data phase of the last access and
the address phase of following access. (R/W)

Register 23.34: PMS_OCCUPY_1_REG (0x00D8)

PMS_OCCUPY_CACHE Configure whether SRAM Block 0-3 is used as cache memory. (R/W)

Register 23.35: PMS_OCCUPY_3_REG (0x00EQ)

‘31 18 | 17 0‘

‘OOOOOOOOOOOOOO 0 ‘Reset

PMS_OCCUPY_PRO_TRACE Configure one out block of Block 4-21 is used as trace memory. (R/W)
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23. Permission Control

Register 23.36: PMS_CACHE_TAG_ACCESS_1_REG (0x00ES8)
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PMS_PRO_I_TAG_RD_ACS Setting to 1 permits read access to Icache tag memory. (R/W)
PMS_PRO_I_TAG_WR_ACS Setting to 1 permits write access to Icache tag memory. (R/W)
PMS_PRO_D_TAG_RD_ACS Setting to 1 permits read access to Dcache tag memory. (R/W)
PMS_PRO_D_TAG_WR_ACS Setting to 1 permits write access to Dcache tag memory. (R/W)
Register 23.37: PMS_CACHE_MMU_ACCESS_1_REG (0x00F0)
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PMS_PRO_MMU_RD_ACS Setting to 1 permits read access to MMU memory. (R/W)
PMS_PRO_MMU_WR_ACS Setting to 1 permits write access to MMU memory. (R/W)
Register 23.38: PMS_PRO_IRAMO0_4_REG (0x0020)
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PMS_PRO_IRAMO_ILG_CLR The clear signal for IBUS access interrupt. (R/W)
PMS_PRO_IRAMO_ILG_EN The enable signal for IBUS access interrupt. (R/W)

PMS_PRO_IRAMO_ILG_INTR IBUS access interrupt signal. (RO)
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23. Permission Control

Register 23.39: PMS_PRO_IRAMO0_5_REG (0x0024)

S &
%QQ\ @%
@ <

‘31 22|21 0‘

\oooooooooo| 0 \Reset

PMS_PRO_IRAMO_ILG_ST Record the illegitimate information of IBUS. [21:2]: store the bits [21:2] of
IBUS address; [1]: 1 means data access, 0 means instruction access; [0]: 1 means write operation,
0 means read operation. (RO)

Register 23.40: PMS_PRO_DRAMO_3_REG (0x0034)
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PMS_PRO_DRAMO_ILG_CLR The clear signal for DBUSO access interrupt. (R/W)
PMS_PRO_DRAMO_ILG_EN The enable signal for DBUSO access interrupt. (R/W)
PMS_PRO_DRAMO_ILG_INTR DBUSO access interrupt signal. (RO)
Register 23.41: PMS_PRO_DRAMO0_4_REG (0x0038)
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PMS_PRO_DRAMO_ILG_ST Record the illegitimate information of DBUS. [25:6]: store the bits [21:2]
of DBUS address; [5]: 1 means atomic access, 0 means nonatomic access; [4]: 1 means write
operation, 0 means read operation; [3:0]: DBUSO bus byte enables. (RO)
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23. Permission Control

Register 23.42: PMS_PRO_DPORT_6_REG (0x0054)
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PMS_PRO_DPORT_ILG_CLR The clear signal for PeriBus1 access interrupt. (R/W)
PMS_PRO_DPORT_ILG_EN The enable signal for PeriBus1 access interrupt. (R/W)
PMS_PRO_DPORT_ILG_INTR PeriBus1 access interrupt signal. (RO)
Register 23.43: PMS_PRO_DPORT_7_REG (0x0058)
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PMS_PRO_DPORT_ILG_ST Record the illegitimate information of PeriBus1. [25:6]: store the bits
[21:2] of PeriBus1 address; [5]: 1 means atomic access, O means nonatomic access; [4]: if bits
[31:22] of PeriBus1 address are 0xfd, then the bit value is 1, otherwise it is O; [3:0]: PeriBus 1 byte
enables. (RO)
Register 23.44: PMS_PRO_AHB_3_REG (0x0068)
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PMS_PRO_AHB_ILG_CLR The clear signal for PeriBus2 access interrupt. (R/W)
PMS_PRO_AHB_ILG_EN The enable signal for PeriBus2 access interrupt. (R/W)
PMS_PRO_AHB_ILG_INTR PeriBus2 access interrupt signal. (RO)
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23. Permission Control

Register 23.45: PMS_PRO_AHB_4_REG (0x006C)

E ]

‘ 0 ‘Reset

PMS_PRO_AHB_ILG_ST Record the illegitimate information of PeriBus2. [31:2]: store the bits [31:2]
of PeriBus2 address; [1]: 1 means data access, O means instruction access; [0]: 1 means write
operation, 0 means read operation. (RO)

Register 23.46: PMS_PRO_CACHE_2_REG (0x0080)
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PMS_PRO_CACHE_ILG_CLR The clear signal for cache access interrupt. (R/W)
PMS_PRO_CACHE_ILG_EN The enable signal for cache access interrupt. (R/W)
PMS_PRO_CACHE_ILG_INTR Cache access interrupt signal. (RO)
Register 23.47: PMS_PRO_CACHE_3_REG (0x0084)
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PMS_PRO_CACHE_ILG_ST_I Record the illegitimate information of Icache to access memory. [16]:
access enable, active low; [15:4]: store the bits [11:0] of address; [3:0]: Icache bus byte enables,
active low. (RO)
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23. Permission Control

Register 23.48: PMS_PRO_CACHE_4_REG (0x0088)

‘31 17|16 0‘
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PMS_PRO_CACHE_ILG_ST_D Record the illegitimate information of Dcache to access memory.
[16]: access enable, active low; [15:4]: store the bits [11:0] of address; [3:0]: Dcache bus byte
enables, active low. (RO)

Register 23.49: PMS_DMA_APB_|_2_REG (0x0094)
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PMS_DMA_APB_I_ILG_CLR The clear signal for internal DMA access interrupt. (R/W)
PMS_DMA_APB_I_ILG_EN The enable signal for internal DMA access interrupt. (R/W)

PMS_DMA_APB_I_ILG_INTR Internal DMA access interrupt signal. (RO)

Register 23.50: PMS_DMA_APB_|_3_REG (0x0098)
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PMS_DMA_APB_I_ILG_ST Record the illegal information of Internal DMA. [22:6]: store the bits [18:2]
of address; [5]: if bits [31:19] of address are Ox7ff, then the bit value is 1, otherwise it is O; [4]: 1
means write operation, O means read operation; [3:0]: Internal DMA bus byte enable; (RO)
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23. Permission Control

Register 23.51: PMS_DMA_RX_|_2_REG (0x00A4)
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2

PMS_DMA_RX_I_ILG_CLR The clear signal for RX Copy DMA access interrupt. (R/W)
PMS_DMA_RX_I_ILG_EN The enable signal for RX Copy DMA access interrupt. (R/W)

PMS_DMA_RX_I_ILG_INTR RX Copy DMA access interrupt signal. (RO)

Register 23.52: PMS_DMA_RX_|_3_REG (0x00AS8)
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PMS_DMA_RX_I_ILG_ST Record the illegitimate information of RX Copy DMA. [22:6]: store the bits
[18:2] of address; [5]: if bits [31:19] of address are 0x7ff, then the bit value is 1, otherwise it is O; [4]:
1 means write operation, O means read operation; [3:0]: RX Copy DMA bus byte enables. (RO)

Register 23.53: PMS_DMA_TX_|_2_REG (0x00B4)
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PMS_DMA_TX_I_ILG_CLR The clear signal for TX Copy DMA access interrupt. (R/W)
PMS_DMA_TX_I_ILG_EN The enable signal for TX Copy DMA access interrupt. (R/W)

PMS_DMA_TX_I_ILG_INTR TX Copy DMA access interrupt signal. (RO)
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23. Permission Control

Register 23.54: PMS_DMA_TX_I_3_REG (0x00B8)

S N
%‘Z’é X
NS <

|

\ooooooooo| 0 \Reset

PMS_DMA_TX_I_ILG_ST Record the illegitimate information of TX Copy DMA. [22:6]: store the bits
[18:2] of address; [5]: if bits [31:19] of address are 0x7ff, then the bit value is 1, otherwise it is O;
[4]: 1 means write operation, O means read operation; [3:0]: TX Copy DMA bus byte enables. (RO)

Register 23.55: PMS_APB_PERIPHERAL_INTR_REG (0x00F4)

PMS_APB_PERI_BYTE_ERROR_CLR The clear signal for APB peripheral interrupt. (R/W)
PMS_APB_PERI_BYTE_ERROR_EN The enable signal for APB peripheral access interrupt. (R/W)

PMS_APB_PERI_BYTE_ERROR_INTR APB peripheral access interrupt signal. (RO)

Register 23.56: PMS_APB_PERIPHERAL_STATUS_REG (0x00F8)

E ]

‘ 0 ‘Reset

PMS_APB_PERI_BYTE_ERROR_ADDR Record the illegitimate address of APB peripheral. (RO)
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Register 23.57: PMS_CPU_PERIPHERAL_INTR_REG (0x00FC)

J R
& NN

‘31 3| 2 1 0‘

\oooooooooooooooooooooooooooooooo\Reset

PMS_CPU_PERI_BYTE_ERROR_CLR The clear signal for CPU peripheral access interrupt. (R/W)
PMS_CPU_PERI_BYTE_ERROR_EN The enable signal for CPU peripheral access interrupt. (R/W)

PMS_CPU_PERI_BYTE_ERROR_INTR CPU peripheral access interrupt signal. (RO)

Register 23.58: PMS_CPU_PERIPHERAL_STATUS_REG (0x0100)

&
?90
&’
&
&
&
N/
36*
62\)
&7
&
‘ 31 0 ‘
‘ 0 ‘Reset

PMS_CPU_PERI_BYTE_ERROR_ADDR Record the illegitimate address of CPU peripheral. (RO)

Register 23.59: PMS_DATE_REG (0xOFFC)

&
Q)é@& %96\
& &
‘ 31 28 | 27 0 ‘
\ 0 0 0 O | 0x1905090 \Reset

PMS_DATE Version control register. (R/W)
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24. Digital Signature

241 Overview

Digital signatures provide a way to cryptographically authenticate a message using a private key, to be verified
using the corresponding public key. This can be used to validate a device’s identity to a server, or to authenticate
the integrity of a message has not been tampered with.

ESP32-S2 includes a digital signature (DS) peripheral which produces hardware accelerated RSA digital
signatures, without the RSA private key being accessible by software.

24.2 Features
¢ RSA Digital Signatures with key lengths up to 4096 bits

e Private key data is encrypted and only readable by DS peripheral

e SHA-256 digest is used to protect private key data against tampering by an attacker

24.3 Functional Description

24.3.1 Overview
The DS peripheral calculates the RSA encryption operation Z = XY mod M where Z is the signature, X is the
input message, Y and M are the RSA private key parameters.

Private key parameters are stored in flash or another form of storage, in an encrypted form. They are encrypted
using a key which can only be read by the DS peripheral via the HMAC peripheral. The required inputs to
generate the key are stored in eFuse and can only be accessed by the HMAC peripheral. This means that only
the DS peripheral hardware can decrypt the private key, and the plaintext private key data is never accessed by
software.

The input message X is input directly to the DS peripheral by software, each time a signature is needed. After
the operation, the signature Z is read back by software.

24.3.2 Private Key Operands

Private key operands Y (private key exponent) and M (key modulus) are generated by the user. They will have a
particular RSA key length (up to 4096 bits). A corresponding public key is also generated and stored separately,
it can be used independently to verify DS signatures.

Two additional private key operands are needed — 7 and M’. These two operands are derived from Y and M,
but they are calculated in advance by software.

Operands Y, M, 7, and M’ are encrypted by the user along with an authentication digest and stored as a single
ciphertext C. C'is input to the DS peripheral in this encrypted format, then the hardware decrypts C' and uses the
key data to generate the signature. Detailed description of the encryption process to prepare C'is provided in
Section 24.3.4.

The DS peripheral needs to activate RSA to perform Z = XY mod M. For detailed information on the RSA
algorithm, please refer to Section 20.3.1 Large Number Modular Exponentiation in Chapter 20 RSA
Accelerator.
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24.3.3 Conventions
The following sections of this chapter will use the following symbols and functions:

e 1% A bit string that consists of s “1” bits.

* [z]s A bit string of length s bits. If 2 is a number (x < 29), it is represented in little endian byte order in
the bit string. « may be a variable value such as [Y]4096 Or as a hexadecimal constant such as [0x0Cls. If
necessary, the value [z] is right-padded with Os to reach s bits in length. For example: [0x5], = 0101,
[0x5]g = 00000101, [0x5]16 = 0000010100000000, [0x13]s = 00010011, [0x13];6 = 0001001100000000.

o || A bit string concatenation operator for joining multiple bit strings into a longer bit string.

24.3.4 Software Storage of Private Key Data
To store a private key for use with the DS peripheral, users need to complete the following preparations:

e Generate the RSA private key (Y, M) and associated operands 7 and M’, as described in Section 24.3.2.

e Generate a 256-bit HMAC key ([H M AC_K EY)a56) that is stored in eFuse. This HMAC key is read by the
HMAC peripheral to derive a key, as DS_KEY = HMAC-SHA256([H M AC_K EY 256, 1299). This key is
used to securely encrypt and decrypt the stored RSA private key data.

® Prepare encrypted private key parameters as ciphertext C, 1584 bytes in length.

Figure 24-1 below describes the preparations at the software level (the left part) and the DS peripheral operation
at the hardware level (the right part).

Software Level Hardware Level
1 [Prepare Y, M, KV, and IVl,,,| | 120 [ GetDSresutz |
20 [ calouate r,M | i i1 [ RsA alzorithm |-—
3 Extenj vymr |0 MD :heck ]
t

"4+ [ Use SHA256 ti calculate MD | | 9 [Use SHA256 to calculate CALC_MD)
5 ( Build %P]mm ) s Ples
‘6’ [ CBC encryption to get C | 7 [ CBCdecryption |

| t

~ [ x|

Figure 24-1. Preparations and DS Operation

Users need to follow the steps shown in the left part of Figure 24-1 to calculate C'. Detailed instructions are as
follows:

e Step 1: Prepare Y and M whose lengths should meet the aforementioned requirements. Define [L]s2 = 3%
(i.e., for RSA 4096, [L]32 == [0x80]32). Prepare [DS_K EY|a56 and generate a random [IV ]2 which
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should meet the requirements of the AES-CBC block encryption algorithm. For more information on AES,
please refer to Chapter 18 AES Accelerator.

e Step 2: Calculate 7 and M’ based on M.

e Step 3: Extend Y, M, and 7, in order to get [Y]4096, [M]4096, @and [F]4096, respectively. Since the largest
operand length for Y, M, and 7 is 4096 bits, this step is only required for lengths smaller than 4096 bits.

¢ Step 4: Calculate MD authentication code using the SHA-256 algorithm:
[M D]2s6 = SHA256 ( [Y]ao6 ||[M]a096]| [F]a06||[M]52[|[L]s2|[[1V]125)

¢ Step 5: Build [P]i2672 = ( [Y]a096|[M]a096|[Fla006 || [M Dase||[M']32]|[L]32]|[Blea), Where [B]sa is a PKCS#7
padding value, i.e., a 64-bit string [0x0808080808080808]s4 that is composed of eight bytes (value =
0x08). The purpose of [[]e4 is to make the bit length of P a multiple of 128.

L4 Step 6: Calculate C = [0]12672 = AES-CBC-ENC ([P]12672, [DS_KEY}QE,G, [IV]lgg), where C'is the
ciphertext that includes RSA operands Y, M, 7, M’, and L as well as the MD authentication code and
[Blésa. DS_KEY is derived from the HM AC_K EY stored in eFuse, as described above in Section 24.3.4.

24.3.5 DS Operation at the Hardware Level
The hardware operation is triggered each time a Digital Signature needs to be calculated. The inputs are the
pre-generated private key ciphertext C', a unique message X, and I'V.

The DS operation at the hardware level is a reverse process of preparing C' described in Section 24.3.4. The
hardware operation can be divided into the following three stages.

1. Decryption: Step 7 and 8

The decryption process is the reverse of Step 6. The DS peripheral will call AES accelerator to decrypt C' in
CBC block mode and get the resulted plaintext. The decryption process can be represented by P =
AES-CBC-DEC (C, DS_KEY, IV), where IV (i.e., [IV]12g) is defined by users. [DS_K EY a5 is provided
by HMAC module, derived from HM AC_K EY stored in eFuse. [DS_K EY a6 is not readable by
software.

With P, the DS peripheral can work out [Y]4096, [M]4096, [F|a096, [M']32, [L]32, MD authentication code,
and the padding value [B]s4. This process is the reverse of Step 5.

2. Check: Step 9 and 10

The DS peripheral will perform two check operations: MD check and padding check. Padding check is not
shown in Figure 24-1, as it happens at the same time with MD check.

* MD check: The DS peripheral calls SHA-256 to get the hash value [CALC_M D]a56. This step is the
reverse of Step 4. Then, [CALC_M D)s56 is compared against [M D]a56. Only when the two match,
MD check passes.

e Padding check: The DS peripheral checks if [3]g4 complies with the aforementioned PKCS#7 format.
Only when [8]g4 complies with the format, padding check passes.

If MD check passes, the DS peripheral will perform subsequent operations, otherwise, it will not. If padding
check fails, an error bit is set in the query register, but it does not affect the subsequent operations.

3. Calculation: Step 11 and 12
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The DS peripheral treats X, Y, M, and 7 as big numbers. With M’, all operands to perform XY mod M
are in place. The operand length is defined by L. The DS peripheral will get the signed result Z by calling
RSA to perform Z = XY mod M.

24.3.6 DS Operation at the Software Level
The following software steps should be followed each time a Digital Signature needs to be calculated. The inputs

are the pre-generated private key ciphertext C, a unique message X, and IV. These software steps trigger the
hardware steps described in Section 24.3.5.

1.
2.

9.

Activate the DS peripheral: Write 1 to DS_SET_START_REG.
Check if DS_KFEY is ready: Poll DS_QUERY_BUSY_REG until it reads 0.

If DS_QUERY_BUSY_REG does not read 0 after approximately 1 ms, it indicates a problem with HMAC
initialization. In such case, software can read register DS_QUERY_KEY_WRONG_REG to get more
information.

e |[f DS_QUERY_KEY_WRONG_REG reads 0, it indicates that HMAC peripheral was not activated.

e |f DS_QUERY_KEY_WRONG_REG reads any value from 1 to 15, it indicates that HMAC was
activated, but the DS peripheral did not successfully receive the DS_K EY value from the HMAC
peripheral. This may indicate that the HMAC operation was interrupted due to a software concurrency
problem.

. Configure register: Write IV block to register DS_IV_m_REG (m: 0-3). For more information on IV block,

please refer to Chapter 18 AES Accelerator.

Write X to memory block DS_X_MEM: Write X; (i € [0,7) N N) to memory block DS_X_MEM whose
capacity is 128 words. Each word can store one base-b digit. The memory block uses the little endian
format for storage, i.e., the least significant digit of the operand is in the lowest address. Words in

DS_X_MEM block after the configured length of X (N bits, as described in Section 24.3.2) are ignored.

Write C' to memory block DS_C_MEM: Write C; (i € [0,396) N N) to memory block DS_C_MEM whose
capacity is 396 words. Each word can store one base-b digit.

Start DS operation: Write 1 to register DS_SET_ME_REG.

. Wait for the operation to be completed: Poll register DS_QUERY_BUSY_REG until it reads 0.

Query check result: Read register DS_QUERY_CHECK_REG and determine the subsequent operations
based on the return value.

e |f the value is O, it indicates that both padding check and MD check pass. Users can continue to get
the signed result Z.

e |f the value is 1, it indicates that the padding check passes but MD check fails. The signed result Z is
invalid. The operation would resume directly from Step 10.

e |f the value is 2, it indicates that the padding check fails but MD check passes. Users can continue to
get the signed result Z.

¢ |f the value is 3, it indicates that both padding check and MD check fail. The signed result Z is invalid.
The operation would resume directly from Step 10.

Read the signed result: Read the signed result Z; (i € {0, 1,2...,n}) from memory block DS_Z_MEM. The
memory block stores Z in little-endian byte order.
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10. Exit the operation: Write 1 to DS_SET_FINISH_REG, then poll DS_QUERY_BUSY_REG until it reads 0.

After the operation, all the input/output registers and memory blocks are cleared.

24.4 Base Address

Users can access the DS peripheral with two base addresses, which can be seen in Table 110. For more
information about accessing peripherals from different buses please see Chapter 1 System and Memory.

Table 110: Base Address

Base Address
Ox3F43D000
0x6003D000

Bus to Access Peripheral
PeriBUS1
PeriBUS2

24.5 Memory Blocks

Both the starting address and ending address in the following table are relative to the DS peripheral base
addresses provided in Section 24.4.

Name Description Size (byte) | Starting Address | Ending Address | Access
DS_C_MEM Memory block C 1584 0x0000 0x062F WO
DS_X_MEM Memory block X 512 0x0800 OX09FF WO
DS_Z_MEM Memory block Z 512 0x0A00 OxOBFF RO

24.6 Register Summary
The addresses in the following table are relative to the DS peripheral base addresses provided in Section
24.4.

Name ‘ Description Address | Access
Configuration Registers

DS_IV_0_REG 1V block data 0x0630 WO
DS_IV_1_REG IV block data 0x0634 WO
DS_IV_2_REG 1V block data 0x0638 WO
DS_IV_3_REG IV block data 0x063C WO

Status/Control Registers
DS_SET_START_REG
DS_SET_ME_REG
DS_SET_FINISH_REG

OxOEQO WO
OxOEO4 WO
OxOEO8 WO

Activates the DS peripheral

Starts DS operation

Ends DS operation

DS_QUERY_BUSY_REG Status of the DS OxOEOQC RO
DS_QUERY_KEY_WRONG_REG Checks the reason why DS_KEY isnotready | OxOE10 RO
DS_QUERY_CHECK_REG Queries DS check result 0x0814 RO

Version Register
DS_DATE_REG

0x0820 W/R

Version control egister
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24.7 Registers

Register 24.1: DS_IV_m_REG (m: 0-3) (0x0630+4*m)

‘ 0x000000000 \ Reset

DS_IV_m_REG (m: 0-3) IV block data. (WO)

Register 24.2: DS_SET_START_REG (0x0OE00)

A
&
N ;
© &

Q
& Nl

E T

\ooooooooooooooooooooooooooooooo|o\Reset

DS_SET_START Write 1 to this register to activate the DS peripheral. (WO)

Register 24.3: DS_SET_ME_REG (0x0E04)

S
@6‘36@ roé\
A

w
et
[
=3

DS_SET_ME Write 1 to this register to start DS operation. (WO)

Register 24.4: DS_SET_FINISH_REG (0x0E08)

Q>
o€

\oooooooooooooooooooooooooooooooo\Rese»c

DS_SET_FINISH Write 1 to this register to end DS operation. (WO)
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Register 24.5: DS_QUERY_BUSY_REG (0x0EQC)

&
A/
N X
5° o
& N
\ooooooooooooooooooooooooooooooo|o\Rese»c
DS_QUERY_BUSY 1: The DS peripheral is busy; 0: The DS peripheral is idle. (RO)
Register 24.6: DS_QUERY_KEY_WRONG_REG (0x0E10)
<
&
N
&’
A/
> &
@Q’(@ 0\5
@ &’
‘31 4|3 0‘
\oooooooooooooooooooooooooooo| 0x0 \Reset
DS_QUERY_KEY_WRONG 1-15: HMAC was activated, but the DS peripheral did not successfully
receive the DS_KEY value from the HMAC peripheral. The biggest value is 15. 0: HMAC is not
activated. (RO)
Register 24.7: DS_QUERY_CHECK_REG (0x0E14)
Q
@/:\OQ\
N
S DR
@GQ;} O
\@% Q@/Q@/
\31 2| 1 | 0
\oooooooooooooooooooooooooooooo|oo\Reset
DS_PADDING_BAD 1: The padding check fails; O: The padding check passes. (RO)
DS_MD_ERROR 1: The MD check fails; O: The MD check passes. (RO)
Register 24.8: DS_DATE_REG (0x0E20)
N &
@GQJG Qé
ﬂQ)% Q%/
\o o| 0x20190418 \Reset
DS_DATE Version control register. (R/W)
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25. HMAC Module

25.1 Overview

The Hash-based Message Authentication Code (HMAC) module computes Message Authentication Codes
(MACs) through Hash algorithms and keys as described in RFC 2104. The underlying hash algorithm is
SHA-256, and the 256-bit HMAC key is stored in an eFuse key block and can be configured as not readable by
software.

The HMAC module can be used in two modes - in "upstream” mode the HMAC message is supplied by the user
and the calculation result is read back by the user. In "downstream” mode the HMAC module is used as a Key
Derivation Function (KDF) for other internal hardwares.

25.2 Main Features
e Standard HMAC-SHA-256 algorithm

The hash result is only accessible by the configurable hardware peripheral (downstream mode)

Supports identity verification challenge-response algorithms

Supports Digital Signature peripheral (downstream mode)

Supports re-enabling of Soft-Disabled JTAG (downstream mode)

25.3 Functional Description

25.3.1 Upstream Mode
In Upstream mode, the HMAC message is provided by the user and the result is read back by the user.

This allows the key stored in eFuse (can be configured as not readable by software) to become a shared secret
between the user and another party. Any challenge-response protocol that supports HMAC-SHA-256 can be
used in this way.

The generalized form of these protocols is as follows:

e A calculates a unique nonce message M

* Asends Mto B

e B calculates HMAC (M, KEY) and sends to A

¢ A also calculates HMAC (M, KEY) internally

e A compares both results, If the same, then the identity of B is verified
To set up the key:

1. A 256-bit HMAC key is randomly generated and is programmed to an eFuse key block with corresponding
purpose eFuse set to EFUSE_KEY_PURPOSE_HMAC_UP. See Chapter 16 for details.

2. Configure the eFuse key block to be read protected, so software cannot read back the value. A copy of
this secret key should be kept by any other party that wants to authenticate this device.

To calculate an HMAGC:

1. User initializes the HMAC module,and enter upstream mode.
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2. User writes the correctly padded message to the peripheral, one block at a time.
3. User reads back the HMAC result from peripheral registers.

See Section 25.3.5 for detailed steps of this process.

25.3.2 Downstream JTAG Enable Mode

eFuse memory has two parameters to disable JTAG debugging: EFUSE_HARD_DIS_JTAG and
EFUSE_SOFT_DIS_JTAG. JTAG will be disabled permanently if the former is programmed to 1, and it will be
disabled temporarily if the latter is programmed to 1. See Chapter 16 for details.

The HMAC peripheral can be used to re-enable JTAG when EFUSE_SOFT_DIS_JTAG is programmed.
To set up the key:

1. A 256-bit HMAC key is randomly generated and is programmed to an eFuse key block with purpose set to
either EFUSE_KEY_PURPOSE_HMAC_DOWN_JTAG or EFUSE_KEY_PURPOSE_HMAC_DOWN_ALL. In
the latter case, the same key can be used for both DS and JTAG re-enable functions.

2. Configure the eFuse key block to be read protected, so software cannot read back the value. User stores
the randomly generated HMAC key in the process securely elsewhere.

3. Program the eFuse EFUSE_SOFT_DIS_JTAG to 1.
To re-enable JTAG:

1. User performs HMAC calculation on the 32-byte 0x00 locally using SHA-256 and the known random key,
and inputs this pre-calculated value into the registers
SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_0O ~
SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_7.

2. User enables the HMAC module, and enters downstream JTAG enable mode.

3. If the HMAC calculated result matches the value supplied in the registers
SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_O ~
SYSTEM_CANCEL_EFUSE_DISABLE_JTAG_TEMPORARY_7, JTAG is re-enabled. Otherwise, JTAG
remains disabled.

4. JTAG remains the status in step 3 until the user writes 1 in register HMAC_SET_INVALIDATE_JTAG_REG,
or restarts the system.

See Section 25.3.5 for detailed steps of this process.

25.3.3 Downstream Digital Signature Mode
The Digital Signature (DS) module encrypts its parameters using AES-CBC. The HMAC module is used as a Key
Derivation Function (KDF) to derive the AES key used for this encryption.

To set up the key:

1. A 256-bit HMAC key is randomly generated and is programmed to an eFuse key block with purpose set to
either EFUSE_KEY_PURPOSE_HMAC_DOWN_DIGITAL_SIGNATURE or
EFUSE_KEY_PURPOSE_HMAC_DOWN_ALL. In the latter case, the same key can be used for both DS
and JTAG re-enable functions.

2. Configure the eFuse key block to be read protected, so software cannot read back the value. If necessary
a copy of the key can also be stored in a secure location.
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Before using the DS module, software needs to enable the calculation task of HMAC module’s downstream DS

mode. The above calculation result will be used as the key when the DS mode performs the calculation task.

Consult the 24 chapter for details.

25.3.4 HMAC eFuse Configuration
The correct implementation of the HMAC module depends on whether the selected eFuse key block is

consistent with the configured HMAC function.

Configure HMAC Function

Currently, HMAC module supports three functions: JTAG re-enable in downstream mode, DS Key Derivation in

downstream mode, and HMAC calculation in upstream mode. Table 113 lists the configuration register value

corresponding to each function. The values corresponding to the function in use should be written into the
register HMAC_SET_PARA_PURPOSE_REG (see Section 25.3.5).

Table 113: HMAC Function and Configuration Value

enable and DS
KDF

Functions Mode Type Value | Description

JTAG Re-enable Downstream | 6 EFUSE_KEY_PURPOSE_HMAC_DOWN_JTAG

DS Key Derivation Downstream | 7 EFUSE_KEY_PURPOSE_HMAC_DOWN_DIGITAL_SIGNATURE
HMAC Calculation Upstream 8 EFUSE_KEY_PURPOSE_HMAC_UP

Both JTAG Re- | Downstream | 5 EFUSE_KEY_PURPOSE_HMAC_DOWN_ALL

Select eFuse Key Blocks

The eFuse controller provides six key blocks, KEYO ~ 5. To select a particular KEYn for HMAC module use at
runtime, user writes the number n into register HMAC_SET_PARA_KEY_REG.

Note that the purpose of the key is also programmed into eFuse memory. Only when the configured HMAC
purpose matches the purpose defined in KEYn, will the HMAC module execute the configured

computation.

For more information see 16 chapter.

For example, suppose the user selects KEY3 for the computation, and the value programmed in
KEY_PURPOSE_3 is 6 (EFUSE_KEY_PURPOSE_HMAC_DOWN_JTAG). Based on Table 113, KEY3 is the key
used for JTAG restart. If the configured value of HMAC_SET_PARA_PURPOSE_REG is also 6, then the HMAC
peripheral will allow the JTAG start the computation of JTAG re-enable.

25.3.5 HMAC Process (Detailed)
The process to call HMAC in ESP32-S2 is as follows:

1. Enable HMAC module

(@) Enable the peripheral clock bits for HMAC and SHA peripherals, and clear the corresponding
peripheral reset bits.

(b) Write 1 into register HMAC_SET_START_REG.

2. Configure HMAC keys and key functions
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(a) Write m representing key functions into register HMAC_SET_PARA_PURPOSE_REG. Correlation
between value m and key functions is shown in Table 54. Refer to Section 25.3.4.

(b) Select KEYn of eFuse memory as the key by writing n into register HMAC_SET_PARA_KEY_REG (n in
the range of 0 to 5). Refer to Section 25.3.4.

(c) Finish the configuration by writing 1 into register HMAC_SET_PARA_FINISH_REG.

(d) Read register HMAC_QUERY_ERROR_REG. Value of 1 means the selected key block does not
match the configured key purpose, and computation will not proceed. Value of 0 means the selected
key block matches the configured key purpose, and computation can proceed.

(e) Setting HMAC_SET_PARA_PURPOSE_REG to values other than 8 means HMAC module will operate
in downstream mode, proceed to Step 3. Setting value 8 means HMAC module will operate in
downstream mode, jump to Step 4.

3. Downstream Mode

(@) Poll state register HMAC_QUERY_BUSY_REG. The register value of 0 means HMAC computation in
downstream mode is finished.

(b) In downstream mode, the result is used by JTAG module or DS module in the hardware. Users can
write 1 into register HMAC_SET_INVALIDATE_JTAG_REG to clean the result generated by JTAG key;
or can write 1 into register HMAC_SET_INVALIDATE_DS_REG to clean the result generated by digital
signature key.

(c) This is the end of the HMAC downstream operation.
4. Upstream Mode Transmit message block Block_n (n >= 1)
(@) Poll state register HMAC_QUERY_BUSY_REG. Go to the next step when the value of the register is O.

(b) Write 512-bit message block Block_n into register range HMAC_WDATAO~15_REG. Then write 1 in
register HMAC_SET_MESSAGE_ONE_REG, and HMAC module will compute this message block.

(c) Poll state register HMAC_QUERY_BUSY_REG. Go to the next step when the value of the register is O.

(d) Subseguent message blocks are different, depending on whether the size of to-be-processed data is
a multiple of 512 bits.

¢ |f the bit length of the message is a multiple of 512, there are three possible options:

i. If Block_n+1 exists, write 1 in register HMAC_SET_MESSAGE_ING_REG to make n = n + 1,
then jump to step 4.(b).

ii. If Block_n is the last block of the message, and user wishes to apply SHA padding through
hardware, write 1 in register HMAC_SET_MESSAGE_END_REG, then jump to step 6.

iii. If Block_n is the last block of the padded message, and the user has applied SHA padding in
software, write 1 in register HMAC_SET_MESSAGE_PAD_REG, and jump to step 5.

e |f the bit length of the message is not a multiple of 512, there are three possible options. Note that
in this case the user is required to apply SHA padding to the message, after which the padded
message length will be a multiple of 512 bits.

i. If Block_n is the only message block, n = 1, and Block_1 has included all padding bits, write
1 in register HMAC_ONE_BLOCK_REG, and then jump to step 6.
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25. HMAC Module

ii. If Block_n is the second last block of the padded message, write 1 in register
HMAC_SET_MESSAGE_PAD_REG, and jump to step 5.

iii. If Block_n is neither the last nor the second last message block, write 1 in register
HMAC_SET_MESSAGE_ING_REG and make n = n + 1, then jump to step 4.(b).

5. Apply SHA Padding to Message

(@) Users apply SHA padding to the final message block as described in Section 25.4.1, Write this block
in register HMAC_WDATAO~15_REG, then write 1 in register HMAC_SET_MESSAGE_ONE_REG.
HMAC module will compute the message block.

(b) Jump to step 6.

6. Read hash result in upstream mode
(@) Poll state register HMAC_QUERY_BUSY_REG. Go to the next step when the value of the register is O.
(b) Read hash result from register HMAC_RDATAO~7_REG.

(c) Write 1 in register HMAC_SET_RESULT_FINISH_REG to finish the computation.

Note:
The SHA accelerator can be called directly, or used internally by the DS module and the HMAC module. However, they
can not share the hardware resources simultaneously. Therefore, SHA module can not be called by CPU or DS module

when HMAC module is in use.

25.4 HMAC Algorithm Details

25.4.1 Padding Bits

HMAC module uses the SHA-256 hash algorithm. If the input message is not a multiple of 512 bits, the user
must apply SHA-256 padding algorithm in software. The SHA-256 padding algorithm is described here, and is
the same as “5.1 Padding the Message” of “FIPS PUB 180-4".

As shown in Figure 25-1, suppose the length of the unpadded message is m bits. Padding steps are as
follows:

1. Append a single 1-bit “1” to the end of unpadded message;

2. Append k bits of value “0”, where k is the smallest non-negative number which satisfies
m+ 1 + k=448(mod512);

3. Append a 64-bit integer value as a binary block. The content of this block is the length of the the unpadded
message as a big-endian binary integer value m.

Bit sequence of data |, .| 0,0,0...,0 |, BitDs;[gulzgg?hof
- / \ J . J
hd \_YJ Y hd
m bits 1 bit k bits 64 bits

m+1+k+64 = 512*n( n=1,2,3,...,2°-1)

Figure 25-1. HMAC SHA-256 Padding Diagram
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25. HMAC Module

In downstream mode, there is no need for users to input any message data or apply padding. In upstream
mode, if the total number of bits in the unpadded message is a multiple of 512, users can choose to configure
hardware to apply SHA padding. If the total number of bits in the unpadded message is not a multiple of 512,
SHA padding must be applied by the user. See Section 25.3.5 for the steps involved.

25.4.2 HMAC Algorithm Structure
The Structure of HMAC algorithm as implemented in the HMAC module is shown in Figure 25-2. This is the
standard HMAC algorithm as described in RFC 2104.

Key (K) Padded key (K;) | | ipad

v v

| XOR

v

I S1 | Message

| SHA-256 |

A 4

1024-bit |

-

| SHA-256

v

| Hash result |

Figure 25-2. HMAC Structure Schematic Diagram

In Figure 25-2,
1. ipad is 512-bit message block composed of sixty-four 0x36 byte.
2. opad is 512-bit message block composed of sixty-four Ox5¢ byte.

HMAC module appends 256-bit O sequence after the bit sequence of 256-bit key k, and gets 512-bit K.
Afterwards, HMAC module XORs Ky with ipad to get 512-bit S1. Then, HMAC module appends the input
message which is a multiple of 512 after 512-bit S1, and processes SHA-256 algorithm to get 256-bit H1.

HMAC module appends the 256-bit SHA-256 hash result to the 512-bit S2 value, which is calculated by XOR
between Ky and opad, this produces a 768-bit sequence. Then, HMAC module uses SHA padding algorithm
described in Section 25.4.1 to pad 768-bit sequence into 1024-bit sequence, and applies SHA-256 algorithm to
get the final hash result.

25.5 Base Address

Users can access HMAC module with base address, which can be seen in the following table.
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25. HMAC Module

Table 114: HMAC Base Address

Base Address

Address Value

PeriBUS

Ox3F43E000

PeriBUS2

Ox6003E000

25.6 Register Summary

The addresses in the following table are relative to the system registers base addresses provided in Section

25.5.
Name ‘ Description Address | Access
Control/Status Registers
HMAC_SET_START_REG HMAC start control register 0x0040 | WO
HMAC_SET_PARA_FINISH_REG HMAC configuration completion register 0x004C | WO
HMAC_SET_MESSAGE_ONE_REG HMAC one message control register 0x0050 | WO
HMAC_SET_MESSAGE_ING_REG HMAC message continue register 0x0054 | WO
HMAC_SET_MESSAGE_END_REG HMAC message end register 0x0058 | WO
HMAC_SET_RESULT_FINISH_REG HMAC read result completion register 0x005C | WO
HMAC_SET_INVALIDATE_JTAG_REG Invalidate JTAG result register 0x0060 | WO
HMAC_SET_INVALIDATE_DS_REG Invalidate digital signature result register 0x0064 | WO
HMAC_QUERY_ERROR_REG The matching result between key and purpose | 0x0068 | RO

user configured

HMAC_QUERY_BUSY_REG The busy state of HMAC module 0x006C | RO
configuration Registers
HMAC_SET_PARA_PURPOSE_REG HMAC parameter configuration register 0x0044 | WO
HMAC_SET_PARA_KEY_REG HMAC key configuration register 0x0048 | WO
HMAC Message Block
HMAC_WR_MESSAGE_O_REG Message register O 0x0080 | WO
HMAC_WR_MESSAGE_1_REG Message register 1 0x0084 | WO
HMAC_WR_MESSAGE_2_REG Message register 2 0x0088 | WO
HMAC_WR_MESSAGE_3_REG Message register 3 0x008C | WO
HMAC_WR_MESSAGE_4_REG Message register 4 0x0090 | WO
HMAC_WR_MESSAGE_5_REG Message register 5 0x0094 | WO
HMAC_WR_MESSAGE_6_REG Message register 6 0x0098 | WO
HMAC_WR_MESSAGE_7_REG Message register 7 0x009C | WO
HMAC_WR_MESSAGE_8_REG Message register 8 0x00AO0 | WO
HMAC_WR_MESSAGE_9_REG Message register 9 Ox00A4 | WO
HMAC_WR_MESSAGE_10_REG Message register 10 Ox00A8 | WO
HMAC_WR_MESSAGE_11_REG Message register 11 Ox00AC | WO
HMAC_WR_MESSAGE_12_REG Message register 12 0x00BO | WO
HMAC_WR_MESSAGE_13_REG Message register 13 0x00B4 | WO
HMAC_WR_MESSAGE_14_REG Message register 14 0x00B8 | WO
HMAC_WR_MESSAGE_15_REG Message register 15 0x00BC | WO
HMAC Upstream Result
HMAC_RD_RESULT_0_REG Hash result register O 0x00CO0 ‘ RO
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Name Description Address | Access
HMAC_RD_RESULT_1_REG Hash result register 1 0x00C4 | RO
HMAC_RD_RESULT_2_REG Hash result register 2 0x00C8 | RO
HMAC_RD_RESULT_3_REG Hash result register 3 0x00CC | RO
HMAC_RD_RESULT_4_REG Hash result register 4 0x00D0 | RO
HMAC_RD_RESULT_5_REG Hash result register 5 0x00D4 | RO
HMAC_RD_RESULT_6_REG Hash result register 6 0x00D8 | RO
HMAC_RD_RESULT_7_REG Hash result register 7 0x00DC | RO
Control/Status registers
HMAC_SET_MESSAGE_PAD_REG Software padding register Ox00F0 | WO
HMAC_ONE_BLOCK_REG One block message register Ox00F4 | WO
Version Register
HMAC_DATE_REG Version control register Ox00F8 | R/W
25.7 Registers
Register 25.1: HMAC_SET_START_REG (0x0040)
&
S £
@Q’é @‘7@/

HMAC_SET_START Set this bit to enable HMAC. (WO)

Register 25.2: HMAC_SET_PARA_FINISH_REG (0x004C)

HMAC_SET_PARA_END Set this bit to finish HMAC configuration. (WO)
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25. HMAC Module

Register 25.3: HMAC_SET_MESSAGE_ONE_REG (0x0050)

HMAC_SET_TEXT_ONE Call SHA to calculate one message block. (WO)

Register 25.4: HMAC_SET_MESSAGE_ING_REG (0x0054)

&
& o?év
@%Q) N3
\oooooooooooooooooooooooooooooooo\Reset
HMAC_SET_TEXT_ING Set this bit to show there are still some message blocks to be processed.
(WO)
Register 25.5: HMAC_SET_MESSAGE_END_REG (0x0058)
O
@éif
> e
Q?Q)é \a

HMAC_SET_TEXT_END Set this bit to start hardware padding. (WO)
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25. HMAC Module

Register 25.6: HMAC_SET_RESULT_FINISH_REG (0x005C)

<§>
A/
\)\/
&
& o?é/
\@%@ \a
‘31 1 0‘
\oooooooooooooooooooooooooooooooo\Reset
HMAC_SET_RESULT_END Set this bit to end upstream and clear the calculation result. (WO)
Register 25.7: HMAC_SET_INVALIDATE_JTAG_REG (0x0060)
&7
\Q?*
&
S
& o?é
& W
\31 1| 0 \
\ooooooooooooooooooooooooooooooo|o\Reset
HMAC_SET_INVALIDATE_JTAG Set this bit to clear calculation results in JTAG re-enable function
under downstream mode. (WO)
Register 25.8: HMAC_SET_INVALIDATE_DS_REG (0x0064)
9%
&
?»
S
& o?é\
& @V

HMAC_SET_INVALIDATE_DS Set this bit to clear calculation results in DS function under down-
stream mode. (WO)
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25. HMAC Module

Register 25.9: HMAC_QUERY_ERROR_REG (0x0068)

A\
&
& %
& &
]31 1| o \
]ooooooooooooooooooooooooooooooo|o‘Reset
HMAC_QUREY_CHECK HMAC error status. 0: HMAC key and purpose match. 1: error. (RO)
Register 25.10: HMAC_QUERY_BUSY_REG (0x006C)
«é“
S
%4/
N
GQ’& C)(/b
& NI
’ooooooooooooooooooooooooooooooo|o‘Rese»c
HMAC_BUSY_STATE The state of HMAC. 1’bQ: idle. 1°’b1: busy. (RO)
Register 25.11: HMAC_SET_PARA_PURPOSE_REG (0x0044)
&
&7
O
QX
S Q
s ©
& N
]oooooooooooooooooooooooooooo 0 \Reset
HMAC_PURPOSE_SET Set HMAC purpose. (WO)
Register 25.12: HMAC_SET_PARA_KEY_REG (0x0048)
?é\
5 &
s ©
& N
’31 312 0‘
]oooooooooooooooooooooooooooooO\Reset

HMAC_KEY_SET Select HMAC key. (WO)
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25. HMAC Module

Register 25.13: HMAC_WR_MESSAGE_/_REG (: 0-15) (0x0080+4*")

’ 0 ‘ Reset

HMAC_WDATA_n Store the nth 32-bit of message. (WO)

Register 25.14: HMAC_RD_RESULT_n_REG (1: 0-7) (0x00C0+4*)

’ 0 ‘ Reset

HMAC_RDATA_n Read the nth 32-bit of hash result. (RO)

Register 25.15: HMAC_SET_MESSAGE_PAD_REG (0x00F0)

HMAC_SET_TEXT_PAD Set this bit to let software do padding job. (WO)

Register 25.16: HMAC_ONE_BLOCK_REG (0x00F4)

HMAC_SET_ONE_BLOCK Set this bit to show no padding is required. (WO)
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Register 25.17: HMAC_DATE_REG (0x00F8)

&
& o :
& &
‘o 0 0x20190402 \Reset
HMAC_DATE Store HMAC version information. (R/W)
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26. ULP Coprocessor

26. ULP Coprocessor

26.1 Overview

The ULP coprocessor is an ultra-low-power processor that remains powered on when the chip is in Deep-sleep
(see Chapter Low Power Management). Hence, users can store in RTC memory a program for the ULP
coprocessor to access peripheral devices, internal sensors and RTC registers during Deep-sleep.

In power-sensitive scenarios, the main CPU goes to sleep mode to lower power consumption. Meanwhile, the

coprocessor is woken up by ULP timer, and then monitors the external environment or interacts with the external
circuit by controlling peripheral devices such as RTCIO, RTC I12C, SAR ADC, or temperature sensor (TSENS). The
coprocessor wakes the main CPU up once a wakeup condition is reached.

ESP32-S2.

Enable With§ - ULP
RTC GPIO Timer

Wakeup Wakeup

Main

ULP
TTSENS

CPU

RTC GPIO
TOUCH
ADC
RTC I’C

Figure 26-1. ULP Coprocessor Overview

Monitor / Control

ESP32-S2 has two ULP coprocessors, with one based on RISC-V instruction set architecture (ULP-RISCV) and
the other on finite state machine (ULP-FSM). Users can choose between the two coprocessors depending on

their needs.

26.2 Features

e Access up to 8 KB of SRAM RTC slow memory for instructions and data

¢ Clocked with 8 MHz RTC_FAST_CLK

e Support working in normal mode and in monitor mode

e Wake up the CPU or send an interrupt to the CPU

e Access peripherals, internal sensors and RTC registers

ULP-FSM and ULP-RISCV can not be used simultaneously. Users can only choose one of them as the ULP
coprocessor of ESP32-S2. The differences between the two coprocessors are shown in the table below.
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26. ULP Coprocessor

‘ Coprocessors
Feature
ULP-FSM ULP-RISCV
Memory (RTC Slow Memory) 8 KB
Work Clock Frequency 8 MHz
ULP Timer

Wakeup Source

Assist the main CPU to complete some tasks

after the system is woken up.
Work Mode —
Control sensors to do tasks such as monitoring

Monitor Mode ) o
environment, when the system is in sleep.
ADCO/ADCH
DACO/DACA
RTC I12C
RTC GPIO
Touch Sensor
Temperature Sensor

Normal Mode

Control Low-Power Peripherals

Architecture Programmable FSM RISC-V
Development Special instruction set | Standard C compiler

Table 116: Comparison of the Two Coprocessors

ULP coprocessor can access the modules in RTC domain via RTC registers. In many cases the ULP
coprocessor can be a good supplement to, or replacement of, the main CPU, especially for power-sensitive

applications. Figure 26-2 shows the overall layout of ESP32-S2 coprocessor.

APB BUS

RTC CNTL REG
RTC Memory RTC IO REG
Arbiter
12C CTRL SARADC REG
RTC 12C REG
TSENS CTRL ]
ULP-FSM L} pux |«—] ULP-RISCV
SAR CTRL —

ULP Timer

ESP32-S2 RTC

Figure 26-2. ULP Coprocessor Diagram
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26. ULP Coprocessor

26.3 Programming Workflow

The ULP-RISCV is intended for programming using C language. The program in C is then compiled to
RV32IMC standard instruction code. The ULP-FSM is using custom instructions normally not supported by
high-level programming language. Users develop their programs using ULP-FSM instructions (see Section

26.5.2).
T //77“\\\ //// ‘\\\
User
| “ Instruction “

\\ \: Compiler :\ " Code
( | \ \\V// ’/I truction S t\ \\'7// ( |
nstruction se
Clanguage | > o) > ULP-RISCV
A J AN /) AN /
/N
,'/ \\
User “‘S‘Instruction\‘“
\ | \ Code J
\ |
Instruction Set > ULP-FSM
(ULP-FSM)

Figure 26-3. Programing Workflow

26.4 ULP Coprocessor Workflow

ULP coprocessor is designed to operate independently of the CPU, while the CPU is either in sleep or
running.

In a typical power-saving scenario, the chip goes to Deep-sleep mode to lower power consumption. Before
setting the chip to sleep mode, users should complete the following operations.

1. Flash the program to be executed by ULP coprocessor into RTC slow memory.

2. Select the working ULP coprocessor by configuring the register RTC_CNTL_COCPU_SEL.
¢ 0: select ULP-RISCV
e 1: select ULP-FSM

3. Set sleep cycles for the timer by configuring RTC_CNTL_ULP_CP_TIMER_1_REG.

4. Enable the timer by software or by RTC GPIO;
e By software: set the register RTC_CNTL_ULP_CP_SLP_TIMER_EN.
e By RTC GPIO: set the register RTC_CNTL_ULP_CP_GPIO_WAKEUP_ENA.

5. Set the system into sleep mode.

When the system is in Deep-sleep mode:

1. The timer periodically sets the low-power controller (see Chapter Low Power Management) to Monitor
mode and then wakes up the coprocessor.

Espressif Systems 488 ESP32-S2 TRM (Preliminary V0.3)
Submit Documentation Feedback



https://riscv.org/specifications/
https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

26. ULP Coprocessor

2. Coprocessor executes some necessary operations, such as monitoring external environment via
low-power sensors.

3. After the operations are finished, the system goes back to Deep-sleep mode.
4. ULP coprocessor goes back to halt mode and waits for next wakeup.

In monitor mode, ULP coprocessor is woken up and goes to halt as shown in Figure 26-4.

Enable Q/l Z\D
(1) ©)

Timer
. 1O, O o
Expired

Run
ULP l R _ R } ‘ R ‘} ‘ o
HALT : i ! ! i i ! :

time

Figure 26-4. Sample of a ULP Operation Sequence

1. Enable the timer and the timer starts counting.

2. The timer expires and wakes up the ULP coprocessor. ULP coprocessor starts running and executes the
program flashed in RTC slow memory.

3. ULP coprocessor goes to halt and the timer starts counting again.
e Put ULP-RISCV into HALT: set the register RTC_CNTL_COCPU_DONE,
e Put ULP-FSM into HALT: execute HALT instruction.

4. Disable the timer by ULP program or by software. The system exits from monitor mode.
¢ Disabled by software: clear the register RTC_CNTL_ULP_CP_SLP_TIMER_EN.

¢ Disabled by RTC GPIO: clear the register RTC_CNTL_ULP_CP_GPIO_WAKEUP_ENA, and set the
register RTC_CNTL_ULP_CP_GPIO_WAKEUP_CLR.

Note:
e [f the timer is enabled by software (RTC GPIO), it should be disabled by software (RTC GPIO).

e Before setting ULP-RISCV to HALT, users should configure the register RTC_CNTL_COCPU_DONE first,
therefore, it is recommended to end the flashed program with the following pattern:

- Set the register RTC_CNTL_COCPU_DONE to end the operation of ULP-RISCV and put it into halt;
- Set the register RTC_CNTL_COCPU_SHUT_RESET_EN to reset ULP-RISCV.
Enough time is reserved for the ULP-RISCV to complete the operations above before it goes to halt.

The relationship between the signals and registers is shown in Figure 26-5.
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SoC — Main CPU -
2
3 3
o £
5 [
£ 2
Wakeup = -]
SoC % |.|:.|
A
ULP
WAKE ULP Timer
w.| Enable
REG_WR | RTC_CNTL_ULP_CP_SLP_TIMER_EN
w.| Set Period
| RTC_CNTL_ULP_CP_TIMER_SLP_CYCLE
HALT | Start
p| Run Timer Expired
PC = RTC_CNTL_ULP_CP_PC_INIT]| p

Figure 26-5. Control of ULP Program Execution

26.5 ULP-FSM

26.5.1 Features

ULP-FSM is a programmable finite state machine that can work while the main CPU is in Deep-sleep. ULP-FSM
supports instructions for complex logic and arithmetic operations, and also provides dedicated instructions for
RTC controllers or peripherals. ULP-FSM can access up to 8 KB of SRAM RTC slow memory (accessible by the
CPU) for instructions and data. Hence, such memory is usually used to store instructions and share data
between the ULP coprocessor and the CPU. ULP-FSM can be stopped by running HALT instruction.

ULP-FSM has the following features.

¢ Provide four 16-bit general-purpose registers (RO, R1, R2, and R3) for manipulating data and accessing
memory.

¢ Provide one 8-bit stage count register (Stage_cnt) which can be manipulated by ALU and used in JUMP

instructions.

e Support built-in instructions specially for direct control of low-power peripherals, such as SAR ADC and
temperature sensor.

26.5.2 Instruction Set
ULP-FSM supports the following instructions.

e ALU: perform arithmetic and logic operations
e |D, ST, REG_RD and REG_WR: load and store data
e JUMP: jump to a certain address

o WAIT/HALT: manage program execution
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26. ULP Coprocessor

e WAKE: wake up CPU or communicate with the CPU
e TSENS and ADC: take measurements
The format of ULP-FSM instructions is shown in Figure 26-6.

Q 6%
& &
o R

‘31 28 | 27 0‘

| |

Figure 26-6. ULP-FSM Instruction Format

An instruction, which has one OpCode, can perform various operations, depending on the setting of Operands
bits. A good example is the ALU instruction, which is able to perform 10 arithmetic and logic operations; or the
JUMP instruction, which may be conditional or unconditional, absolute or relative.

Each instruction has a fixed width of 32 bits. A series of instructions can make a program be executed by the
coprocessor. The execution flow inside the program uses 32-bit addressing. The program is stored in a
dedicated region called Slow Memory, which is visible to the main CPU as one that has an address range of
0x5000_0000 to 0x5000_1FFF (8 KB).

26.5.2.1 ALU - Perform Arithmetic and Logic Operations

ALU (Arithmetic and Logic Unit) performs arithmetic and logic operations on values stored in ULP coprocessor
registers, and on immediate values stored in the instruction itself. The following operations are supported.

¢ Arithmetic: ADD and SUB

e Logic: AND and OR

e Bit shifting: LSH and RSH

¢ Moving data to register: MOVE

e PC register operations - STAGE_RST, STAGE_INC, and STAGE_DEC

The ALU instruction, which has one OpCode (7), can perform various arithmetic and logic operations, depending
on the setting of the instruction bits [27:21].

Operations Among Registers
2
o & &£ &

Figure 26-7. Instruction Type — ALU for Operations Among Registers

When bits [27:26] of the instruction in Figure 26-7 are set to 0, ALU performs operations on the data stored in
ULP-FSM registers R[0-3]. The types of operations depend on the setting of the instruction bits ALU_sel [24:21]
presented in Table 117.
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26. ULP Coprocessor

Operand Description - see Figure 26-7

Rdst Register R[0-3], destination
Rsrcl Register R[0-3], source
Rsrc2 Register R[0-3], source

ALU_sel  ALU Operation

ALU_sel Instruction Operation Description
0 ADD Rdst = Rsrc1 + Rsrc2 Add to register
1 SUB Rdst = Rsrc1 - Rsrc2 Subtract from register
2 AND Rast = Rsre1 & Rsre2  Logical AND of two operands
3 OR Rdst = Rsrc1 | Rsrc2 Logical OR of two operands
4 MOVE Rdst = Rsrc1 Move to register
5 LSH Rdst = Rsrc1 << Rsrc2  Logical shift left
6 RSH Rdst = Rsrc1 >> Rsrc2  Logical shift right

Table 117: ALU Operations Among Registers

Note:
e ADD or SUB operations can be used to set or clear the overflow flag in ALU.
e All ALU operations can be used to set or clear the zero flag in ALU.

Operations with Immediate Value

>
52
7

D
» D

Figure 26-8. Instruction Type — ALU for Operations with Immediate Value

When bits [27:26] of the instruction in Figure 26-8 are set to 1, ALU performs operations using register R[0-3] and
the immediate value stored in instruction bits [19:4]. The types of operations depend on the setting of the
instruction bits ALU_sel[24:21] presented in Table 118.

Operand Description - see Figure 26-8

Rast Register R[0-3], destination
Rsrc1 Register R[0-3], source
Imm 16-bit signed immediate value

ALU_sel  ALU Operation
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26. ULP Coprocessor

ALU_sel

Instruction Operation

Description

o O A WO N <+ O

Note:

ADD
SUB
AND
OR
MOVE
LSH
RSH

Rast = Rsrc1 + Imm
Rdst = Rsrc1 - Imm
Rast = Rsrc1 & Imm
Rast = Rsrc1 | Imm
Rast = Imm

Rdst = Rsrc1 << Imm
Rdst = Rsrc1 >> Imm

Add to register

Subtract from register
Logical AND of two operands
Logical OR of two operands
Move to register

Logical shift left

Logical shift right

Table 118: ALU Operations with Immediate Value

e ADD or SUB operations can be used to set or clear the overflow flag in ALU.

e All ALU operations can be used to set or clear the zero flag in ALU.

Operations with Stage Count Register

QQ}
\9/
v

21|20

12

11

Figure 26-9. Instruction Type — ALU for Operations with Stage Count Register

ALU is also able to increment or decrement by a given value, or reset the 8-bit register Stage_cnt. To do so, bits
[27:26] of instruction in Figure 26-9 should be set to 2. The type of operation depends on the setting of the

instruction bits ALU_sel[24:21] presented in Table 26-9. The Stage_cnt is a separate register and is not a part of
the instruction in Figure 26-9.

Operand Description - see Figure 26-9
Imm 8-bit signed immediate value

ALU_sel ALU Operation
Stage_cnt  Stage count register, a 8-bit separate register used to store variables, such as loop index

ALU_sel Instruction

Operation

Description

0 STAGE_INC
1 STAGE_DEC
2 STAGE_RST

Stage_cnt = Stage_cnt + Imm  Increment stage count register

Stage_cnt = Stage_cnt - Imm ~ Decrement stage count register

Stage_cnt =0

Reset stage count register

Table 119: ALU Operations with Stage Count Register

Note: This instruction is mainly used with JUMPS instruction based on the stage count register to form a stage
count for-loop. For the usage, please refer to the following pseudocode:
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26. ULP Coprocessor

STAGE_RST // clear stage count register
STAGE_INC // stage count register ++
{..} // loop body, containing n instructions

JUMPS (step = n, cond = O, threshold = m) // If the value of stage count register is less than m, then jump to
STAGE_ING, otherwise jump out of the loop. By such way, a cumulative for-loop with threshold m is implemented.

26.5.2.2 ST - Store Data in Memory

&90\?@\\3\0 X & &
(({ZQ O;({‘OQ) \$\/® Og<\9® &S «© Q\éé\
[ e |
Figure 26-10. Instruction Type - ST

Operand Description - see Figure 26-10

Rast Register R[0-3], address of the destination, expressed in 32-bit words

Rsrc Register R[0-3], 16-bit value to store

label Data label, 2-bit user defined unsigned value

upper 0: write the low half-word; 1: write the high half-word

wr_way 0: write the full-word; 1: with the label; 3: without the label

offset 11-bit signed value, expressed in 32-bit words

wr_auto Enable automatic storage mode
offset_set  Offset enable bit.
0: Do not configure the offset for automatic storage mode.
1: Configure the offset for automatic storage mode.
manul_en  Enable manual storage mode

Automatic Storage Mode

0@/

‘31 28|27 25|24 21|20 10|9 0‘
Lo [ 3 | | | |

Figure 26-11. Instruction Type - Offset in Automatic Storage Mode (ST-OFFSET)

Operand Description - see Figure 26-11

offset Initial address offset, 11-bit signed value, expressed in 32-bit words
5\
&
*‘0$ \‘D\OQ} Qé\o Q‘éé\
‘31 28 | 27 25 | 24 98 71 6 |5 413 211 O‘
‘ 6 1 ‘

Figure 26-12. Instruction Type - Data Storage in Automatic Storage Mode (ST-AUTO-DATA)
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26. ULP Coprocessor

Operand Description - See Figure 26-12

Rdst Register R[0-3], address of the destination, expressed in 32-bit words
Rsrc Register R[0-3], 16-bit value to store
label Data label, 2-bit user defined unsigned value

wr_way 0: write the fullword; 1: with the label; 3: without the label

Description

This mode is used to access continuous addresses. Before using this mode for the first time, please configure
the initial address using ST-OFFSET instruction. Executing the instruction ST-AUTO-DATA will store the 16-bit
data in Rsrc into the memory address Rdst + Offset, see Table 120. Write_cnt here indicates the times of the
instruction ST-AUTO-DATA executed.

wr_way write_cnt Store Data Operation

0 * Mem [Rdst + Offset]{31:0} ={PC[10:0], 5’'b0, Rsrc[15:0]} Write full-word, including
the pointer and the data

1 odd Mem [Rdst + Offset]{15:0} = {Label[1:0],Rscr[13:0]} Store the data with label
in the low half-word

1 even Mem [Rdst + Offset]{31:16} = {Label[1:0],Rscr[13:0]} Store the data with label
in the high half-word

3 odd Mem [Rdst + Offset]{15:0} = Rscr[15:0]} Store the data without label
in the low half-word

3 even Mem [Rdst + Offset]{31:16} = Rscr[15:0] Store the data without label

in the high half-word

Table 120: Data Storage Type - Automatic Storage Mode

Note:

e When full-word is written, the offset will be automatically incremented by 1 after each ST-AUTO-DATA
execution.

e When half-word is written (low half-word first), the offset will be automatically incremented by 1 after twice
ST-AUTO-DATA execution.

e This instruction can only access 32-bit memory words.

e The "Mem” written is the RTC_SLOW_MEM memory. Address 0, as seen by the ULP coprocessor,
corresponds to address 0x50000000, as seen by the main CPU.

Manual Storage Mode

N
RGN SN X
s{\‘b $\ ; \)QQ \(bOQ Q\C}O Q\b%

‘31 28 | 27 25 | 24 21|20 019 |8 71 6 |5 413 211 0‘

Figure 26-13. Instruction Type - Data Storage in Manual Storage Mode
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Operand Description - See Figure 26-13

Rdst Register R[0-3], address of the destination, expressed in 32-bit words
Rsrc Register R[0-3], 16-bit value to store
label Data label, 2-bit user defined unsigned value
upper 0: Write the low half-word; 1: write the high half-word
wr_way 0: Write the full-word; 1: with the label; 3: without the label
offset 11-bit signed value, expressed in 32-bit words
Description

Manual storage mode is mainly used for storing data into discontinuous addresses. Each instruction needs a
storage address and offset. The detailed storage methods are shown in Table 121.

wr_way upper Data Operation

0 * Mem [Rdst + Offset]{31:0} ={PC[10:0], 5'b0, Rsrc[15:0]} Write full-word, including
the pointer and the data

1 0 Mem [Rdst + Offset]{15:0} = {Label[1:0],Rscr[13:0]} Store the data with label
in the low half-word

1 1 Mem [Rdst + Offset]{31:16} = {Label[1:0],Rscr[13:0]} Store the data with label
in the high half-word

3 0 Mem [Rdst + Offset]{15:0} = Rsrc[15:0] Store the data without label
in the low half-word

3 1 Mem [Rdst + Offset]{31:16} = Rsrc[15:0] Store the data without label

in the high half-word

Table 121: Data Storage - Manual Storage Mode

26.5.2.3 LD - Load Data from Memory

Qé
X o
&6/ §%® Qé\o Q@to

‘31 28 | 27 | 26 21|20 10(9 413 2(1 O‘

Figure 26-14. Instruction Type - LD

Operand Description - see Figure 26-14

Rast Register R[0-3], destination
Rsrc Register R[0-3], address of destination memory, expressed in 32-bit words
Offset 11-bit signed value, expressed in 32-bit words

rd_upper  Choose which half-word to read:
0 - read the high half-word
1 - read the low half-word

Description

This instruction loads the low or high 16-bit half-word, depending on rd_upper, from memory with address Rsrc +
offset into the destination register Rast:

Rdst[15:0] = Mem[Rsrc + Offset]
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26. ULP Coprocessor

Note:
e This instruction can only access 32-bit memory words.

e The “Mem” loaded is the RTC_SLOW_MEM memory. Address O, as seen by the ULP coprocessor,
corresponds to address 0x50000000, as seen by the main CPU.

26.5.2.4 JUMP -Jump to an Absolute Address

&
‘31 28 | 27 26| 25 | 24 22| 21 |20 13| 12 2|1 0‘
[ s 1 |
Figure 26-15. Instruction Type- JUMP

Operand Description - see Figure 26-15

Rdst Register R[0-3], containing address to jump to (expressed in 32-bit words)

ImmAddr  11-bit address, expressed in 32-bit words

Sel Select the address to jump to:

0 - jump to the address stored in ImmAdadr
1 - jump to the address stored in Rdst
Type Jump type:
0 - make an unconditional jump
1 - jump only if the last ALU operation has set zero flag
2 - jump only if the last ALU operation has set overflow flag

Note:
All jump addresses are expressed in 32-bit words.

Description
The instruction executes a jump to a specified address. The jump can be either unconditional or based on the
ALU flag.

26.5.2.5 JUMPR - Jump to a Relative Offset (Conditional upon R0)

O N
& s N

‘31 28 | 27 26 | 25 18 | 17 16 | 15 0‘

Figure 26-16. Instruction Type - JUMPR
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Operand Description - see Figure 26-16
Threshold  Threshold value for condition (see Cond below) to jump
Cond Condition to jump:
0 - jump if RO < Threshold
1 - jump if RO > Threshold
2 - jump if RO = Threshold
Step Relative shift from current position, expressed in 32-bit words:
if Step[7] = O, then PC = PC + Step[6:0]
if Step[7] = 1, then PC = PC - Step[6:0]
Note:
All jump addresses are expressed in 32-bit words.

Description
The instruction executes a jump to a relative address, if the above-mentioned condition is true. The condition is
the result of comparing the RO register value and the Threshold value.

26.5.2.6 JUMPS - Jump to a Relative Address (Conditional upon Stage Count Regis-
ter)

‘31 28 | 27 26 | 25 18 | 17 16 | 15 0‘

Figure 26-17. Instruction Type - JUMPS

Operand Description - see Figure 26-17
Threshold  Threshold value for condition (see Cond below) to jump
Cond Condition to jump:
1X - jump if Stage_cnt <= Threshold
00 - jump if Stage_cnt < Threshold
01 - jump if Stage_cnt >= Threshold
Step Relative shift from current position, expressed in 32-bit words:
if Step[7] = 0, then PC = PC + Step[6:0]
if Step[7] = 1, then PC = PC - Step[6:0]

Note:
e For more information about the stage count register, please refer to Section 26.5.2.1.
e All jump addresses are expresses in 32-bit words.

Description
The instruction executes a jump to a relative address if the above-mentioned condition is true. The condition itself
is the result of comparing the value of Stage_cnt (stage count register) and the Threshold value.
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26.5.2.7 HALT - End the Program

‘31 28 | 27 0‘

[ |

Figure 26-18. Instruction Type- HALT

Description
The instruction ends the operation of the ULP-FSM and puts it into power-down mode.

Note:
After executing this instruction, the ULP coprocessor wakeup timer gets started.

26.5.2.8 WAKE - Wake up the Chip

‘31 28 | 27 26 | 25 1|10 ‘

\ 9 0 1’b1‘

Figure 26-19. Instruction Type - WAKE

Description
This instruction sends an interrupt from the ULP-FSM to the RTC controller.

e [f the chip is in Deep-sleep mode, and the ULP wakeup timer is enabled, the above-mentioned interrupt will
wake up the chip.

e [f the chip is not in Deep-sleep mode, and the ULP interrupt bit (RTC_CNTL_ULP_CP_INT_ENA) is set in
register RTC_CNTL_INT_ENA_REG, an RTC interrupt will be triggered.

26.5.2.9 WAIT - Wait for a Number of Cycles

Figure 26-20. Instruction Type - WAIT

Operand Description - see Figure 26-20
Cycles The number of cycles to wait

Description
The instruction will delay the ULP-FSM for a given number of cycles.
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26.5.2.10 TSENS - Take Measurement with Temperature Sensor

‘31 28|27 16|15 2|1 O‘

o ] | ]

Figure 26-21. Instruction Type - TSENS

Operand Description - see Figure 26-21
Rdst Destination Register R[0-3], results will be stored in this register.
Wait_Delay — Number of cycles used to perform the measurement.

Description

Increasing the measurement cycles Wait_Delay helps improve the accuracy and optimize the result. The
instruction performs measurement via temperature sensor and stores the result into a general purpose
register.

26.5.2.11 ADC - Take Measurement with ADC

\)+
P %ﬁ &
L s | [ | [ ]
Figure 26-22. Instruction Type - ADC
Operand Description - see Figure 26-22
Rast Destination Register R[0-3], results will be stored in this register.
Sar_Mux  Enable SAR ADC pad [Sar_Mux - 1], see Table 122.
Sel Select ADC. 0: select SAR ADCH1; 1: select SAR ADC2, see Table 122.
Table 122: Input Signals Measured Using the ADC Instruction
Pad / Signal / GPIO Sar_Mux | ADC Selection Sel
GPIO1 1
GPIO2 2
GPIO3 3
GPIO4 4
GPIO5 5
Sel = 0, select SAR ADCH1
GPIO6 6
GPIO7 7
GPIO8 8
GPIO9 9
GPIO10 10
GPIO11 1
Sel = 1, select SAR ADC2
GPIO12 2
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26. ULP Coprocessor

Pad / Signal / GPIO Sar_Mux | ADC Selection

Sel

GPIO13
GPIO14
XTAL_32k_P
XTAL_32Kk_N
DAC_1
DAC_2
GPIO19
GPI020

O|lo|~N|lo|lo| | w]!

—
(@]

Sel =1, select SAR ADC2

26.5.2.12 REG_RD - Read from Peripheral Register

N
&© S

&

‘31 28|27 23|22 18|17 10|9

R | | |

Figure 26-23. Instruction Type - REG_RD

Operand Description - see Figure 26-23

Addr Peripheral register address, in 32-bit words
Low Register start bit number
High Register end bit number

Description

The instruction reads up to 16 bits from a peripheral register into a general-purpose register:

RO = REG[Addr][High:Low]

In case of more than 16 bits being requested, i.e. High - Low + 1 > 16, then the instruction will return

[Low+15:Low].
Note:

e This instruction can access registers in RTC_CNTL, RTC_IO, SENS, and

RTC_I2C peripherals. Address of

the register, as seen from the ULP coprocessor, can be calculated from the address of the same register on

PeriBUS1 (addr_peribus1), as follows:

addr_ulp = (addr_peribus1 - DR_REG_RTCCNTL_BASE) / 4

e The addr_ulp is expressed in 32-bit words (not in bytes), and value O maps onto the
DR_REG_RTCCNTL_BASE (as seen from the main CPU). Thus, 10 bits of address cover a 4096-byte
range of peripheral register space, including regions DR_REG_RTCCNTL_BASE, DR_REG_RTCIO_BASE,

DR_REG_SENS_BASE, and DR_REG_RTC_I2C_BASE.
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26. ULP Coprocessor

26.5.2.13 REG_WR - Write to Peripheral Register

‘2@\ \/o$ 0(5@ $

‘31 28 | 27 23|22 18 | 17 109 0‘
[ |

Figure 26-24. Instruction Type - REG_WR

Operand Description - see Figure 26-24

Addr Register address, expressed in 32-bit words
Data Value to write, 8 bits
Low Register start bit number
High Register end bit number
Description

This instruction writes up to 8 bits from an immediate data value into a peripheral register.

REG[Addr][High:Low] = Data

If more than 8 bits are requested, i.e. High - Low + 1 > 8, then the instruction will pad with zeros the bits above
the eighth bit.

Note:

See notes regarding addr_ulp in Section 26.5.2.12.

26.6 ULP-RISCV

26.6.1 Features
e Support RV32IMC instruction set

e Thirty-two 32-bit general-purpose registers
e 32-bit multiplier and divider
e Support for interrupts

26.6.2 Multiplier and Divider

ULP-RISCV has an independent multiplication and division unit. The efficiency of multiplication and division
instructions is shown in the following table.
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Table 123: Instruction Efficiency

Operation | Instruction Execution Cycle | Instruction Description
MUL 34 Multiply two 32-bit integers and return the lower 32-bit of the result
Multiply MULH 66 Multiply two 32-bit signed integers and return the higher 32-bit of
the result
MULHU 66 Multiply two 32-bit unsigned integers and return the higher 32-bit
of the result
MULHSU 66 Multiply a 32-bit signed integer with a unsigned integer and return
the higher 32-bit of the result
DIV 34 Divide a 32-bit integer by a 32-bit integer and return the quotient
DIivU 34 Divide a 32-bit unsigned integer by a 32-bit unsigned integer and

Divide ;
return the quotient

REM 34 Divide a 32-bit signed integer by a 32-bit signed integer and return
the remainder

REMU 34 Divide a 32-bit unsigned integer by a 32-bit unsigned integer and

return the remainder

26.6.3 ULP-RISCV Interrupts
The interrupts from some sensors, software, and RTC 12C can be routed to ULP-RISCV. To enable the interrupts,
please set the register SENS_SAR_COCPU_INT_ENA_REG, see Table 124.

Enable bit  Interrupt Description
0 TOUCH_DONE_INT Triggered when the touch sensor completes the scan of a channel
1 TOUCH_INACTIVE_INT  Triggered when the touch pad is released
2 TOUCH_ACTIVE_INT Triggered when the touch pad is touched
3 SARADC1_DONE_INT  Triggered when SAR ADC1 completes the conversion one time
4 SARADC2_DONE_INT  Triggered when SAR ADC2 completes the conversion one time
5 TSENS_DONE_INT Triggered when the temperature sensor completes the dump of its data
6 RISCV_START_INT Triggered when ULP-RISCV powers on and starts working
7 SW_INT Triggered by software
8 SWD_INT Triggered by timeout of Super Watch Dog (SWD)

Table 124: ULP-RISCV Interrupt List

Note:

e Besides the above-mentioned interrupts, ULP-RISCV can also handle the interrupt from RTC_IO by simply
configuring RTC_IO as input mode. Users can configure RTCIO_GPIO_PINA_INT_TYPE to select the
interrupt trigger modes, but only level trigger modes are available. For more details about RTC_|O
configuration, see Chapter IO MUX and GPIO Matrix.

e The interrupt from RTC_IO can be cleared by releasing RTC_IO and its source can be read from the register
RTCIO_RTC_GPIO_STATUS_INT.

e The SW_INT interrupt is generated by configuring the register RTC_CNTL_COCPU_SW_INT_TRIGGER.

e For the information about RTC I2C interrupts, please refer to Section 26.7.4.
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26.7 RTC I2C Controller

ULP coprocessor can use RTC [2C controller to read from or write to the external [2C slave devices.

26.7.1 Connecting RTC I2C Signals
SDA and SCL signals can be mapped onto two out of the four GPIO pins, which are identified in RTC 10 MUX Pin
List in Chapter IO MUX and GPIO Matrix, using the register RTCIO_SAR_I2C_IO_REG.

26.7.2 Configuring RTC I2C

Before the ULP coprocessor can use the I12C instruction, certain parameters of the RTC [12C need to be
configured. Configuration is performed by writing certain timing parameters into the RTC I12C registers. This can
be done by the program running on the main CPU, or by the ULP coprocessor itself.

1. Set the low and high SCL half-periods by configuring RTC_I2C_SCL_LOW_PERIOD_REG and
RTC_I12C_SCL_HIGH_PERIOD_REG in RTC_FAST_CLK cycles (e.g. RTC_I2C_SCL_LOW_PERIOD_REG
=40, RTC_I2C_SCL_HIGH_PERIOD_REG = 40 for 100 kHz frequency).

2. Set the number of cycles between the SDA switch and the falling edge of SCL by using
RTC_I2C_SDA_DUTY_REG in RTC_FAST_CLK (e.g. RTC_I2C_SDA_DUTY_REG = 16).

3. Set the waiting time after the START condition by using RTC_I2C_SCL_START_PERIOD_REG (e.g.
RTC_I2C_SCL_START_PERIOD = 30).

4. Set the waiting time before the END condition by using RTC_I2C_SCL_STOP_PERIOD_REG (e.g.
RTC_I12C_SCL_STOP_PERIOD = 44).

5. Set the transaction timeout by using RTC_I2C_TIME_OUT_REG (e.g. RTC_I2C_TIME_OUT_REG = 200).

6. Configure the RTC [2C controller into master mode by setting the RTC_I2C_MS_MODE bit in
RTC_I2C_CTRL_REG.

7. Write the address(es) of external slave(s) to SENS_I2C_SLAVE_ADDRn (7: 0-7). Up to eight slave
addresses can be pre-programmed this way. One of these addresses can then be selected for each
transaction as part of the RTC [2C instruction.

Once RTC I2C is configured, the main CPU or the ULP coprocessor can communicate with the external 12C
devices.

26.7.3 Using RTC I2C
26.7.3.1 Instruction Format

The format of RTC 12C instruction is consistent with that of [2C0/12C1, see Section CMD_Controller in Chapter 12C
Controller. The only difference is that RTC 12C provides fixed instructions for different operations, as follows:

e Command 0 ~ Command 1: specially for [2C write operation
e Command 2 ~ Command 6: specially for 12C read operation

Note: All slave addresses are expressed in 7 bits.

26.7.3.2 12C_RD - I2C Read Workflow

Preparation for RTC [2C read:
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e Configure the instruction list of RTC [2C (see Section CMD_Controller in Chapter 12C Controller), including
instruction order, instruction code, read data number (byte_num), and other information.

e Configure the slave register address by setting the register SENS_SAR_I2C_CTRL[18:11].

e Start RTC 12C transmission by setting the registers SENS_SAR_I2C_START_FORCE and
SENS_SAR_I2C_START.

e \When an RTC_I2C_RX_DATA_INT interrupt is received, transfer the read data stored in RTC_I2C_RDATA to
SRAM RTC slow memory, or use the data directly.

The 12C_RD instruction performs the following operations (see Figure 26-25):
1. Master generates a START condition.

2. Master sends slave address, with r/w bit set to 0 (“write”). Slave address is obtained from
SENS_I2C_SLAVE_ADDRn.

3. Slave generates ACK.

4. Master sends slave register address.

5. Slave generates ACK.

6. Master generates a repeated START (RSTART) condition.
7. Master sends slave address, with r/w bit set to 1 (“read”).
8. Slave sends one byte of data.

9. Master checks whether the number of transmitted bytes reaches the number set by the current instruction
(byte_num). If yes, master jumps out of the read instruction and sends an NACK signal. Otherwise master
repeats Step 8 and waits for the slave to send the next byte.

10. Master generates a STOP condition and stops reading.

1 2 3 4 5 6 7 8 9 10
Master % Slave Address W Reg Address % Slave Address R gl B
Slave S $ Data(n)
Figure 26-25. 12C Read Operation
Note:

The RTC I2C peripheral samples the SDA signals on the falling edge of SCL. If the slave changes SDA in less than
0.38 microsecond, the master may receive incorrect data.

26.7.3.3 12C_WR - I2C Write Workflow

Preparation for RTC [2C write:

e Configure RTC [2C instruction list, including instruction order, instruction code, and the data to be written in
byte (byte_num). See the configuration of 12C0/I12C1 in Section CMD_Controller in Chapter 12C Controller.

e Configure the slave register address by setting the register SENS_SAR_I2C_CTRL[18:11], and the data to
be transmitted in SENS_SAR_I12C_CTRL[26:19].

e Set the registers SENS_SAR_I2C_START_FORCE and SENS_SAR_I2C_START to start the transmission.
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e Update the next data to be transmitted in the register SENS_SAR_I2C_CTRL[26:19], each time when an

RTC_I2C_TX_DATA_INT interrupt is received.

The 12C_WR instruction performs the following operations, see Figure 26-26.

10.

. Master generates a START condition.

Master sends slave address, with r/w bit set to O (“write”). Slave address is obtained from
SENS_I2C_SLAVE_ADDRA.

Slave generates ACK.

Master sends slave register address.

Slave generates ACK.

Master generates a repeated START condition (RSTART).
Master sends slave address, with r/w bit set to O (“write”).
Master sends one byte of data.

Slave generates ACK. Master checks whether the number of transmitted bytes reaches the number set by
the current instruction (byte_num). If yes, master jumps out of the write instruction and starts the next
instruction. Otherwise the master repeats step 8 and sends the next byte.

Master generates a STOP condition and stops the transmission.

2 3 4 5
Slave Address W Reg Address

7 8 9
Slave Address W Data(n)

—_

STOP o

START| —
RSTRT| O)

Master

ACK
ACK
ACK

Slave

Figure 26-26. 12C Write Operation

26.7.3.4 Detecting Error Conditions

Applications can query specific bits in the RTC_I2C_INT_ST_REG register to check if the transaction is

successful. To enable checking for specific communication events, their corresponding bits should be set in
register RTC_I2C_INT_ENA_REG. Note that the bit map is shifted by 1. If a specific communication event is
detected and its corresponding bit in register RTC_I2C_INT_ST_REG is set, the event can then be cleared using
register RTC_I2C_INT_CLR_REG.

26.7.4 RTC I2C Interrupts

RTC_I2C_SLAVE_TRAN_COMP_INT: Triggered when the slave finishes the transaction.
RTC_I2C_ARBITRATION_LOST_INT: Triggered when the master loses control of the bus.
RTC_I2C_MASTER_TRAN_COMP_INT: Triggered when the master completes the transaction.
RTC_I2C_TRANS_COMPLETE_INT: Triggered when a STOP signal is detected.
RTC_I2C_TIME_OUT_INT: Triggered by time out event.

RTC_I2C_ACK_ERR_INT: Triggered by ACK error.

RTC_I12C_RX_DATA_INT: Triggered when data is received.
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26. ULP Coprocessor

e RTC_I2C_TX_DATA_INT: Triggered when data is transmitted.

e RTC_I2C_DETECT_START_INT: Triggered when a START signal is detected.

26.8 Base Address

26.8.1 ULP Coprocessor Base Address
Users can access ULP coprocessors with the following base addresses as shown in Table 125.

Table 125: ULP Coprocessor Base Address

Module Bus to Access Peripheral | Base Address
PeriBUST 0x3F408000
ULP (ALWAYS_ON) _
PeriBUS2 0x60008000
PeriBUST 0x3F408800
ULP (RTC_PERI) ,
PeriBUS2 0x60008800

Wherein:

e ULP (ALWAYS_ON) represents the registers, which will not be reset due to the power down of RTC_PERI
domain. See Chapter Low Power Management.

e ULP (RTC_PERI) represents the registers in RTC_PERI domain, which will be reset due to the power down
of RTC_PERI domain. See Chapter Low Power Management.

26.8.2 RTC I2C Base Address
Users can access the RTC I2C registers in RTC_PERI domain, including RTC_PERI registers and |2C registers,
with the following base addresses as shown in Table 126.

Table 126: RTC I2C Base Address

Module Bus to Access Peripheral | Base Address
PeriBUS1 0x3F408800
RTC 12C (RTC_PERI) ,
PeriBUS2 0x60008800
PeriBUS1 0x3F408C00
RTC [2C (12C) .
PeriBUS2 0x60008C00

26.9 Register Summary
The address in the following part represents the address offset (relative address) with respect to the base address,
not the absolute address. For detailed information about the base address, please refer to Section 26.8.

26.9.1 ULP (ALWAYS_ON) Register Summary

Name ‘ Description Address | Access

ULP Timer Registers

RTC_CNTL_ULP_CP_TIMER_REG Configure the timer OxO0F8 | varies

RTC_CNTL_ULP_CP_TIMER_1_REG Configure sleep cycle of the timer 0x0130 | R/W

ULP-FSM Register

RTC_CNTL_ULP_CP_CTRL_REG ULP-FSM configuration register ‘ OxO0FC ‘ R/W
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26. ULP Coprocessor

Name ‘ Description ‘ Address ‘ Access
ULP-RISCV Register
RTC_CNTL_COCPU_CTRL_REG ‘ ULP-RISCV configuration register ‘ 0x0100 ‘ varies
26.9.2 ULP (RTC_PERI) Register Summary
Name Description Address | Access
ULP-RISCV Registers
SENS_ SAR_COCPU_INT_RAW_REG Interrupt raw bit of ULP-RISCV 0x0128 | RO
SENS_SAR_COCPU_INT_ENA_REG Interrupt enable bit of ULP-RISCV 0x012C | R/'W
SENS_SAR_COCPU_INT_ST_REG Interrupt status bit of ULP-RISCV 0x0130 | RO
SENS_SAR_COCPU_INT_CLR_REG Interrupt clear bit of ULP-RISCV 0x0134 | WO
26.9.3 RTC I2C (RTC_PERI) Register Summary
Name ‘ Description ‘ Address ‘ Access
RTC 12C Controller Register
SENS_SAR_I2C_CTRL_REG | Configure RTC I2G transmission | ox0058 | RW
RTC I12C Slave Address Registers
SENS_SAR_SLAVE_ADDR1_REG Configure slave addresses 0-1 of RTC 12C 0x0040 | R/W
SENS_SAR_SLAVE_ADDR2_REG Configure slave addresses 2-3 of RTC I12C 0x0044 | R/W
SENS_SAR_SLAVE_ADDR3_REG Configure slave addresses 4-5 of RTC 12C 0x0048 | R/W
SENS_SAR_SLAVE_ADDR4_REG Configure slave addresses 6-7 of RTC [2C 0x004C | R/'W
26.9.4 RTC I2C (I2C) Register Summary
Name Description Address | Access
RTC I12C Signal Setting Registers
RTC_I2C_SCL_LOW_REG Configure the low level width of SCL 0x0000 | R/W
RTC_I2C_SCL_HIGH_REG Configure the high level width of SCL 0x0014 | R/W
RTC_I2C_SDA_DUTY_REG Configure the SDA hold time after a negative | 0x0018 | R/W
SCL edge
RTC_I2C_SCL_START_PERIOD_REG Configure the delay between the SDA and SCL | Ox001C | R/W
negative edge for a start condition
RTC_I12C_SCL_STOP_PERIOD_REG Configure the delay between SDA and SCL pos- | 0x0020 | R/W
itive edge for a stop condition
RTC 12C Control Registers
RTC_I2C_CTRL_REG Transmission setting 0x0004 | R/W
RTC_I2C_STATUS_REG RTC [2C status 0x0008 | RO
RTC_I2C_TO_REG Configure RTC [2C timeout 0x000C | R/W
RTC_I2C_SLAVE_ADDR_REG Configure slave address 0x0010 | R/W
RTC 12C Interrupt Registers
RTC_I2C_INT_CLR_REG Clear RTC I2C interrupt 0x0024 | WO
RTC_I2C_INT_RAW_REG RTC [2C raw interrupt 0x0028 | RO
RTC_I2C_INT_ST_REG RTC I2C interrupt status 0x002C | RO
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26. ULP Coprocessor

Name Description Address | Access
RTC_I2C_INT_ENA_REG Enable RTC 12C interrupt 0x0030 | R/W
RTC I2C Status Register

RTC_I2C_DATA_REG RTC [2C read data 0x0034 | varies
RTC 12C Command Registers

RTC_I2C_CMDO_REG RTC [2C Command 0 0x0038 | varies
RTC_I2C_CMD1_REG RTC [2C Command 1 0x003C | varies
RTC_I2C_CMD2_REG RTC [2C Command 2 0x0040 | varies
RTC_I2C_CMDS3_REG RTC [2C Command 3 0x0044 | varies
RTC_I2C_CMD4_REG RTC [2C Command 4 0x0048 | varies
RTC_I2C_CMD5_REG RTC [2C Command 5 0x004C | varies
RTC_I2C_CMD6_REG RTC [2C Command 6 0x0050 | varies
RTC_I2C_CMD7_REG RTC 12C Command 7 0x0054 | varies
RTC_I2C_CMD8_REG RTC [2C Command 8 0x0058 | varies
RTC_I2C_CMD9_REG RTC [2C Command 9 0x005C | varies
RTC_I2C_CMD10_REG RTC [2C Command 10 0x0060 | varies
RTC_I2C_CMD11_REG RTC 12C Command 11 0x0064 | varies
RTC_I2C_CMD12_REG RTC 12C Command 12 0x0068 | varies
RTC_I2C_CMD13_REG RTC [2C Command 13 0x006C | varies
RTC_I2C_CMD14_REG RTC 12C Command 14 0x0070 | varies
RTC_I2C_CMD15_REG RTC [2C Command 15 0x0074 | varies
Version register

RTC_I2C_DATE_REG Version control register Ox00FC | R/W

26.10 Registers

The address in the following part represents the address offset (relative address) with respect to the base address,

not the absolute address. For detailed information about the base address, please refer to Section 26.8.
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26. ULP Coprocessor

26.10.1 ULP (ALWAYS_ON) Registers

Register 26.1: RTC_CNTL_ULP_CP_TIMER_REG (0x00F8)

> X

T3

>SS
2
7 ON N
INFENE L7
SR X &7
R &7
QV7Q7 Q7 N N
EoRous) s S

L & &
‘31 30 29 28 11|10 0‘
‘OOOOOOOOOOOOOOOOOOOOO 0 ‘Reset

RTC_CNTL_ULP_CP_PC_INIT ULP coprocessor PC initial address. (R/W)

RTC_CNTL_ULP_CP_GPIO_WAKEUP_ENA Enable the option of ULP coprocessor woken up by
RTC GPIO. (R/W)

RTC_CNTL_ULP_CP_GPIO_WAKEUP_CLR Disable the option of ULP coprocessor woken up by
RTC GPIO. (WO)

RTC_CNTL_ULP_CP_SLP_TIMER_EN ULP coprocessor timer enable bit. 0: Disable hardware
timer; 1: Enable hardware timer. (R/W)

Register 26.2: RTC_CNTL_ULP_CP_TIMER_1_REG (0x0130)

<
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©
%\32/
Q3\/
N
éz/
0\3/
N
Q% GQ)&
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& &
‘31 8|7 0‘
\ 200 00 00 0 0 O O‘Reset

RTC_CNTL_ULP_CP_TIMER_SLP_CYCLE Set sleep cycles for ULP coprocessor timer. (R/W)
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26. ULP Coprocessor

Register 26.3: RTC_CNTL_ULP_CP_CTRL_REG (0x00FC)

&

858587
NZENGONGON4
oé\oé\oé\oé\
OO0 %0O7
CEOL &

‘ 31 30|29 | 28 |27

\oooooooooooooooooooooooooooooooo\Reset

RTC_CNTL_ULP_CP_CLK_FO ULP-FSM clock force on. (R/W)

RTC_CNTL_ULP_CP_RESET ULP-FSM clock software reset. (R/W)

RTC_CNTL_ULP_CP_FORCE_START_TOP Write 1 to start ULP-FSM by software. (R/W)

RTC_CNTL_ULP_CP_START_TOP Write 1 to start ULP-FSM. (R/W)
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26. ULP Coprocessor

Register 26.4: RTC_CNTL_COCPU_CTRL_REG (0x0100)

N &\//&\//&\//&\//&\//
52 9.9.9:%9
)
N SELEEL &
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RTC_CNTL_COCPU_CLK_FO ULP-RISCV clock force on. (R/W)

RTC_CNTL_COCPU_START_2_RESET_DIS Time from ULP-RISCV startup to pull down reset.
(R/W)

RTC_CNTL_COCPU_START_2_INTR_EN Time from ULP-RISCV startup to send out
RISCV_START_INT interrupt. (R/W)

RTC_CNTL_COCPU_SHUT Shut down ULP-RISCV. (R/W)
RTC_CNTL_COCPU_SHUT_2_CLK_DIS Time from shut down ULP-RISCV to disable clock. (R/W)
RTC_CNTL_COCPU_SHUT_RESET_EN This bit is used to reset ULP-RISCV. (R/W)
RTC_CNTL_COCPU_SEL O: select ULP-RISCV; 1: select ULP-FSM. (R/W)

RTC_CNTL_COCPU_DONE_FORCE O: select ULP-FSM DONE signal; 1: select ULP-RISCV DONE
signal. (R/W)

RTC_CNTL_COCPU_DONE DONE signal. Write 1 to this bit, ULP-RISCV will go to HALT and the
timer starts counting. (R/W)

RTC_CNTL_COCPU_SW_INT_TRIGGER Trigger ULP-RISCV register interrupt. (WO)
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26. ULP Coprocessor

26.10.2 ULP (RTC_PERI) Registers

Register 26.5: SENS_ SAR_COCPU_INT_RAW_REG (0x0128)
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\oo00oooo00oooo00oooo00o|o|0|o|o|o|o|0|0|o\Reset

SENS_COCPU_TOUCH_DONE_INT_RAW TOUCH_DONE_INT interrupt raw bit. (RO)

SENS_COCPU_TOUCH_INACTIVE_INT_RAW TOUCH_INACTIVE_INT interrupt raw bit. (RO)

SENS_COCPU_TOUCH_ACTIVE_INT_RAW TOUCH_ACTIVE_INT interrupt raw bit. (RO)

SENS_COCPU_SARADC1_INT_RAW SARADC1_DONE_INT interrupt raw bit. (RO)

SENS_COCPU_SARADC2_INT_RAW SARADC2_DONE_INT interrupt raw bit. (RO)

SENS_COCPU_TSENS_INT_RAW TSENS_DONE_INT interrupt raw bit. (RO)

SENS_COCPU_START_INT_RAW RISCV_START_INT interrupt raw bit. (RO)

SENS_COCPU_SW_INT_RAW SW_INT interrupt raw bit. (RO)

SENS_COCPU_SWD_INT_RAW SWD_INT interrupt raw bit. (RO)
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26. ULP Coprocessor

Register 26.6: SENS_SAR_COCPU_INT_ENA_REG (0x012C)

£
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S

o[ el oo ]e]

|O|O|O|O|0|0‘Reset

o

SENS_COCPU_TOUCH_DONE_INT_ENA TOUCH_DONE_INT interrupt enable bit. (R/W)

SENS_COCPU_TOUCH_INACTIVE_INT_ENA TOUCH_INACTIVE_INT interrupt enable bit. (R/W)

SENS_COCPU_TOUCH_ACTIVE_INT_ENA TOUCH_ACTIVE_INT interrupt enable bit. (R/W)

SENS_COCPU_SARADC1_INT_ENA SARADC1_DONE_INT interrupt enable bit. (R/W)

SENS_COCPU_SARADC2_INT_ENA SARADC2_DONE_INT interrupt enable bit. (R/W)

SENS_COCPU_TSENS_INT_ENA TSENS_DONE_INT interrupt enable bit. (R/W)

SENS_COCPU_START_INT_ENA RISCV_START_INT interrupt enable bit. (R/W)

SENS_COCPU_SW_INT_ENA SW_INT interrupt enable bit. (R/W)

SENS_COCPU_SWD_INT_ENA SWD_INT interrupt enable bit. (R/W)
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26. ULP Coprocessor

Register 26.7: SENS_SAR_COCPU_INT_ST_REG (0x0130)
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SENS_COCPU_TOUCH_DONE_INT_ST TOUCH_DONE_INT interrupt status bit. (RO)

SENS_COCPU_TOUCH_INACTIVE_INT_ST TOUCH_INACTIVE_INT interrupt status bit. (RO)

SENS_COCPU_TOUCH_ACTIVE_INT_ST TOUCH_ACTIVE_INT interrupt status bit. (RO)

SENS_COCPU_SARADC1_INT_ST SARADC1_DONE_INT interrupt status bit. (RO)

SENS_COCPU_SARADC2_INT_ST SARADC2_DONE_INT interrupt status bit. (RO)

SENS_COCPU_TSENS_INT_ST TSENS_DONE_INT interrupt status bit. (RO)

SENS_COCPU_START_INT_ST RISCV_START_INT interrupt status bit. (RO)

SENS_COCPU_SW_INT_ST SW_INT interrupt status bit. (RO)

SENS_COCPU_SWD_INT_ST SWD_INT interrupt status bit. (RO)
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26. ULP Coprocessor

Register 26.8: SENS_SAR_COCPU_INT_CLR_REG (0x0134)

‘31 9| 8 7 6 5 4 3 2 1 0

\oooooooooooooooooooooooooooooooo\Reset

SENS_COCPU_TOUCH_DONE_INT_CLR TOUCH_DONE_INT interrupt clear bit. (WO)
SENS_COCPU_TOUCH_INACTIVE_INT_CLR TOUCH_INACTIVE_INT interrupt clear bit. (WO)
SENS_COCPU_TOUCH_ACTIVE_INT_CLR TOUCH_ACTIVE_INT interrupt clear bit. (WO)
SENS_COCPU_SARADC1_INT_CLR SARADC1_DONE_INT interrupt clear bit. (WO)
SENS_COCPU_SARADC2_INT_CLR SARADC2_DONE_INT interrupt clear bit. (WO)
SENS_COCPU_TSENS_INT_CLR TSENS_DONE_INT interrupt clear bit. (WO)
SENS_COCPU_START_INT_CLR RISCV_START_INT interrupt clear bit. (WO)
SENS_COCPU_SW_INT_CLR SW_INT interrupt clear bit. (WO)

SENS_COCPU_SWD_INT_CLR SWD_INT interrupt clear bit. (WO)

26.10.3 RTC I2C (RTC_PERI) Registers

Register 26.9: SENS_SAR_I2C_CTRL_REG (0x0058)
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@é\ %Q\/VQ\/ %??\/
‘Q»%Q)(\\ %({/% @é/é%/ %(O%%/
‘31 30|29|28|27 0‘
‘O O|O|O| 0 ‘Reset

SENS_SAR_I2C_CTRL RTC I2C control data; active only when SENS_SAR_I2C_START_FORCE =
1. (R/W)

SENS_SAR_I2C_START Start RTC I2C; active only when SENS_SAR_I2C_START_FORCE =1. (R/W)

SENS_SAR_I2C_START_FORCE 0: RTC I°C started by FSM; 1: RTC I2C started by software. (R/W)
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26. ULP Coprocessor

Register 26.10: SENS_SAR_SLAVE_ADDR1_REG (0x0040)
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]o 00000 00 O0 O 0x0 0x0 ‘Reset
SENS_I2C_SLAVE_ADDR1 RTC I2C slave address 1. (R/W)
SENS_I2C_SLAVE_ADDRO RTC I2C slave address 0. (R/W)
Register 26.11: SENS_SAR_SLAVE_ADDR2_REG (0x0044)
Q >
S s
P v
K N2
N8 Ns
6\ O/ Q/
Q?\Q) é%gb e%\j/
& & &
’o 00000 000 O 0x0 0x0 ‘Reset
SENS_I2C_SLAVE_ADDR3 RTC I2C slave address 3. (R/W)
SENS_I2C_SLAVE_ADDR2 RTC I2C slave address 2. (R/W)
Register 26.12: SENS_SAR_SLAVE_ADDRS3_REG (0x0048)
™ ©
S N
P v
AQ/ &(/
N8 N3
é\ Q/Q/ q/O/
QF\Q) éb} $%>
& & &
’o 0 0000 0O 0O o| 0x0 | 0x0 ‘Reset
SENS_I2C_SLAVE_ADDRS RTC I2C slave address 5. (R/W)
SENS_I2C_SLAVE_ADDR4 RTC I2C slave address 4. (R/W)
Espressif Systems 517 ESP32-S2 TRM (Preliminary V0.3)

Submit Documentation Feedback



https://www.espressif.com/en/company/contact/documentation_feedback?docId=4187&sections=&version=0.3

26. ULP Coprocessor

Register 26.13: SENS_SAR_SLAVE_ADDR4_REG (0x004C)
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SENS_I2C_SLAVE_ADDR7 RTC I2C slave address 7. (R/W)
SENS_I2C_SLAVE_ADDR6 RTC I2C slave address 6. (R/W)
26.10.4 RTC I2C (I2C) Registers
Register 26.14: RTC_I2C_SCL_LOW_REG (0x0000)
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RTC_I2C_SCL_LOW_PERIOD_REG This register is used to configure how many clock cycles SCL
remains low. (R/W)

Register 26.15: RTC_I2C_SCL_HIGH_REG (0x0014)
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RTC_I2C_SCL_HIGH_PERIOD_REG This register is used to configure how many cycles SCL re-
mains high. (R/W)
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26. ULP Coprocessor

Register 26.16: RTC_I2C_SDA_DUTY_REG (0x0018)
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RTC_I2C_SDA_DUTY_NUM The number of clock cycles between the SDA switch and the falling
edge of SCL. (R/W)

Register 26.17: RTC_I2C_SCL_START_PERIOD_REG (0x001C)
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RTC_I2C_SCL_START_PERIOD Number of clock cycles to wait after generating a start condition.

(R/W)
Register 26.18: RTC_I2C_SCL_STOP_PERIOD_REG (0x0020)
Q
&O
Q/
O
\//%,&
O
Q)é\ O?
& %
%Q’ «Q/
@ &
‘31 20|19 0‘
\oooooooooooo| 8 \Reset

RTC_I2C_SCL_STOP_PERIOD Number of clock cycles to wait before generating a stop condition.
(RW)
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26. ULP Coprocessor

Register 26.19: RTC_I2C_CTRL_REG (0x0004)
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RTC_I2C_SDA_FORCE_OUT SDA output mode. O: open drain; 1: push pull. (R/W)
RTC_I2C_SCL_FORCE_OUT SCL output mode. O: open drain; 1: push pull. (R/W)
RTC_I2C_MS_MODE Set this bit to configure RTC I2C as a master. (R/W)
RTC_I2C_TRANS_START Set this bit to 1, RTC I2C starts sending data. (R/W)
RTC_I2C_TX_LSB_FIRST This bit is used to control the sending mode. O: send data from the most
significant bit; 1: send data from the least significant bit. (R/W)
RTC_I2C_RX_LSB_FIRST This bit is used to control the storage mode for received data. O: receive
data from the most significant bit; 1: receive data from the least significant bit. (R/W)
RTC_I2C_CTRL_CLK_GATE_EN RTC I2C controller clock gate. (R/W)
RTC_I2C_RESET RTC I2C software reset. (R/W)
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26. ULP Coprocessor

Register 26.20: RTC_I2C_STATUS_REG (0x0008)
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RTC_I2C_ACK_REC The received ACK value. 0: ACK; 1: NACK. (RO)

RTC_I2C_SLAVE_RW 0: master writes to slave; 1: master reads from slave. (RO)
RTC_I2C_ARB_LOST When the RTC I2C loses control of SCL line, the register changes to 1. (RO)
RTC_I2C_BUS_BUSY 0: RTC I2C bus is in idle state; 1: RTC I2C bus is busy transferring data. (RO)

RTC_I2C_SLAVE_ADDRESSED When the address sent by the master matches the address of the
slave, then this bit will be set. (RO)

RTC_I2C_BYTE_TRANS This field changes to 1 when one byte is transferred. (RO)

RTC_I2C_OP_CNT Indicate which operation is working. (RO)

Register 26.21: RTC_I2C_TO_REG (0x000C)
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RTC_I2C_TIME_OUT_REG Timeout threshold. (R/W)

Register 26.22: RTC_I2C_SLAVE_ADDR_REG (0x0010)

RTC_I2C_ADDR_10BIT_EN This field is used to enable the slave 10-bit addressing mode. (R/W)
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26. ULP Coprocessor

Register 26.23: RTC_I2C_INT_CLR_REG (0x0024)

N\
@@@é OO0 KO KOKOKOKO
\

|

[ofrfefefe]s]2]"]
ooooooooooooooooooooo0|0|0|o|o|0|0|0|0|o\Rese»c

RTC_I2C_SLAVE_TRAN_COMP_INT_CLR RTC_I2C_SLAVE_TRAN_COMP_INT interrupt clear bit.
(WO)

RTC_I2C_ARBITRATION_LOST_INT_CLR RTC_I2C_ARBITRATION_LOST_INT interrupt clear bit.
(WO)

RTC_I2C_MASTER_TRAN_COMP_INT_CLR RTC_I2C_MASTER_TRAN_COMP_INT interrupt
clear bit. (WO)

RTC_I2C_TRANS_COMPLETE_INT_CLR RTC_I2C_TRANS_COMPLETE_INT interrupt clear bit.
(WO)

RTC_I2C_TIME_OUT_INT_CLR RTC_I2C_TIME_OUT_INT interrupt clear bit. (WO)
RTC_I2C_ACK_ERR_INT_CLR RTC_I2C_ACK_ERR_INT interrupt clear bit. (WO)
RTC_I2C_RX_DATA_INT_CLR RTC_I2C_RX_DATA_INT interrupt clear bit. (WO)
RTC_I2C_TX_DATA_INT_CLR RTC_I2C_TX_DATA_INT interrupt clear bit. (WO)

RTC_I2C_DETECT_START_INT_CLR RTC_I2C_DETECT_START_INT interrupt clear bit. (WO)
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26. ULP Coprocessor

Register 26.24: RTC_I2C_INT_RAW_REG (0x0028)

RTC_I2C_SLAVE_TRAN_COMP_INT_RAW RTC_I2C_SLAVE_TRAN_COMP_INT interrupt raw bit.
(RO)

RTC_I2C_ARBITRATION_LOST_INT_RAW RTC_I2C_ARBITRATION_LOST_INT interrupt raw bit.
(RO)

RTC_I2C_MASTER_TRAN_COMP_INT_RAW RTC_|2C_MASTER_TRAN_COMP_INT interrupt raw
bit. (RO)

RTC_I2C_TRANS_COMPLETE_INT_RAW RTC_I2C_TRANS_COMPLETEL_INT interrupt raw bit.
(RO)

RTC_I2C_TIME_OUT_INT_RAW RTC_I2C_TIME_OUT_INT interrupt raw bit. (RO)
RTC_I2C_ACK_ERR_INT_RAW RTC_I2C_ACK_ERR_INT interrupt raw bit. (RO)
RTC_I2C_RX_DATA_INT_RAW RTC_I2C_RX_DATA_INT interrupt raw bit. (RO)
RTC_I2C_TX_DATA_INT_RAW RTC_I2C_TX_DATA_INT interrupt raw bit. (RO)

RTC_I2C_DETECT_START_INT_RAW RTC_I2C_DETECT_START_INT interrupt raw bit. (RO)
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26. ULP Coprocessor

Register 26.25: RTC_I2C_INT_ST_REG (0x002C)
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RTC_I2C_SLAVE_TRAN_COMP_INT_ST RTC_I2C_SLAVE_TRAN_COMP_INT interrupt status bit.

(RO)

RTC_I2C_ARBITRATION_LOST_INT_ST RTC_I2C_ARBITRATION_LOST_INT interrupt status bit.

(RO)

RTC_I2C_MASTER_TRAN_COMP_INT_ST RTC_I2C_MASTER_TRAN_COMP_INT interrupt status

bit. (RO)

RTC_I2C_TRANS_COMPLETE_INT_ST RTC_I2C_TRANS_COMPLETE_INT interrupt status bit.

(RO)

RTC_I2C_TIME_OUT_INT_ST RTC_I2C_TIME_OUT_INT interrupt status bit. (RO)

RTC_I2C_ACK_ERR_INT_ST RTC_I2C_ACK_ERR_INT interrupt status bit. (RO)

RTC_I2C_RX_DATA_INT_ST RTC_I2C_RX_DATA_INT interrupt status bit. (RO)

RTC_I2C_TX_DATA_INT_ST RTC_I2C_TX_DATA_INT interrupt status bit. (RO)

RTC_I2C_DETECT_START_INT_ST RTC_I2C_DETECT_START_INT interrupt status bit. (RO)
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26. ULP Coprocessor

Register 26.26: RTC_I2C_INT_ENA_REG (0x0030)
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0 ‘Reset

RTC_I2C_SLAVE_TRAN_COMP_INT_ENA RTC_[2C_SLAVE_TRAN_COMP_INT interrupt enable
bit. (R/W)

RTC_I2C_ARBITRATION_LOST_INT_ENA RTC_I2C_ARBITRATION_LOST_INT interrupt enable bit.
(R/W)

RTC_I2C_MASTER_TRAN_COMP_INT_ENA RTC_I2C_MASTER_TRAN_COMP_INT interrupt en-
able bit. (R/W)

RTC_I2C_TRANS_COMPLETE_INT_ENA RTC_I2C_TRANS_COMPLETE_INT interrupt enable bit.
(R/W)

RTC_I2C_TIME_OUT_INT_ENA RTC_I2C_TIME_OUT_INT interrupt enable bit. (R/W)
RTC_I2C_ACK_ERR_INT_ENA RTC_I2C_ACK_ERR_INT interrupt enable bit. (R/W)
RTC_I2C_RX_DATA_INT_ENA RTC_I2C_RX_DATA_INT interrupt enable bit. (R/W)
RTC_I2C_TX_DATA_INT_ENA RTC_I2C_TX_DATA_INT interrupt enable bit. (R/W)

RTC_I2C_DETECT_START_INT_ENA RTC_I2C_DETECT_START_INT interrupt enable bit. (R/W)

Register 26.27: RTC_I2C_DATA_REG (0x0034)
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\ 0 |o 0O 000 00 O0GOT OO OO0 0 O o| 0x0 | 0x0 \Reset
RTC_I2C_RDATA Data received. (RO)
RTC_I2C_SLAVE_TX_DATA The data sent by slave. (R/W)
RTC_I2C_DONE RTC I2C transmission is done. (RO)
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26. ULP Coprocessor

Register 26.28: RTC_I2C_CMDO0_REG (0x0038)
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RTC_I2C_COMMANDO Content of command 0. For more information, please refer to the register
[2C_COMDO_REG in Chapter 12C Controller. (R/W)

RTC_I2C_COMMANDO_DONE When command O is done, this bit changes to 1. (RO)

Register 26.29: RTC_I2C_CMD1_REG (0x003C)
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RTC_I2C_COMMAND1 Content of command 1. For more information, please refer to the register
12C_COMD1_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND1_DONE When command 1 is done, this bit changes to 1. (RO)

Register 26.30: RTC_I2C_CMD2_REG (0x0040)
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RTC_I2C_COMMAND2 Content of command 2. For more information, please refer to the register
12C_COMD2_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND2_DONE When command 2 is done, this bit changes to 1. (RO)
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26. ULP Coprocessor

Register 26.31: RTC_I2C_CMD3_REG (0x0044)

&
Q,?O O
S S
X N
N >
S
N
. &7 Q)&@é . &7
7/ 7/
K \@? &
‘ 31 |30 14 | 13 0‘
‘ o/jo o o o o o o oo o0 0 0 0 0 0 O 0x101 ‘Reset

RTC_I2C_COMMAND3 Content of command 3. For more information, please refer to the register
[2C_COMDG_REG in Chapter 12C Controller. (R/W)

RTC_I2C_COMMAND3_DONE When command 3 is done, this bit changes to 1. (RO)

Register 26.32: RTC_I2C_CMD4_REG (0x0048)
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RTC_I2C_COMMAND4 Content of command 4. For more information, please refer to the register
12C_COMD4_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND4_DONE When command 4 is done, this bit changes to 1. (RO)

Register 26.33: RTC_I2C_CMD5_REG (0x004C)
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RTC_I2C_COMMANDS5 Content of command 5. For more information, please refer to the register
12C_COMD5_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND5_DONE When command 5 is done, this bit changes to 1. (RO)
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26. ULP Coprocessor

Register 26.34: RTC_I2C_CMD6_REG (0x0050)
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RTC_I2C_COMMAND6 Content of command 6. For more information, please refer to the register
[2C_COMDG6_REG in Chapter 12C Controller. (R/W)

RTC_I2C_COMMANDG6_DONE When command 6 is done, this bit changes to 1. (RO)

Register 26.35: RTC_I2C_CMD7_REG (0x0054)
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RTC_I2C_COMMAND7 Content of command 7. For more information, please refer to the register
12C_COMD7_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND7_DONE When command 7 is done, this bit changes to 1. (RO)

Register 26.36: RTC_I2C_CMD8_REG (0x0058)
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RTC_I2C_COMMANDS8 Content of command 8. For more information, please refer to the register
12C_COMD8_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMANDS8_DONE When command 8 is done, this bit changes to 1. (RO)
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26. ULP Coprocessor

Register 26.37: RTC_I2C_CMD9_REG (0x005C)
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RTC_I2C_COMMAND9 Content of command 9. For more information, please refer to the register
[2C_COMD9_REG in Chapter 12C Controller. (R/W)

RTC_I2C_COMMAND9_DONE When command 9 is done, this bit changes to 1. (RO)

Register 26.38: RTC_I2C_CMD10_REG (0x0060)
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RTC_I2C_COMMAND10 Content of command 10. For more information, please refer to the register
12C_COMD10_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND10_DONE When command 10 is dong, this bit changes to 1. (RO)

Register 26.39: RTC_I2C_CMD11_REG (0x0064)
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RTC_I2C_COMMAND11 Content of command 11. For more information, please refer to the register
12C_COMD11_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND11_DONE When command 11 is done, this bit changes to 1. (RO)
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26. ULP Coprocessor

Register 26.40: RTC_I2C_CMD12_REG (0x0068)
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RTC_I2C_COMMAND12 Content of command 12. For more information, please refer to the register
12C_COMD12_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND12_DONE When command 12 is done, this bit changes to 1. (RO)

Register 26.41: RTC_I2C_CMD13_REG (0x006C)
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RTC_I2C_COMMAND13 Content of command 13. For more information, please refer to the register
12C_COMD13_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND13_DONE When command 13 is dong, this bit changes to 1. (RO)

Register 26.42: RTC_I2C_CMD14_REG (0x0070)
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RTC_I2C_COMMAND14 Content of command 14. For more information, please refer to the register
12C_COMD14_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND14_DONE When command 14 is done, this bit changes to 1. (RO)
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26. ULP Coprocessor

Register 26.43: RTC_I2C_CMD15_REG (0x0074)
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0x00 ‘ Reset

RTC_I2C_COMMAND15 Content of command 15. For more information, please refer to the register
12C_COMD15_REG in Chapter [2C Controller. (R/W)

RTC_I2C_COMMAND15_DONE When command 15 is done, this bit changes to 1. (RO)

Register 26.44: RTC_I2C_DATE_REG (0x00FC)
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RTC_I2C_DATE \Version control register (R/W)
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2019-11-27 | VO.1 Preliminary release
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